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SENDATE- PLANETS'™: Overview, Nokia‘s Security Part

PLANETS: Subproject of Celtic-Plus Project SENDATE, aiming at Techniques & Technologies for huge, Datacenter (DC) clouds in Europe.
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Specific focus on high flexibility, low latency, locality-awareness and security, convergence of Telco networks, IT and distributed DC in scope,
e.g., supporting mobile connected objects, 10T, health applications, 5G, utilizing NFV, SDN technology.

March/2016-February/2019, http://[www.sendate.eu/about-the-project/; http://www.sendate.eu/sendate-planets/
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‘Bringing content close to the user, based on optimized, distributed DC

architectures ... and enhance security’

*SEcure Networking for a DATa Center Cloud in Europe —
ProgrammabLe Architecture for distributed NETwork functions and Security
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Data center Security Management (SM), Nokia WP1 tasks
Architecture models for SM based on DDC and network services

Analysis of complex scenarios for the interoperability of distributed
clouds [ data centers and methods for SM&O

Support integration of methods for ‘Information Exchange’ into Telco
Cloud context (Coop-UNIBW)
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PLANETS: Initial Vison
Policy driven Security Management for Distributed Clouds

“SM must be fast & consistent”

Local Regional Centralized
Network Virtualization

Automated
Security
Management

Security
Policies

Interoperable cloud security management

Establishing Services in Distributed Cloud ... but distributed ‘SM per Admin’ becomes slow, Dynamic, mediated ‘SLA handling &
architectures requires adaptive SM complex, and error prone SM/SO’ for cloud spanning services
SM has to cope with dynamicity, mobility, and SM becomes too difficult and inefficient when Key success factors are automated
elasticity of heterogeneous cloud and network triggered and conducted through admins. security policy management (negotiation,
services. Interoperable inter/intra cloud security is mediation, optimization ...) and event
missing so far. driven policy adaption across domains.
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PLANETS: Nokia‘s Security Focus

Focus of Work: Automated Security Management (for distributed services)
- SM follows Service changes & deployment - fast, consistent, adaptive = f(service)
- SMis closed control loop with feedback path > ... adaptive = f(security events)
Major Functional Blocks (FB)
FBs for SM (or supporting SM)
FBs representing managed entities (VSF/PSF, security zones/domains, SM entities, ...)

FBs supporting feedback (various monitoring/validation entities)

Essential Building Blocks
- Architectures and concepts for SP* / SLA based SM in multi-provider scenarios

Interfaces, entities, functions for automated, holistic SM across admin. domains

Security concepts and selected security functions for distributed services

Current work items
Methods for (a) Trust Establishment between VNF and SM&OQO entities and
(b) Enabling SM across administrative domains

Analysis of various ‘domains’ in DDC, relation to ‘services’ and impacts for SM&O

-+ Analysis of RQ for security mechanisms and policies / SLA (in DDC scope)
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- MANO +
- SecO

- COOP: Discussions & alignments with UniBw M, on ‘monitoring’ in distributed datacenter/ cloud environments
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PLANETS: Security and Domains, Multi-Provider Scenarios
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Several types of (administrative) domains to constitute ‘distributed services
Cloud / Infrastructure / datacenter (of type ..) ||
Tenant domain (..) T T
SerVice domain I:.hrl"ll'|.lll:|u:.1'|.:'"' ".'.'_'.'."""""""""""""T"E"EE:' '“"""';:::::::::::::::::::.T::::_.F"I'INW
Within Tenant Domains (..) —J_ i Tenant,, (01) ki SO -
Across Tenant Domains (..) ' i 1 [TTT1
Across Infrastructure Domains (..) ' Tenant__ (ﬂg}\b
o . . . e | Infr
An Administrative Domain (AD) is a co.llect/on of Terant Ser- | Infra, Infra,, . a,
systems and networks operated by a single or- = Teloo® JT= ) EELEEE R
ganization or administrative authority (‘provider’). " =1 N ETSI NPV, :
' i fmT-Tozzzz}
1 1 i
L | PhNW, |
Provider ’_j Tenant_, (O3)
T ,
| L 1]
Domains also exist within services Region X PhNW,,, Region Y
- Security Zones TT

Security Domain (Trust Domain) . . . . .
\ 4 ?
Entity Domains How an optimal, 'service centric’ SM architecture should look like :

VNF compositions (set of VNFC) Which SM requirements apply ?
Which tasks would be required ?
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PLANETS: Enabling SM Across Administrative Domains

Key challenges of Security Management (SM) across domains and clouds

Model for Policy based SM per distributed Service

« Each domain is governed by one Security Policy Authority SPA, issuing/enforcing (only)

domain specific Security Policies SP

+  External SP are never directly enforceable!

+  Relations to other domains need SP related
coordination and agreements!

Many influencing factors

«  Heterogeneous Administrative Domains

+ Various Clouds types (IT and Telco)

- Different stakeholder requirements and
concerns (tenants/providers)

«  Various service/business/deployment models

- Various country/geographical requlation or law iéﬂm‘a’;ﬁ“"‘“"e

Extemnal Security
Requirements

Input
Security Policy

‘\

+  Wide variety of Platform Technology
Core requirements (Service centric view)
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+  Consistent cloud/domain spanning automation and rapid adaptiveness of (centralized) SM functions for ‘mixed’ services,

based on agreed SLA/SP

- SPagreements trade-offs: ‘granted security capabilities’ vs. ‘expectations on strength of security’ vs. ‘other RQ’
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PLANETS: Enabling SM Across Administrative Domains

Proposal: Security Management Service Points (SMSP)

) o . . T Ciouds.‘, /@};g ~,
* New ref. points between administrative domains / cloud (types) g | slaw ‘
. . . . ! Q
» Coordination & mediation of SM related ! 3
capabilities, requests, constraints, (SM) services Intarcloud S [—U;‘
Déta & Control |_ o
* Allow coupling of ‘global’ with ‘local’ SM I f L
. . . S;:_]ar;g;l]eﬂ.] unication paths ' % Wirt-
supporting design/deployment & operation 1 su © estbiich : &1 Plar ‘
. . Security Zone i S | forms
* SMSP connect SM entities in ~ Inter-cloud SM \ 1 s .
. . Data & Control N Infra IT Cloud 0°
hierarchical manner (Top Level) -
* SMSP may delegate tasks to SMSP L '
of a lower hierarchy level X NN Ve
¢ Cloud SM/ Cloud SM (variant A) / ' \ S, ]
* Cloud SM/Infra SM (variant B) : 4 ' % S T g 2 | Master
: 5 | seco
* Infra SM/Infra SM (variant C)? \yariantn |2 50 g Csm) ‘
° : : R P Example: TL 0=
SMSP interact in master/slave roles - Hr secutyzore | qEe ]
* Top layer master role (root) may Data & Corfrol (757 Data ¢ Contrf 57| 3 -/~
\ , A ariant C\ AL /
correspond to ‘root SPA’ of a 2 el
business model, anchored either g VM1 g VMo ‘
g g
* inIT cloud ‘Infra 1 (NEV)| Infra 0 (NFV)

e orinTelco Cloud Telco Clouds

7  © 2016 Nokia

VEND A7
‘@’ PLANETS
Inter-Cloud SM communication

(IT-cloud as master)

Inter-Claud Sk communication
(Telco Cloud as master)

_________

_Tenant Domain Intra-Cloud Sk communication

r—Service Domain

SMSP (Ref.PL.)
Security Management Service Point
C/D:inter cloud / domain

/ VariantB

| Cante--""""'---,_.

( { . B Omittey T

| [ gge;cun:y)o,.chesﬁ,af \
OMpletey, ex[;ggjn |
——

= E—I':C""r' {

@
]
L]

.

=]

oI S

Infra 2 (NFV)

NOKIA Bell Labs



PLANETS: SMSP architecture and functionality

Each SMSP is shaped as internally connected
3-Tier approach to support automation of SM tasks
* statically (preparative) or
» dynamically (at service run-time)
enabling monitoring & modifications, e.g.,
* top down (service driven) as well as
* bottom up (event driven)
Layers
* Domain/Cloud level
* tonegotiate Security SLAs and high-level SPs for
all services (e.g., of a tenant)
* Service level
e toagree SPsperservice
* toenable authorized SM cooperation of 'SM
services’ across involved domains for each
individual service (SM Cooperation may be based
on ‘API’ or on SP level)
* Coordination with NW management (priority driven)
Technically SMSP are controlled by SMSP functions
implemented either by service provider (server/slave)
or by consumer (client/master)
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SMSP control SM Service Point (SMSP) SMSP control
P Level -
—me-agreements 0N Business
\_faﬁ;;gseg\.ﬁces | senice types ofa Enant
SM Domain/Cloud/Datacenter Level
Security Policy Mediator
Dynamic processing of domain level security
capabilities (SLAs) and high-level SP
v = AQLIENBS&tS J L L"' "‘—Quotes&RQ for v \
i . greemen i ! i ts .
- sRM Service %W improvemen 5:‘,‘ Se_::n:e
t men
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Master' forSP - = Security Policy Mediator A —— 7 Slave'for SP
governance - ) ) ) ) g < governace
Dynamic processing of service level security ~ e L~
Stati capabiliies and SP agreements Stati
Eiynall{':nci'{; (preparing SP design & modification) {gynalrﬁic::r
SM requests *) Queries & Quotes, 5 ™ Triggers SM responses)
\ Agreements = " |
\§ | | - cordng ToAgreeme )
(Operation 2 M Service Level

. Security Service Interface

stafic:  for service establishment Dynamic processing of service oparations

dynamic: for service modification (supporting SP enforcement and validation:

during service runtime e.g., SM service, FW, Proxy, VPN, ...) Other
||| SMSP
| |
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PLANETS: SMSP Top Level Workflow, Example

Security Orchestraior
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The basic request: S Ty ey e
‘\\ Mutual authentication takes place at this point;
SZ, access on HW e after this, secure channels will be established bilaterally
. \‘\ T
Securlty Components \\\ Broadcast: Request SM cooperation for segvice, n
= need access to HEM and infra,SZ, need permissioﬁﬁ for M, ... Ll
4 at current no direct access to infra/HSM possible, all resourcesin use
<
Check (Sec.) resources ----—--_____ P ok, infra-access with physically alloctabel HSM can be granted
et |

related SP must be respected

& capabilities vs. SP Securty Pollcy s to Sgriencrypt 2l message
— from'to HSM with given credentials,

C_A's credentials must be re-newed periodically |

If needed TC_B's conditions for infra/HSM access can be further determined (SP)
(for reasons of simplicity we assume, this is already set by SLA)

_____ Extra, self-invalidating token (e.g., private key +short-time certificate)
Agree SP for access +  {--------eeeeee___. < :
. + HSM certificate for HSM access; may be sentthrough TLS
Credentlals Broadcast Please, tell me your exact SM capabilities e g, hypervjsors, sensors for monitoring, n
W type, type of VPMNs, building blocks for encrﬁﬂion, etc. Lt
I 'f d 'I d P TC_C's capabilities for SM
ri 1 - -
E.Ia. ! Y feta e ‘Eapa ___________________ P TG_B's capabilities for SM
114 r rin B
ties for secu g Tell, which of TC_C's capabiities actually will be used for SM (e.g., API, protocols) .
Lgl

and SM of service

Tell, which of TC_B's capabilities actually will be used for SM (e.g., API protocols}L
L

Create role for requesting tenant (SecO in C_A) and configure associated permissions

oy . . read
Conditioning SM enti- < v
ties for SM operation Create role for requesting tenant (SecO in C_A) and configure associated permissions
P ready
<
(requesting tenant in) C_A now is enabled to configre security for the distributed service,
including Telco-Cloud-spanning SZ and use of HSM in TC_B
Deployment of SZ partin TC_B g
Lgl
ice deblovment  |-————mmmmmmmmmee Depl tof SZ partin TC_C
Service deployment  {------------ Sployment of SZ part in TC_ >
. Lt e i S S i - - =
and Securlty LCM 1 start service Iife cy cle management I
1 (e.g., monitoring, hardening security adaptations) ]
e e e iy ITT T T TS s s s s s s s s i
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PLANETS: Outlook VENoAre
ANETS

Summarizing

« SMSP, to enable SM across domain/cloud boundaries (SM4DDC), relying on individual SM entities

« Coordinate and mediate SP and SM tasks between administrative domains

Next (based on SMSP)

* SM Architecture, functions and workflows to be refined applying use cases
(from loT/5G/SDN/NFV...SENDATE)

* Align with FBs (from PLANET partners) into ‘global’ SM, while not excluding local SM
* Align with PLANETS ‘NW architecture’ architecture
» Specific use cases for service security life cycle managements (under development), including
* Unique certified life-time identifiers for VNF/C instances, with certified history
* Protection of private keys in and for VNF/C instances
» Trust & key management (Integrity, key distribution and PKl integration)
* SP (controlled/targeted) adaptation as reaction of business changes / security events
» Developing SLA / Security Policy Framework
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