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Trustworthy
Cl Pipelinesin a Trusted Execution En-
vironment

Continuous Integration (Cl) pipelines are an integral part of modern software
development. CI pipelines enable automated code quality and security checks,
testing, and builds, producing deployable artifacts. Therefore, application secu-
rity heavily depends on a trustworthy build process.

Cl pipelines are a single point of attack. If you compromise the build server, you
can poison the build process by silently injecting vulnerabilities and malicious
aspects into the final software artifact. Recently, build poisoning has become in-
creasingly relevant with the rising frequency of supply chain attacks, in package
registries like npm, as well as the build toolchains themselves.

Reproducible builds are one solution to the problem, but not always available,
e.g., due to limitations of the selected tech stack. Trusted Execution Environ-
ments (TEEs) present a promising approach to secure the build process. TEEs
can be utilized to cryptographically attest to the image measurements of the
build environment, its dependencies, and the toolchain.

Measuring the build process with TEEs allows us to verify that a software image
was built inside a specific environment from an authorized set of source code
and dependencies, thereby restoring trust in the CI pipeline.

The topic is scoped to projects built with Java through Maven.

= Review the build process of Java through Maven

® Design a threat model for a pipeline that leverages Trusted Computing for
trusted measurements

® Build a prototype that measures dependencies, toolchain components and
issues an attestation (e.g., within GitLab CI)

® Evaluate integrity guarantees, performance overhead, and practical limitations

= Solid understanding of operating systems, applied cryptography, and basic
hardware security (e.g., TEEs)

® Experience with Java, Maven, and Cl systems (preferably GitLab Community
Edition Cl)

® Practical experience with Linux tooling and Docker

Then we look forward to hearing from you!
Contact us via email, including your CV and a transcript of records:

Florian Glombik florian.glombik@tum.de
Stefan Genchev stefan.genchev@tum.de
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