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Further Fun
with Friendly Firewalls

One aspect of securing an IT infrastructure is
the deployment of firewalls to increase segmen-
tation of networks and limit the accessibility of
resources to relevant parties. As a result, in-
frastructure of larger institutions often features
a complex firewall rule sets. Combined with
changing requirements over time, this may ham-
per the understanding of active settings and
their implications.
To counteract the intrinsic complexity of this situation, projects, in particular [1],
build on solid foundations, i.e., proof assistants. Backed by these, tools can
now provide a sound pathway from convoluted firewall rule sets towards more
human-friendly service matrix expressions.
Yet, some follow-up questions appear to remain unaddressed, e.g., how do
these service matrices compare to intended security policies and which rules
of the initial firewall were subject to simplifications or dropped?

[1] https://github.com/diekmann/Iptables Semantics

Motivation

Depending on the thesis kind, subtasks include:
Survey the tooling landscape and summarize it, including recent changes

Ensure fffuu [1] follows recent development standards

Implement automated service matrix visualizations

Implement a firewall access control summary

Design and implement automated detection of security policy violations
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