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Quantum computing poses a significant threat to traditional asymmetric authen-
tication and key exchange. One example of an affected protocol is PKINIT, an
extension to Kerberos that uses public-key primitives for the initial user authen-
tication. For long-term security, exploring the use of quantum-resistant cryptog-
raphy in PKINIT becomes essential to protect access and long-lived credentials,
as well as to defend against harvesting attacks.
In previous work, we developed PQINIT, a PKINIT variant that uses pure post-
quantum cryptography (PQC) instead of vulnerable ”classical” asymmetric cryp-
tography (CC), namely ML-KEM and ML-DSA instead of the Diffie–Hellman key
exchange and ECDSA signatures.
However, PQC is a relatively new field of research, and concerns regarding the
cryptographic maturity of PQC exist. As a workaround, hybrid approaches are
discussed that combine PQC with CC. The idea is that as long as one scheme
remains secure, the hybrid cryptography (HC) remains secure as well.

Motivation

The overall goal of this thesis is to extend previous research towards HC. This
involves various steps, such as conducting a literature review on HC in general
and on hybrid public key infrastructures (PKIs) needed to issue certificates to
clients and the Kerberos Key Distribution Center (KDC), as well as investigating
the current state of hybrid X.509 certificate structures. Furthermore, the current
PQINIT implementation needs to be updated to support HC. This involves de-
signing a modified protocol (data flow, data fields, exact combination of CC and
PQC, etc.) and implementing the required changes based on our PQINIT imple-
mentation. Lastly, the performance of hybrid PQINIT needs to be compared to
vanilla PKINIT and the PQINIT variant, specifically addressing the UDP-to-TCP
fallback triggered by increased PQC payload sizes. You will evaluate how these
larger hybrid certificates impact authentication latency and you can investigate
alternatives to mitigate fragmentation issues.
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