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Motivation

Analyzing the

Characteristics of Shop Floor Networks

The traffic characteristics of networks highly
depend on their settings. Thus, several works
analyze the properties of different network
types, such as data centers [1] or loT networks
[2]. Knowledge about typical traffic properties
helps in various tasks, such as network plan-
ning or resource allocation optimization. Due
to a lack of data, a less commonly analyzed
network type are shop floor networks, such
as factory networks and industrial control sys-
tems [3].

Shop floor network example

This thesis aims to analyze the characteristics of shop floor networks. The first
step of the thesis is an analysis of the structure, components, and protocols in
such networks. In addition, you need to identify commonly considered characteris-
tics of networks and techniques to obtain them in related work [1,2]. Based on your
insights, you should design a pipeline to extract those characteristics from a given
network capture. Finally, you characterize a set of shop floor captures and com-
pare the results to other network types. Further, you analyze if existing research

datasets reflect the properties of real captures.

® Analyze the components of shop floor networks
® |dentify typical network traffic characteristics

® |mplement a pipeline to extract network traffic characteristics

= Apply your work to analyze characteristics of shop floor networks
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