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Abstract—ISP core networks are critical for today’s Inter-
net, and fault management is a major concern. Digital Twins
(DTs) offer a safe environment for what-if analyses and can
help generating incident datasets, thereby supporting Machine
Learning (ML) applications. Existing approaches often use high
abstraction, limiting accuracy and performance, and frequently
focus on specific metrics. Furthermore, they often rely on
custom interfaces, impeding real-world application. We present
a virtualization-based DT framework capable of low abstraction,
high fidelity, and near-hardware performance. It spans multiple
network planes via standardized NETCONF/YANG interfaces
and exports telemetry through YANG models, IPFIX, and BMP.

Index Terms—Digital Twin, YANG, Testbed, Core Network

I. INTRODUCTION

Fault management is a central concern for operators of
computer networks, especially for critical infrastructure like
ISP core networks. Digital Twins (DTs) offer significant
potential to support multiple use cases in this domain. As
networks become increasingly complex, understanding the
effects of configuration changes is often infeasible. DTs enable
what-if analyses to test changes and validate mitigations.
Further, Machine Learning (ML)-based network management
approaches require large amounts of training data. While live
systems generate substantial amounts of data, insights from
real incidents are most valuable. Since introducing faults in
a production system is not feasible, DTs provide a practical
means for generating incident datasets.

Existing DT approaches typically operate at a high abstrac-
tion level, like with simulations or emulations, suffering from
inaccuracies and low performance. Many approaches focus
solely on specific aspects, e.g., latency modeling. In addition,
they frequently rely on custom interfaces and do not support
ISP-grade monitoring standards.

Our approach uses virtualization in a testbed and thus
provides low abstraction, high fidelity, and near-hardware per-
formance. It covers multiple planes via standardized interfaces
based on NETCONF/YANG and supports telemetry export
using standardized YANG models, IPFIX, and BMP.

II. BACKGROUND AND RELATED WORK

This section covers relevant background and related work.

A. Network Digital Twins
Various techniques have been proposed for replicating com-

puter networks, including simulation [1], [2], emulation [3],
[4], virtualization [5], as well as bare-metal deployments.
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Fig. 1: Overview of the DT system.

Wu et al. [6] present a comprehensive survey on network
DTs, in which DTs are defined as replicas of physical network
elements. The authors identify key challenges for network DTs
and discuss a wide range of application domains. Almasan
et al. [7] introduce the concept of a network DT providing
accurate and performant network models. Their approach
leverages ML techniques such as Graph Neural Networks
(GNNs) combined with suitable abstractions to achieve scala-
bility and real-time performance. Our system focuses on ISP
core networks and uses standardized YANG models and real-
world data from monitoring protocols like IPFIX and BMP.

B. The YANG Modeling Language

YANG [8], [9] is a data modeling language standardized by
the IETF for use with NETCONF [10], a network manage-
ment protocol for configuring network devices. The IETF has
standardized a wide range of YANG models covering multiple
layers and components of the ISO/OSI stack, including inter-
faces, routing, and layer 2+3 topology [11], [12], [13], [14],
[15], [16], [17].

C. ISP Network Telemetry

We distinguish between configuration data and telemetry
in ISP networks. YANG models support configuration and
operational state data, whereas dedicated telemetry protocols
are limited to the latter. Several standardized telemetry pro-
tocols are used in ISP networks, e.g., IPFIX [18] for flow-
level data-plane telemetry, and BMP [19] for routing-related
control-plane telemetry.

III. APPROACH

In this section, we describe our high-fidelity virtualized DT
system, which is depicted in Figure 1. It consists of a real
network, a central management component, and multiple DT
networks deployed in a testbed. Network state is exported from
the real network using YANG-modeled data, IPFIX telemetry,



and BMP messages, and the architecture can be extended to
support additional sources. The DT networks are configured
via NETCONF and also export telemetry using YANG.

A. Real Network

This component is a production-grade network consisting of
multiple routers. There are no special constraints regarding the
routing software used, but it needs to support configuration and
telemetry export using the IETF-standardized YANG models.

B. DT Manager Components

At the core of the system is the DT Manager, a central
component that provides multiple functionalities and supports
extensibility, i.e., further features can be added on demand.

a) Testbed Controller: This component orchestrates the
virtualized router replicas, configures links, and manages load
generation. Depending on the use case, it can also be used
to keep the DT synchronized with the real network and to
execute actions at specific timestamps.

b) Topology Reductor: This part performs sampling
and/or aggregation of the original topology based on prede-
fined goals or the resources available for the DT. Typically,
this step also includes flow- and link-rate reduction.

c) KPI Validator: This component evaluates the current
state of the real network and the DTs against given Key
Performance Indicators (KPIs) using the telemetry.

d) Dataset Collector: This module allows creating
datasets for ML using the DT networks. Since DTs are replicas
of the production environment, multiple problem instances
can be generated safely without affecting live operations. To
produce diverse datasets for ML training, the parameter space
of problems is defined and samples are balanced across it.
Faults can be injected using the Testbed Controller’s timed
execution feature. After a fault is injected, the corresponding
raw data exported from the DT network can be correlated to
the fault, allowing multiple datapoints to be extracted from a
single long-running measurement.

C. DT Networks

The network DTs are deployed in a testbed using virtual-
ization. Routers are replicated by Linux machines based on
FRR [20], which implements a northbound API for YANG
export that supports NETCONF via a plugin [21]. Each router
runs on an individual Virtual Machine (VM).

IV. PARAMETER EVALUATION

In this section, we evaluate the number of parameters that
we expect to be collected for networks of a certain size. For
that, we restrict ourselves to three IETF-standardized models
(L2 topology [13], L3 topology [12], and interface manage-
ment [15]) and group their fields by data type (Identifier,
Bool, Numeric, and Other). We generate random graphs using
the Barabási-Albert preferential attachment model [22] with
m = 2, i.e., for each new node, two edges are added. For
each graph, we estimate the number of YANG fields, assuming
that every optional field is present and every field with zero
or more elements has exactly one instance.
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Fig. 2: Number of YANG fields resulting from three IETF
models for an increasing number of nodes.
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Fig. 3: Overload in a LAG caused by a link failure. The
remaining two links are not able to handle the full load.

Figure 2 shows a high number of parameters for three
models and small networks (49k fields/250 nodes), which
significantly grows for larger networks (1M fields/5k nodes).
This underlines the high fidelity of network modeling using
our YANG-based approach, however, it introduces complexity
for the ML models operating on this data.

V. EXAMPLE USE CASE: LAG OVERLOAD SCENARIO

In this section, we introduce an example scenario involving
a Link Aggregation Group (LAG), the relevant YANG models
for this scenario, potential symptom fixes, and use cases for
our proposed DT system. The scenario considers a LAG
comprising three 1 Gbit/s links, carrying a total of 2.5 Gbit/s
of traffic (see Figure 3). If one link fails, the remaining two
experience an overload situation, since their combined capacity
of 2 Gbit/s is exceeded.

In YANG, the LAG is represented using the fields lag
and member-link-tp from the L2 topology model [13].
The oper-status field from the interface management
model [15] indicates the failed link, while out-discards
signals the overload on the remaining links.

Potential symptom mitigation strategies include adapting
rate limiting on the remaining links if sufficient headroom
exists, or re-routing traffic over alternative paths. Using our
system, the failure can be automatically detected via the KPI
validator, two DT instances can be instantiated to test the
mitigations, and the best-performing solution can then be
applied to the real network. Additionally, our system can
generate datasets of similar scenarios to train ML models for
predictive management.

VI. CONCLUSIONS AND OUTLOOK

In this work, we presented an extensible system for creat-
ing high-fidelity virtualized DTs of ISP core networks. Our
approach is based on standardized data models and protocols
used in production networks. Thus, it provides a basis for fault
management in ISP core networks. By automating incident
dataset generation, it enables ML-based approaches for fault
recovery and thus contributes to efforts toward closed-loop
systems and self-driving networks.
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