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MASQUE: Multiplexed Application Substrate over QUIC Encryption
Transparently retrofitting new capabilities
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MASQUE: Multiplexed Application Substrate over QUIC Encryption
Services through encapsulation

Proxied traffic inherits the tunnel’s capabilities

⇒ MASQUE over HTTP/3 with QUIC extensions provides:
• Selective reliability
• Prioritization
• Multipath
• . . .
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MASQUE requires tailored scheduling that uses application-specific knowledge
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Background
The Extensible Prioritization Scheme (EPS) for HTTP

EPS1 enables the prioritization of multiplexed information flows

• u: urgency, ranging from high (u=0) to low (u=7)
• i: incremental delivery
• new parameters can extend scheduling capabilities2

In MASQUE contexts, EPS applies to DATA and CONNECT request streams

1. K. Oku and L. Pardue, Extensible Prioritization Scheme for HTTP, RFC 9218, 2022.
2. K. Holzinger et al., Forward Error Correction and Weighted Hierarchical Fair Multiplexing for HTTP/3 over QUIC, IFIP Networking 2025.
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Related Work

Cooperative approaches enhance performance1

• Client, proxy, and server may assist each other

Flow-aware scheduling in MASQUE

• Key for multipath performance2–5

Research gap in how to convey scheduling intent

Client Proxy Server

Slow path

Fast path

MASQUE tunnels

end-to-end connections

Our work
repurposes EPS as a signaling protocol

• strict priorities ⇔ urgency u

• multiplexing ⇔ incremental flows
• applicable to multipath topologies
• client–proxy services without server involvement

1. Z. Krämer et al., Cooperative Performance Enhancement Using QUIC Tunneling in 5G Cellular Networks, ANRW 2021.
2. J.-L. Menne and M. Kühlewind, Stream-aware Scheduling for QUIC-based Proxying Using Multiple Paths, IEEE CSCN 2024.
3. J.-L. Menne and M. Kühlewind, Overview of Stream-Aware Scheduling for QUIC-Based Proxying Using Multiple Paths, IEEE Communications Standards Magazine 2026.
4. R. Chuppala, Enhancing QUIC: Quality-of-Service LLM Serving and MASQUE Proxy Scheduling, Master’s thesis, University of California, Berkeley, 2024.
5. M. Kühlewind et al., Evaluation of QUIC-based MASQUE proxying, EPIQ Workshop, 2021.
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Cooperative MASQUE Scheduling
Prototype implementation: MASQUE NADA

Scheduling framework
to evaluate dynamic approaches

Standalone MASQUE client and proxy
• Reliable and unreliable flow creation
• EPS signaling

Experimental support for multiple QUIC paths
• Draft implementation for tokio-quiche1

1. B. Veuthey and Q. De Coninck, Draft: MPQUIC support in tokio-quiche, GitHub pull request, 2025.
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Cooperative MASQUE Scheduling
Pluggable scheduling interface

Baseline: fixed, general-purpose path schedulers (e.g., Round Robin, Lowest RTT First)

Contribution: support for custom scheduling strategies at the connection level

• Client can select the proxy’s scheduler using an EPS extension: u=0,i,sched=eps-aware-ecf

Case study: EPS-aware scheduling1

High

Medium

Low

Client
MASQUE
Proxy

Server

Outer multipath connection

Inner EPS-prioritized flows

Custom scheduler

End-to-end HTTP/3 connections

1. A. Rabitsch, P. Hurtig, and A. Brunstrom, A Stream-Aware Multipath QUIC Scheduler for Heterogeneous Paths, EPIQ Workshop, 2018.
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Testbed setup
Measurement campaign

Topology: bare-metal client, proxy, and HTTP/3 server

Multipath: two physically separate client–proxy links

Traffic: 9 flows retrieving 1 MB each

EPS: low-, medium-, and high-priority incremental flows

Evaluated scenarios:
• reliable vs. unreliable MASQUE
• homogeneous vs. heterogeneous path conditions
• general-purpose vs. EPS-aware schedulers

Client Proxy Server

MASQUE tunnels

end-to-end connections
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Experimental results
EPS in multipath MASQUE topologies

Unreliable MASQUE: u and i semantics lost
• Flows split throughput evenly

Reliable MASQUE:
• u lowers the completion time of prioritized flows
• i prevents blocking at the same urgency level

Cooperation: proxy parses sched parameter
• On-the-fly scheduler selection possible
• RR strategy performs well under homogeneity
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Experimental results
EPS in multipath MASQUE topologies

Heterogeneous conditions: RR forces slow path use
• Performance significantly degraded
• Motivates dynamic scheduler switch

EPS-aware scheduling provides new functionality
• Occasional priority inversions aid with starvation
• Overall flow completion order maintained
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Limitations and Future Work
Work in progress

Current scope
• Toy example implementation
• Bulk HTTP/3 traffic

Improvement opportunities
• Test further EPS-aware schedulers
• Scheduler only switches with new tunnels

Next steps
• Support EPS in mature MPQUIC stacks
• Real traffic traces

Alternative approaches
• Pin flows to paths based on urgency
• Use PRIORITY_UPDATE to switch dynamically
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Conclusion
Take-home messages

EPS conveys intent
• Per-flow QoS requirements

EPS enables cooperation
• Client–proxy interplay

EPS allows for specialization
• Server-agnostic extensions

EPS is a suitable general-purpose signaling scheme for MASQUE scheduling
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Appendix
Artifact links

https://www.net.in.tum.de/fileadmin/bibtex/publications/papers/petri-anrw2026-u-and-i.pdf

Pre-print

https://github.com/danielpetri1/nada

MASQUE NADA
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Appendix
Packetization diagram: QUIC packet payload of reliable vs. unreliable tunnels

QUIC stream bytes (reliable substrate), prioritized with EPS

HTTP/3 DATA

DATAGRAM Capsule

HTTP Datagram Payload

Context ID Proxy–Server UDP payload
Inner QUIC packet carrying HTTP/3

QUIC DATAGRAM frame (unreliable substrate)

HTTP/3 Datagram

Flow ID HTTP Datagram Payload

Context ID Proxy–Server UDP payload
Inner QUIC packet carrying HTTP/3
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Appendix
Evaluation setup: 30 runs per scenario

EPS parameters for reliable tunnels

Flow ID 0–2 3–5 6–8

Priority high (u=0, i) medium (u=3, i) low (u=5, i)

Emulated path properties

Path RTT (ms) Rate (Mbit/s)

Homogeneous
Client–Proxy (both) 5 50

Heterogeneous
Client–Proxy (fast) 5 50
Client–Proxy (slow) 10 10

Proxy–Server 10 unconstrained
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Appendix
Sample multiplexing behavior

EPS-aware Earliest Completion First (ECF) from the proxy’s perspective
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