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Abstract
Providing secure and reliable end-to-end connectivity for distributed
applications in wide area networks remains a major challenge. How-
ever, the support for reliability mechanisms in common virtual
private network (VPN) solutions is limited. In our work, we inves-
tigate retransmissions, forward error correction (FEC), multipath
connections, and overlay networks to improve VPN reliability. In
this context, we showcase the specific potentials and limitations
of these mechanisms. Our MASQUE-based VPN prototype, im-
plements these reliability measures. We conduct a measurement
campaign to assess the behavior of various configurations under
different path impairments. As a baseline comparison, we include
the common VPN solutions WireGuard and OpenVPN and eval-
uate throughput, end-to-end loss, and one-way delay. MASQUE
uses congestion control also in the unreliable mode, which can
lead to problems when the available bandwidth is misjudged. Re-
transmissions eliminate end-to-end loss but introduce significant
long-tail delay. With FEC-based recovery, the long-tail delay is de-
creased. Multipath VPNs improve resilience in deteriorated network
conditions. Further, we nest multipath MASQUE connections and
form overlay networks. They increase path diversity, and, hence,
circumvent unreliable path segments.
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1 Introduction
Reliable communication over WANs is an enabler for novel dis-
tributed applications with resilience requirements, such as Cyber
Physical Systems, Internet of Things, or telemedicine. Unfortu-
nately, on larger networks, a holistic network design, aimed for
deterministic latency and reliability, is often unfeasible. Therefore,
many applications employ transport or application protocols with
loss recovery. Most VPNs software focuses on bridging end-to-end
(E2E) connectivity gaps over Network Address Translation and
firewalls and providing transport encryption. However, reliability-
enhancing VPN services are needed, e.g., for legacy applications
that are not suited to be operated over WANs, or for transparent
and resilient site-to-site tunneling. In this paper, we explore ap-
proaches to support applications with VPN-enabled reliable E2E
connectivity, going beyond current solutions.

MASQUE is a recent standardization effort by the Internet Engi-
neering Task Force for transporting network traffic within a QUIC
connection. It enhances HTTP with additional methods that fa-
cilitate the proxying of Ethernet, IP, and UDP between client and
server [31, 37, 39]. In comparison to other established VPN solu-
tions, such as WireGuard and OpenVPN, QUIC, and its experimen-
tal extensions, has additional resilience features: When used over
HTTP/3, MASQUE forwarding can either use unreliable HTTP/3
Datagrams or Capsules [38]. Those are transported over reliable
QUIC streams, which recover losses with retransmissions [38]. Be-
sides that, there is ongoing research on using Forward Error Correc-
tion (FEC) as a complementing loss recovery method [11, 14, 24–27].
Multipath QUIC, which currently is under standardization, allows
increasing the connection quality by bypassing individual path
problems [20]. In addition, MASQUE connections can be nested.
It allows us to generate new paths over MASQUE relays, which
can further increase the route diversity by forming an overlay net-
work [32].

Figure 1 shows an example deployment of a site-to-site VPN.
The links 𝑅𝐴 −𝑅𝐶 and 𝑅𝐵 −𝑅𝐷 are impaired, e.g., by peering issues.
With an overlay network, the VPN client can steer its traffic over
AS 𝐸, thus, avoiding quality impairments.

In this work, we investigate techniques to enhance the VPN
forwarding quality with retransmissions, FEC, multipath connec-
tions, and overlay networks as resilience mechanisms. For that
purpose, MASQUE is an interesting new and standardized frame-
work. We build a software prototype and conduct a measurement
campaign in a testbed environment, where we emulate representa-
tive path impairments. We compare the MASQUE prototype with
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Figure 1: Site-to-site VPN with multipath network overlay

Linux WireGuard and OpenVPN as common VPN solutions. We
create a minimum topology, which we use in a reproducible eval-
uation framework. We show that MASQUE opens new ways to
integrate resilience mechanisms into VPNs, improving E2E quality
in terms of loss and delay. We also see that the inherent complexity
brings pitfalls, e.g., related to congestion control (CC), and new
research questions.

The remainder of this work is structured as follows: In Section 2,
we summarize the current state of VPN software and resilience
mechanisms and relate to research on these topics. Then, in Sec-
tion 3, we explain our approach to assess reliability enhancements
of VPN solutions. We present the results of our measurements
in Section 4. Finally, we identify limitations and future work in
Section 5.

The artifact code is available at https://github.com/tumi8/reliable-
masque.

2 Background and Related Work
This section provides an overview of VPN solutions and the state
of reliability mechanisms for VPN applications.

2.1 VPN Solutions
WireGuard and OpenVPN are popular Free Software VPNs.

2.1.1 WireGuard. WireGuard has an intentionally minimal feature
set, which makes it easy to audit and configure. It is part of the
Linux Kernel but userspace implementations exist as well. It uses
UDP as its transport protocol and therefore provides no reliability
over the raw network path [6].

2.1.2 OpenVPN. OpenVPN is another popular VPN software, which
is an userspace program. Besides UDP, it can be configured to use
TCP as its transport [47].

2.1.3 MASQUE. MASQUE is a set of standards that augmentHTTP
with new methods to relay UDP [37], IP [31], or Ethernet [39]
within the connection. The encapsulation can be performed with
the help of HTTP Datagrams, which themselves are transported
over QUIC datagrams. In that case, there is no recovery of lost
packets. However, in contrast to other VPN solutions, CC remains in
use. Another option is the Capsule Protocol. Along with according
signaling and metadata, the payloads are transported within HTTP
DATA frames, also available to HTTP/2. With HTTP/3, QUIC and
its reliable, multiplexed, and flow-controlled streams are used [38].
Flow control (FC) is active in addition to CC. Due to CC and FC,

it can be expected that MASQUE-based VPNs show a different
behavior, e.g., over capacity-limited paths or during CC’s slow start
phase. There are MASQUE-based VPN services by Cloudflare [12]
and Apple [36].

2.2 Resilience Mechanisms
2.2.1 Retransmissions. The mechanism to retransmit lost packets
is also referred to as automatic repeat request (ARQ) and is used
in TCP and QUIC streams. Hence, OpenVPN in TCP mode and
MASQUE with its Capsule Protocol use ARQ.

In TCP and QUIC, the retransmissions are triggered by a loss
detection timeout. This loss recovery induced delay can cause CC
algorithms to misjudge the available bandwidth in nested recovery
scenarios, e.g., when a TCP connection is used over the VPN link.
The phenomenon is called TCP Meltdown and is studied in related
works [4, 15, 18, 48].

2.2.2 Forward Error Correction. FEC recovers from packet erasures
by transmitting redundant information. There are many different
coding schemes. Coded Symbols are derived from Source Symbols,
i.e., original information, using Galois Field Arithmetic and Linear
Algebra. Over the last years, several FEC variants have been studied
for the QUIC protocol. The investigations differ, among others,
by the used FEC scheme, the scheduling of Repair Symbols, the
embedding strategies for the QUIC protocol, the studied traffic
profiles, and the evaluation approach [11, 14, 24–27]. As part of
those efforts, different ways to extend the protocol specification
have been proposed [7, 28, 35].

In this work, we use the Tetrys coding scheme. The encoder
computes Repair Symbols from not yet acknowledged Source Sym-
bols within a dynamic coding window. Compared to other coding
schemes, Tetrys can repair burst loss events within a short time [41].
We reuse a QUIC Tetrys extension [14], which itself is related to pre-
vious work [24]. The Repair Symbol scheduler parameters configure
sending a certain amount of Repair Symbols (burst loss tolerance
(BLT)) after a certain time (repair delay tolerance (RDT)).

Fortigate offers a VPN product with an unspecified block coding
FEC scheme which improves Voice over IP quality [10, 34]. FEC
might be a solution to TCP Meltdown [5].

2.2.3 Multipath. A multi-homed endpoint is reachable from more
than one address. With multiple WAN links, there is opportunity
to optimize for reliability and low delay through path schedul-
ing [23, 29, 45, 46], achieve bandwidth aggregation [43], or to send
redundant information [21, 42, 44]. LowRTT selects the path with
nonzero congestion window and the lowest estimated Round Trip
Time (RTT).

Neither WireGuard nor OpenVPN support multipath communi-
cation out of the box. However, there are experiments, e.g., multi-
path TCP for OpenVPN [30], WireGuard extensions [17], or mul-
tipath UDP as VPNs transport [22]. An article elaborates on the
interplay of nested CC and multipath tunneling [33]. MASQUE
can be operated over multipath QUIC, which is currently being
standardized [20, 23].

2.2.4 Overlay Network. For endpoints, it is often not possible to
exert influence on the chosen path because it is mandated by dis-
tributed routing algorithms. While multihoming and multipath

https://github.com/tumi8/reliable-masque
https://github.com/tumi8/reliable-masque


Reliable Virtual Private Networks with MASQUE ANRW ’26, July 20, 2026, Vienna, Austria

Client

NetEm

WireGuard client◀▶wgiperf3 client1⃝

OpenVPN client◀▶tuniperf3 client2⃝

MASQUE client
connect-ip◀▶tuniperf3 client3⃝

Server

NetEm

WireGuard server ◀▶ wg iperf3 server 1⃝

OpenVPN server ◀▶ tun iperf3 server 2⃝

MASQUE server
connect-ip ◀▶ tun iperf3 server 3⃝

p1

(a) Options 1○ WireGuard, 2○ OpenVPN, and 3○ MASQUE for single
path measurements

Client NetEm

NetEm

NetEm

NetEm

MASQUE client
connect-ip

MASQUE client
connect-udp

◀
▶

tun

iperf3 client

Relay
NetEm

NetEm
NetEm

MASQUE server
connect-udp Server

NetEm

NetEm

NetEm

MASQUE server
connect-ip

◀
▶

tun

iperf3 server

p1

p2

p3

p4

p5

(b) MASQUE for multipath and overlay network measurements

Figure 2: Testbed setups

connections open up additional paths, we can further increase the
path diversity by layering VPN connections and, by that, intro-
ducing additional hops, forming an overlay network, allowing for
source routing to some degree. Research shows, that overlays help
circumventing network problems, such as peering issues [1, 32, 40].

3 Approach
To investigate the reliability of VPN software, we build a MASQUE
prototype, create a reproducible evaluation setup, define typical
impairments, and explain the experiment design.

3.1 Prototype
The MASQUE software prototype is built on top of a fork1 of Cloud-
flare quiche2 which is a QUIC and HTTP/3 library written in Rust.
The experimental QUIC FEC extension, using the Tetrys convolu-
tional coding scheme, is derived from previous work with available
code, cf. Section 2.2.2. It supports Ethernet, IP, and UDP proxy-
ing according to the RFCs [37–39]. The software features unre-
liable HTTP/3 Datagrams and reliable Capsules. FEC uses QUIC
streams, and, hence requires Capsules. The application supports
nested MASQUE connections, a feature needed to build overlay
networks.

3.2 Setup
For the evaluation, we use a simplified topology for replicating
effects occurring on large WANs. The initial and most basic version,
as in Figure 2a, is a single path 𝑝1 between the VPN endpoints. We
have the options to use 1○WireGuard from Linux Kernel 6.12.38,
2○ OpenVPN 2.6.14 in UDP and TCP mode, and 3○ MASQUE in
Datagram, Capsule, and FEC mode. For the measurements investi-
gating the behavior of MASQUE over multipath connections, we
add a second path 𝑝2, depicted in Figure 2b. To assess the impact of
increased path diversity, we add paths 𝑝3 − 𝑝5 and a node, which
runs the intermediate MASQUE proxy.

1https://github.com/qdeconinck/quiche/tree/multipath-ietf-122-fips-ok
2https://github.com/cloudflare/quiche/

scenario delay details

normal 20ms normal delay
bottleneck 20ms rate limited to 500 kbit/s
random loss 20ms random loss of 0.5 %
burst loss 20ms Gilbert-Elliot model: 0.1 % chance to enter bad state with

95 % loss probability, 50 % to enter good state with 0.1 % loss
probability

high delay 30ms increased delay
low delay 5ms low delay
none 0ms no impairment (used for throughput measurements)

Table 1: Defined path impairments

The reproducible evaluation scripts setup Linux network names-
paces to create links with Linux veth device pairs [19] on which
netem emulates the desired path properties [13]. We generate mea-
surement traffic with iperf3 in UDP mode. Also, we attach tcpdump
to those tun devices and record E2E traffic traces. Because iperf3
includes sequence numbers in its application protocol, we can corre-
late packets on both ends of the tunnel and compute their one-way
delay (OWD). For loss statistics, we use packet counts reported by
the Linux netfilter firewall.

3.3 Impairments
To investigate the reliability of the VPN devices under test (DuTs),
we analyze the behavior of the impairments in isolation. We con-
sider path capacity, stateless and stateful loss, and delay. We do not
include packet corruption and reordering. For each impairment,
we define one representative parameter set to limit the exploration
domain size. They are listed in Table 1. In the evaluation, the path
emulation is performed bidirectionally. The parameters fall into the
value ranges used to evaluate QUIC with FEC [24].

3.4 Experiment Design
We set CUBIC as the CC algorithm to compare it with standard
OpenVPN deployments. We choose Layer 3 VPN mode, because
WireGuard is restricted to that. For the loss and delay measure-
ments, iperf3 generates UDP traffic with 1Mbit/s for 200 s. Sec-
tion 4.1 provides reasons for the slow data rate.

Studying the individual mechanisms in isolation helps to under-
stand their effects more clearly, while their combination opens up
new research questions. Still, to some degree, the impact of com-
bined mechanisms can be estimated by superposition. We keep the
parameter space small and refer to existing research on the four
mechanisms, see Section 2.2.

We set the BLT to 2 and the RDT to 8ms. This has the effect that
after a new, unprotected, Source Symbol has been sent and the time
has elapsed, two Repair Symbols are scheduled.

4 Evaluation
In this section, we present measurement results of VPN software
configured without any loss recovery, with ARQ, with FEC, with
multipath, and with overlay networks as reliability mechanisms.
First we conduct throughput measurements. Then, we evaluate
the forwarding OWD and loss behavior of the VPN DuTs. We re-
peat the experiments with the defined path impairment parameters
and investigate differences between WireGuard, OpenVPN, and

https://github.com/qdeconinck/quiche/tree/multipath-ietf-122-fips-ok
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Figure 3: Throughput measurements

MASQUE and their configurations. We find limitations, tradeoffs,
and draw conclusions for reliable VPN deployments.

4.1 Throughput Measurements
The first goal of the evaluation is to identify throughput limitations
of the VPN solutions. We want to show that MASQUE can achieve
comparable traffic rates as the other DuTs. Also, we want to inves-
tigate the behavior of the CC, which MASQUE with Datagrams is
using, in contrast to OpenVPN in UDP mode and WireGuard. For
that, we use the single path setup from Figure 2a. We increment
the sending rate at the traffic generator step-by-step and observe
the offered and the forwarded data rate for 20 s each.

Initially, we do not add any impairments on path 𝑝1. Figure 3a
shows that both WireGuard and OpenVPN achieve similar max-
imum throughput of approx. 1.6 Gbit/s. Interestingly, the iperf3
client is unable to produce a higher data rate with WireGuard. It
seems limited by system calls. In contrast to that, iperf3 can gen-
erate more traffic than OpenVPN on the client tun interface can
handle. Without any impairments, MASQUE can forward approx.
500Mbit/s. We found out that our prototype currently is limited
by the tun device and are already working on a solution to this
problem. quiche has been demonstrated to transport higher data
rates [16]. These limits have no practical relevance for the subse-
quent measurements.

We repeat the measurements with random loss or burst loss
on path 𝑝1. In Figure 3b, we can see that under these conditions,
MASQUE with Datagrams is unable to forward the offered load
at the samples between 1Mbit/s and 2Mbit/s. We identified that
the CC implementation of quiche, under lossy conditions, is mis-
judging the available bandwidth which causes sporadic blocking at
the sender. We found out that Cloudflare has made major improve-
ments to the CC code recently. But since we use a multipath fork1,
based on quiche from early 2025, we cannot profit from those, yet.

4.2 Delay and Loss Measurements
As follows, we present the loss and delay measurements.

4.2.1 No Reliability Mechanism. First, we assess the behavior of
WireGuard, OpenVPN in UDPmode, andMASQUEwith Datagrams.
So, there is no loss recovery mechanism. Only path 𝑝1 is enabled
in the evaluation setup, cf. Figure 2a. We repeat the measurements
with the path parameters normal, bottleneck, random loss, burst loss,
and high delay.

Figure 4a shows the obtained results as a high dynamic range
plot. For the unimpaired, normal, path configuration, all DuTs per-
form nearly ideal with a low increase for tail latencies. In general,
only little additional delay is added to the network path delay of
20ms. However, OpenVPN consistently adds approx. 2.6ms of soft-
ware processing time to the network path delay, MASQUE with
Datagrams approx. 1.5ms, and WireGuard contributes only approx.
0.4ms. A potential explanation for the shorter delay of WireGuard
is that, being a Kernel implementation, it has a shorter delay in
its data path, compared to the OpenVPN and MASQUE user space
programs. The measurements on the high delay path, show the
same behavior, but with 30ms added path delay.

The measurements of random loss and burst loss do not show
additional delay, except for the MASQUE measurements. We at-
tribute the increased tail latency in these cases to CC. It blocks
sending packets for a short while due to misjudging the available
bandwidth. So with MASQUE, correct path capacity estimation is
crucial. The differing loss percentages in Table 2a are caused by
handshake and signaling packets being transmitted on 𝑝1, but not
on the E2E link.

In the case of a bottleneck impairment, WireGuard and OpenVPN
behave similarly. They show E2E loss of 42.34 % and 40.53 % respec-
tively. They operate without CC and fill up the packet queue at the
bottleneck until packets are dropped. In contrast to that, MASQUE
shows lower loss rates on the E2E and inner links. QUIC’s CC
algorithms throttles the sending rate. This leads to an increased
QUIC Datagram buffer backlog, which, in our implementation, is
unlimited.

4.2.2 ARQ / Retransmissions. In the next step, we measure the
behavior of the DuTs OpenVPN with TCP and MASQUE with
Capsules under the various path impairments. As expected, Table 2a
shows no E2E loss. In the case of a bottleneck, we observe congestion
induced loss on 𝑝1 but MASQUE causes a higher loss percentage
(14.63 %) than OpenVPN (0.17 %). A different behavior of the Kernel
and quiche CUBIC CC is noticeable.

The results of the delay measurements are depicted in Figure 4b.
When only delay is applied (normal and high delay), we do not
see increased tail latencies. OpenVPN over TCP increases software
processing delay, compared to the UDP version. In the case of
random loss and burst loss, we see a significant long tail delay of
around 100ms. The behavior of OpenVPN and MASQUE is similar.
Bottleneck leads to long queuing delay for both DuTs. So in the case
of ARQ, we trade reliable delivery with increased long-tail delay
needed for the recovery of lost packets.

4.2.3 FEC. The next measurement campaign was conducted with
the alternative FEC-based loss recovery method. While problems
with the bottleneck impairment cannot be avoided, the loss-affected
measurements show less pronounced tail latency of around 43ms
in Figure 4c. By manual inspection, we attribute the increased tail
latency of the high delay measurement to blocking CC during the
slow start phase, affecting the first few forwarded packets. With
increased packet count the effect will be less pronounced.

FEC, when configured in a suitable way, helps to reduce loss-
induced delay.
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Figure 4: Packet delay distributions

normal bottleneck random loss burst loss high delay
E2E 𝑝1 E2E 𝑝1 E2E 𝑝1 E2E 𝑝1 E2E 𝑝1

no
reliability

WireGuard 0.00 0.00 42.34 42.25 0.54 0.54 0.21 0.21 0.00 0.00
OpenVPN 0.00 0.00 40.53 40.39 0.55 0.55 0.33 0.33 0.00 0.00
MASQUE 0.00 0.00 17.07 16.80 0.72 0.69 0.27 0.26 0.00 0.00

ARQ OpenVPN 0.00 0.00 0.00 0.17 0.00 0.75 0.00 0.11 0.00 0.00
MASQUE 0.00 0.00 0.00 14.63 0.00 0.42 0.00 0.59 0.00 0.00

FEC MASQUE 0.00 0.00 27.06 12.71 0.00 0.58 0.00 0.17 0.00 0.00

(a) no reliability, with ARQ / retransmissions, and FEC

𝑝2 normal 𝑝2 bottleneck 𝑝2 random loss 𝑝2 burst loss 𝑝2 high delay
E2E 𝑝1 𝑝2 E2E 𝑝1 𝑝2 E2E 𝑝1 𝑝2 E2E 𝑝1 𝑝2 E2E 𝑝1 𝑝2

MASQUE 0.00 0.00 0.00 0.00 0.00 0.00 0.09 0.00 0.20 0.09 0.00 0.29 0.00 0.00 0.00

(b) multipath measurements, 𝑝1 configured as normal

E2E 𝑝1 (high delay) 𝑝2 (normal) 𝑝3 (low delay) 𝑝4 (normal) 𝑝5 (low delay)

MASQUE 0.00 0.00 0.00 0.00 0.00 0.00

(c) 𝑝1, 𝑝2: high delay, 𝑝3: normal, 𝑝4, 𝑝5: low delay

Table 2: Loss percentages of E2E and on individual paths in direction of the transfer during delay measurements

4.2.4 Multipath. In the following step, we move to the extended
measurement setup, cf. Figure 2b, and use two paths between
MASQUE client and server. We set 𝑝2 to have normal properties,
and iterate 𝑝1 through all different properties.

For the cases where there is loss on 𝑝2, Table 2b shows some E2E
loss. The used LowRTT scheduler uses the CC window and esti-
mated path RTT as input, so subpar scheduling in lossy conditions
is expected. There is ongoing research on multipath scheduling, cf.
Section 2.2.3.

The delay distribution, shown in Figure 4d, features only in-
creased tail latencies for the cases with bottleneck and high delay,
caused by the scheduler reacting to increasing RTT during queuing
at the bottleneck, or to false CC estimations.

We conclude that VPN over multiple paths can be a suitable
strategy to improve reliability in terms of loss and tail latencies.

4.2.5 Overlay Network. Finally, we enable more paths and intro-
duce an additional MASQUE relay server, shown in Figure 2b. The
E2E MASQUE connection uses all available paths 𝑝1−5 as QUIC
connection paths. QUIC packets over 𝑝3,4 are forwarded in another
MASQUE session between client and the relay using MASQUE UDP
forwarding.

The path over 𝑝3, 𝑝5 has the lowest latency without any con-
figured loss, which is reflected in our measurement, depicted in

Figure 4e. The E2E MASQUE shows approx. 2ms of additional
forwarding time in the delay distribution plot. No increased tail
latency is noticeable.

We conclude that nested MASQUE connections forming over-
lay networks using multipath MASQUE can leverage additional
network paths. By that, the likelihood of being affected by net-
work problems can be reduced and E2E VPN forwarding quality is
improved.

5 Limitations
We saw shortcomings of the LowRTT scheduler. Intentionally, we
restricted ourselves to evaluate the mechanisms in isolation. In
order to combine the mechanisms in an optimal way, new schedul-
ing concepts for multipath, FEC Repair Symbols, and QUIC stream
multiplexing are needed.

It showed that CUBIC CC is a subpar algorithm for reliable VPNs.
In our case, the issue worsened by implementation issues. Since we
emphasize low-latency forwarding, assessing the impact of Explicit
Congestion Notification [9], Low Latency, Low Loss, and Scalable
Throughput [3], and Prague CC [2] might be interesting in the
context of MASQUE-based VPNs. Also, we do not investigate the
interplay of the discussed concepts with frameworks such as Time
Sensitive Networking or Deterministic Networking [8].
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none ARQ FEC multipath overlay

MASQUE standardized ✓ ✓ × ✓ ✓
evaluated ✓ ✓ ✓ ✓ ✓

improves loss ratio - ++ ++ + ++
delay ++ - + + ++

Table 3: Summary of key results

6 Conclusion
Most VPN solutions focus on bridging E2E connectivity and en-
cryption of forwarded traffic. There is limited support for reliability
mechanisms within tunneling applications. In this work, we inves-
tigate retransmissions, FEC, multipath, and overlay networks into
VPNs. For that purpose, we identified MASQUE as a new, interest-
ing, and flexible Internet standard framework. In combination with
the multipath QUIC extension, all four reliability mechanisms can
be realized. Only FEC for QUIC remains an experimental protocol
modification. Our prototype MASQUE implementation, is based
on the Cloudflare quiche library and supports the four reliability
mechanisms. In an emulated testbed, we replicate typical Internet
path impairments. Besides the various configurations of our proto-
type, we use WireGuard and OpenVPN in UDP and TCP mode as
baseline comparison.

Our evaluation shows that the throughput of the MASQUE pro-
totype, in unimpaired conditions, cannot yet keep up with the
other DuTs. Compared to them, MASQUE uses CC, also when no
loss recovery is in place, e.g., when operating over HTTP/3 Data-
grams. We saw that the CC implementation reacts sensitive to
loss and behaves differently than Kernel TCP used by OpenVPN.
As a result, we perceive blocked forwarding and significant de-
lay. Next, we test retransmission-based recovery with OpenVPN
over TCP and MASQUE with HTTP/3 Capsules. There, while E2E
losses are avoided, we notice high long-tail delays. MASQUE over
FEC-extended QUIC can decrease recovery-induced delays. We use
multipath VPN connections to gain independence from individual
path problems. In the measurements, although we identify limita-
tions of the LowRTT path scheduler, we see lower loss rates and
delay, as compared to the single path measurements without recov-
ery. As another contribution towards reliable VPN connections, we
nest MASQUE connections to form an overlay network. Hereby, we
can increase path diversity further by empowering VPN endpoints
to steer traffic over relays, which can increase connection quality.
The key results of the evaluation are summarized in Table 3.

This paper highlights opportunities to increase the E2E reliability
of VPNs in term of loss, delay, and throughput that open up with
MASQUE-based VPNs. We identified remaining problems, such as
the CC and path scheduler.

The artifact code is available at https://github.com/tumi8/reliable-
masque.
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