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Motivation

• Transport Layer Security (TLS) is a fundamental part of our
Internet

• The majority of Internet traffic is TLS-protected [1]
• Cybercriminals use TLS to hide their activities [2]
• Due to constant development and backwards compatibility, it

created a complex ecosystem

HTTP, SMTP, etc.

TLS

TCP

IP

C
om

plexity

[1] C. Labovitz, “Internet traffic 2009-2019,” NANOG, 2019
[2] Sean Gallagher, “Nearly half of malware now use TLS to conceal communications,” [Online]. Available: https://news.sophos.com/en-us/2021/04/21/nearly-

half-of-malware-now-use-tls-to-conceal-communications/
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Real-World TLS Complexity

Security-related Insights

Opportunity: Leverage Metadata & Behaviors

Performance Implications

Challenge: Protocol Evolution

Active TLS Fingerprinting

Focus: Individual Servers

Graph-based Threat Propagation

Focus: Ecosystem-wide View

Post-Quantum TLS Analysis
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Moore [3] Wetter [4] Althouse et al. [5]

TLS Parameters ◦ ◦ ◦
Internet Scalability ◦ × ✓

Empiric Scanning Probe Design ✓ ◦ ×

→ Gap: Systematic fingerprint design & Information-optimization of scanning probes

[3] R. Moore, “TLS Prober - An SSL/TLS Server Fingerprinting Tool,”, [Online]. Available: https://github.com/WestpointLtd/tls_prober
[4] D. Wetter, “Testing TLS/SSL encryption,” [Online]. Available: https://testssl.sh
[5] J. Althouse et al., “Easily Identify Malicious Servers on the Internet with JARM,”, 2020
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Carter et al. [6] Gyöngyi et al. [7] Simeonovski et al. [8]

HTTP × ✓ ×
DNS & IP ✓ × ✓

TLS Certificate Relations × × ×

→ Gap: Leverage the relations from a combined model

[6] K. Carter et al., “Probabilistic threat propagation for malicious activity detection,” in Proc. Int. Conference on Acoustics, Speech and Signal Processing, 2013
[7] Z. Gyöngyi et al., “Combating Web Spam with Trustrank,” in Proc. Int. Conference on Very Large Data Bases (VLDB), 2004
[8] M. Simeonovski et al., “Who Controls the Internet? Analyzing Global Threats using Property Graph Traversals,”, 2017

M. Sosnowski — Improving the Security, Performance, and Availability of TLS-based Systems on the Internet 5



Motivation: Existing Works & Research Gaps

Real-World TLS Complexity

Security-related Insights

Opportunity: Leverage Metadata & Behaviors

Performance Implications

Challenge: Protocol Evolution

Active TLS Fingerprinting

Focus: Individual Servers

Graph-based Threat Propagation

Focus: Ecosystem-wide View

Post-Quantum TLS Analysis

Tzinos et al. [9] Sikeridis et al. [10] Kempf et al. [11]

Relevant Cryptographic Algorithms ◦ ◦ ✓
Constrained Network Emulation ◦ × ×

Interaction effect of the algorithms × × ×

→ Gap: Analyze implications of real-world network environments

[9] I. Tzinos et al., “Evaluating the performance of post-quantum secure algorithms in the TLS protocol,” Journal of Surveillance, Security and Safety, 2022
[10] D. Sikeridis et al., “Assessing the Overhead of Post-Quantum Cryptography in TLS 1.3 and SSH,” in Proc. Int. CoNEXT, 2020
[11] M. Kempf et al., “A Quantum of QUIC: Dissecting Cryptography with Post-Quantum Insights,” in Proc. IFIP Networking Conference (IFIP Networking), 2024
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Research Questions, Contributions & Thesis Structure

RQ1: How to derive Cyber Threat Intelligence from TLS servers?

Active TLS Fingerprinting based on fixed-probe entropy optimization
Exhaustive Active TLS Fingerprinting using a model-driven probe design
Propagating threat scores with an Internet-wide DNS and TLS graph
Internet-wide certificate revocation collection pipeline and analysis

RQ2: How to model TLS handshakes for performance insights?

Implications and optimization opportunities of post-quantum TLS

RQ3: How to extend the applicability of web caching?

On-demand protocol upgrade to cache mutating requests with CRDTs

TMA’22 [12], TNSM’24 [13]

Chapter 2

PAM’23 [14], TNSM’24 [13]
TMA’24 [15]
WTMC’24 [16]

CoNEXT’23 [17]

Chapter 3

CNSM’24 [18]

Chapter 4
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[12] M. Sosnowski et al., “Active TLS Stack Fingerprinting: Characterizing TLS Server Deployments at Scale,” TMA, 2022
[13] M. Sosnowski et al., “EFACTLS: Effective Active TLS Fingerprinting for Large-Scale Server Deployment Characterization,” IEEE TNSM, 2024
[14] M. Sosnowski et al., “DissecTLS: A Scalable Active Scanner for TLS Server Configurations, Capabilities, and TLS Fingerprinting,” PAM, 2023
[15] M. Sosnowski et al., “Propagating Threat Scores with a TLS Ecosystem Graph Model Derived by Active Measurements,” TMA, 2024
[16] M. Sosnowski et al., “An Internet-Wide View on HTTPS Certificate Revocations: Observing the Revival of CRLs via Active TLS Scans,” WTMC, 2024
[17] M. Sosnowski et al., “The Performance of Post-Quantum TLS 1.3,” CoNEXT, 2023
[18] M. Sosnowski et al., “CRDT Web Caching: Enabling Distributed Writes and Fast Cache Consistency for REST APIs,” CNSM, 2024
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Topic I: Active TLS Fingerprinting

Real-World TLS Complexity

Security-related Insights Performance Implications

Active TLS Fingerprinting Graph-based Threat Propagation Post-Quantum TLS Analysis

Goal:

Extract undisclosed information from the TLS stack to reveal commonalities among malicious servers

Challenge:

Scanning Scalability: Extract as much information as needed with the least amount of requests
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Topic I: Active TLS Fingerprinting

TLS Server Behavior
Capabilities, interpretation, and configuration of TLS on a server, influencing the outcome of the TLS handshake

The EFACTLS [13] fingerprints are a set of hand-picked features that depend on this Server Behavior, such
that similar deployments have the same fingerprint

Example:

771

Version
_

Cipher

1301 _ 43.AwQ-51.23

Server Hello Extensions

_

Encrypted Extensions

0.-10.AAoAHQAXAB4AGQAY ___ 18.

Certificate Extensions

Alerts
<40

Fingerprinting Requirements:

• Consistency : The same server behavior always causes the same fingerprint
• Unambiguity : The relation between server behavior and fingerprint is a function
• Usefulness: The relation created by equal fingerprints is useful (e.g., malware detection)

[13] M. Sosnowski et al., “EFACTLS: Effective Active TLS Fingerprinting for Large-Scale Server Deployment Characterization,” IEEE TNSM, 2024
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Topic I: Active TLS Fingerprinting

Problem:

The question-answer design of TLS limits the amount of exposed server information

TLS_AES_256_GCM_SHA384
TLS_CHACHA20_POLY1305_SHA256
TLS_AES_128_GCM_SHA256
TLS_AES_128_CCM_8_SHA256
TLS_AES_128_CCM_SHA256
...

Client Hello (CH)

TLS_AES_128_GCM_SHA256

Server Hello

⇒ Multiple complementary scanning probes / CHs have to be used
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Topic I: Active TLS Fingerprinting

Approach: Heuristic Design of Scanning CHs to Optimize Fingerprint Distinctness

1. Measure the effectiveness with a metric (Entropy can serve as general-purpose metric)
2. Perform measurement with a large set of randomly generated candidates
3. Optimization Problem: Select minimal set of Client Hellos (CHs) that maximize the metric (e.g., via

hill-climbing algorithm)

0 10 20 30 40 50
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50k EFACTLS CHs

Number of CHs

0
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8

Distinct Fingerprints (left)
Entropy (right)
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Topic I: Active TLS Fingerprinting

Can fingerprinting detect Command and Control (C2) servers?

• Weekly top- and blocklist scans over 1 year
• We counted how often a fingerprint was observed from C2 servers vs. from toplist servers
• This results in a score ∈ [0, 1] how certain we are that we found a C2 server
• If the score is above a tune-able threshold, a servers is classified as C2 server

M. Sosnowski — Improving the Security, Performance, and Availability of TLS-based Systems on the Internet 12



Topic I: Active TLS Fingerprinting

C2 Server Classification Results

0% 50% 100%

0%

50%

100%

Threshold

Precision (“correct classifications”)

0% 50% 100%

0%

50%

100%

Threshold

EFACTLS
JARM

Recall (“detected C2 servers”)

• Evaluation only of new additions to the top- or blocklists
→ Our approach was able to classify more C2 servers with higher precision than related work JARM [5]

[5] J. Althouse et al., “Easily Identify Malicious Servers on the Internet with JARM,”, 2020
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Topic II: Graph-based Threat Propagation

Real-World TLS Complexity

Security-related Insights Performance Implications

Active TLS Fingerprinting Graph-based Threat Propagation Post-Quantum TLS Analysis

Goal:

Use known sources of threat data (i.e., blocklists) to find related entities accross the whole TLS ecosystem

Challenge:

Large data: Abstractions and algorithm complexity of O(n) required (e.g., 600M+ domains per scan)
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Topic II: Graph-based Threat Propagation

Approach: A Graph as Intuitive Data Model

Domain

IP
addressCertificate

redirects (HTTP) sub- / main domain

returns deployed on

resolvescontains

Proposed graph schema

• Relations model deliberate actions of the actor
controlling a domain, IP address, or certificate

• Threat propagation in reverse-edge directions
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Topic II: Graph-based Threat Propagation

Approach: Propagating Threat Scores from Blocklisted Entities

1.2.3.4 evil.com

evil.de

Cert. 1 6.7.8.9

100%
100%

• Using a well-known algorithm [6] for threat propagation
• Blocklisted entities start with a score of 100%
• Approach ensures that highly connected nodes (e.g., from CDNs) will get low scores
• Evaluation Idea: If 6.7.8.9 appears on the blocklist later, we found something relevant

[6] K. Carter et al., “Probabilistic threat propagation for malicious activity detection,” in Proc. Int. Conference on Acoustics, Speech and Signal Processing, 2013
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Topic II: Graph-based Threat Propagation

Appearance Rate (right)Nodes Identified (left)
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Domains identified using Openphish as input

• Monthly measurements over one year to identify entities with a score above an optimized thresholds
⇒ The method should not be used for direct threat declarations, however, it produces significant enough

results worth a more thorough investigation
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Topic III: Post-Quantum TLS Analysis

Real-World TLS Complexity

Security-related Insights Performance Implications

Active TLS Fingerprinting Graph-based Threat Propagation Post-Quantum TLS Analysis

Background: Quantum computers can break todays asymmetric crypto., but are not yet powerful enough

Now Powerful Quantum Computers are available
Future

“store-now, decrypt-later” attacks attacks directly breaking the encryption

⇒ We have to make our communication (esp., via TLS) post-quantum-safe as soon as possible
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Goal:

What are the performance implications of using PQ-safe TLS in our networks today?

Challenge:

Real-world networks are complex and the implications of altered CPU costs or key sizes not always clear
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Topic III: Post-Quantum TLS Analysis

Measurement Model and Setup

Client ServerClient Hello1

Legend: µ encrypted

Server Hello1, ...

µ Certificate 2

µ Certificate Verify 2

µ ..., Finished

Change Cipher Spec, µ Finished

µ Data

H
andshake

D
uration

2-phase TLS handshake model

1 Affected by PQ Key Agreement (KA)
2 Affected by PQ Signature Algorithm (SA)

Client Server▶
◀

▶
◀

Timestamper

◀ ◀

3-node experiment setup (10 Gbit s−1 fibre link)

→ It allowed us to emulate various network condi-
tions (e.g., high loss, high delay, low bandwidth)
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Topic III: Post-Quantum TLS Analysis

Insight I: The Interaction Effect between KA and SA can Improve Performance

§ �

Client Hello

Server Hello

Certificates and Signature

Finished

Case A: Default OpenSSL Behavior

§ �

Client Hello

Server Hello

Certificates and Signature

Finished

Case B: Early Server Hello

• Case A is a rational choice for traditional KA/SA algorithms (→ fewer IP packets / context switches)
• Case B improves performance for CPU-heavy algorithm combinations due to the parallel processing

⇒ Can be a good choice for PQ-algorithms, as their large key material causes multiple packets anyway
M. Sosnowski — Improving the Security, Performance, and Availability of TLS-based Systems on the Internet 21



Topic III: Post-Quantum TLS Analysis

Insight I: The Interaction Effect between KA and SA can Improve Performance

§ �

Client Hello

Server Hello

Certificates and Signature

Finished

Case A: Default OpenSSL Behavior

§ �

Client Hello

Server Hello

Certificates and Signature

Finished

Case B: Early Server Hello

• Case A is a rational choice for traditional KA/SA algorithms (→ fewer IP packets / context switches)
• Case B improves performance for CPU-heavy algorithm combinations due to the parallel processing

⇒ Can be a good choice for PQ-algorithms, as their large key material causes multiple packets anyway
M. Sosnowski — Improving the Security, Performance, and Availability of TLS-based Systems on the Internet 21



Topic III: Post-Quantum TLS Analysis

Insight I: The Interaction Effect between KA and SA can Improve Performance

§ �

Client Hello

Server Hello

Certificates and Signature

Finished

Case A: Default OpenSSL Behavior

§ �

Client Hello

Server Hello

Certificates and Signature

Finished

Case B: Early Server Hello

• Case A is a rational choice for traditional KA/SA algorithms (→ fewer IP packets / context switches)
• Case B improves performance for CPU-heavy algorithm combinations due to the parallel processing

⇒ Can be a good choice for PQ-algorithms, as their large key material causes multiple packets anyway
M. Sosnowski — Improving the Security, Performance, and Availability of TLS-based Systems on the Internet 21



Topic III: Post-Quantum TLS Analysis

Insight II: 1-RTT PQ TLS 1.3 can take several RTTs

NIST Security KA SA 5G Scenario (4% loss, 44 ms RTT, 880 Mbit s−1) Data Sent by Server

Level 1 kyber512 rsa:2048 46.4 2 kB
hqc128 rsa:2048 46.3 6 kB

Level 5 kyber1024 rsa:2048 46.5 3 kB
hqc256 rsa:2048 92.8 16 kB

Legend: post-quantum Full Handshake Latency Median (ms)

• TLS handshake are (usually) directly after the TCP handshake (⇒ still at slow start minimum)
• Initial TCP congestion window: 10 × MSS ≈ 15kB

⇒ Can be tuned on servers to improve performance
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Topic III: Post-Quantum TLS Analysis

Insight III: Under Ideal Conditions, PQ-safe TLS is Fast

NIST Security KA SA Handshake Latency Median [ms]

Level ≤ 2 X25519 rsa:2048 0.25, 1.48

bikel1 rsa:2048 0.24, 2.79
hqc128 rsa:2048 0.27, 1.48
kyber512 rsa:2048 0.20, 1.78
X25519 falcon512 0.36, 1.02
X25519 dilithium2 0.39, 0.84

Level 5 p521 rsa:2048 6.97 5.30

hqc256 rsa:2048 0.72, 1.92
kyber1024 rsa:2048 0.25, 1.78
X25519 dilithium5 0.36, 1.10
X25519 falcon1024 0.38, 1.89

Legend: post-quantum Client Hello → Server Hello Server Hello → Client Finished

• PQ-safe KAs offer competitive performance to traditional algorithms X25519 / RSA2048
• On higher levels, they can be significantly faster than elliptic curve KA (p521)
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Summary

Presented contributions

• Active TLS fingerprinting method & study
• Internet-wide Property Graph and Threat propagation method & study
• Network-focused analysis of Post-quantum TLS handshakes

Additional contributions
• Exhaustive Active TLS fingerprinting method & study
• CRDT Web Caching method & study
• Internet-wide certificate revocation pipeline & study
• Open-sourced measurement data and tools

TMA’22
⋆ Best Paper Award

PAM’23

CoNEXT’23

TMA’24

TNSM’24

WTMC’24

CNSM’24
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