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Abstract

Today’s communication networks are [F] : Monitoring probe

threatened by an increasing number intrusion :Autonomousdelectionsystem
attempts, worms, and denial of service (DoS)
attacks. Apart from general measures for attack
prevention, the possibility to detect ongoing
attacks in order to take appropriate
countermeasures constitutes an important asset ] .
for network security. We present a novel ==\

approach for attack detection based on Attackers Victim
cooperating autonomous detection systems

(CATS). While a single detection system is able ] o

to identify ongoing attacks autonomously, =
cooperation with remote detection systems

located in other parts of the network can DDosS attack scenario

improve the detection performance.

Concept and benefits of CATS:

PSAMP IPFIX Events & Events & i i i i
Data Data Characterization Characterization . Sepal’atlon of monitoring and detection
] L ||  Utilization of a distributed monitoring
Anomaly detection

environment

» Deployment of multiple independently
working autonomous detection systems

» Self-X properties of the detection systems

* Improved detection performance through
cooperation between multiple detection

=> looking for unusual behavior
without any precognition

- comparing long-time behavior
to short-time behavior

- maintaining different profiles
(per destination, aggregate,...)

Potential Techniques:

- statistical tests, neural networks,
Bayes networks

Statistical measures L
- bit rate, packet rate, # of connections,... systems
goatieredlpefaggiegaiclosinglelion - » Combination of knowledge-based and
i _ anomaly detection techniques using both
Packet monitoring & sampling | | d | b | text inf t.
3 3 ocal and global context information
Raw Packet PSAMP IPFIX e Export of packet data and flow statistics
Data Data bata utilizing standardized protocols, e.g. IPFIX
CATS architecture and PSAMP

Further work:

* Implementation of a proof-of-
EMERALDY | Prelude IDS? D-WARD?® COSSACK4 CATS
concept prototype in the context Attack Global context
. . . Ry detection yes yes yes yes yes
of the EU project Diadem Firewall Q Local conext -
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(EU FP6 Project IST-2002-002154) AasT (host-based)
i i i Knowledge-
» Performance evaluation and comparison with based yes yes n° ne e
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