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Abstract—The management of large-scale networks remains
complex and largely manual despite advances in network
management solutions. This paper examines the key chal-
lenges in automating network management at scale, focusing
on complexity arising from heterogeneous and legacy envi-
ronments, the lack of reliable pre-deployment validation for
configuration changes, and scalability challenges related to
telemetry overhead and bandwidth fairness. It then assesses
established approaches, namely Software-Defined Network-
ing and script-based automation, and discusses how they
reduce operator effort and improve traffic control. Next,
the paper analyzes emerging paradigms, namely Network
Digital Twin (NDT) and Intent-Based Networking (IBN),
as promising directions for addressing the remaining chal-
lenges. NDT enables safer pre-deployment validation and can
support predictive analysis. IBN raises the abstraction level
of operations by translating high-level intents into device-
level configurations and supporting closed-loop automation.
Building on this comparison, the paper argues that combin-
ing complementary paradigms can address a broader set of
challenges than any single approach in isolation. Overall,
the analysis indicates that all challenges identified in this
work, except the lack of standardized, vendor-agnostic data
models, are being actively addressed by current research and
approaches discussed.

Index Terms—Network management automation, large-scale
networks, network digital twin, intent-based networking,
software-defined networking

1. Introduction

Despite advances in network management tools, oper-
ating large-scale networks remains largely manual. As net-
works grow in size and heterogeneity (i.e., diversity across
device types, vendors and application requirements), this
manual operation leads to inefficiency and scalability chal-
lenges. Collecting and storing operational data at scale
can require extremely large storage [1]. At the same time,
legacy infrastructure often lacks the interfaces required
for automation [2]. Multiple management systems coexist,
each tied to a specific management protocol [3], and effec-
tive automation requires deep expertise in both networking
and the tools themselves [4].

These limitations have motivated ongoing research
into more advanced network management paradigms that
aim to reduce manual effort, improve scalability and ef-
ficiency. This paper begins by identifying the key chal-
lenges associated with automating network management

in large-scale networks. It then systematically analyzes
widely adopted network management approaches, includ-
ing Software-Defined Networking (SDN) and script-based
automation (SBA), highlighting their limitations and the
key challenges they aim to address. Subsequently, emerg-
ing paradigms such as Network Digital Twin (NDT) and
Intent-Based Networking (IBN) are discussed as promis-
ing candidates for addressing the unresolved challenges.

Building on this analysis, the paper then examines how
hybrid combinations of these approaches can help resolve
key management challenges more effectively. Selected
research works are also reviewed to illustrate potential di-
rections for addressing the remaining challenges identified
in this paper. Overall, the paper aims to assess whether
any single approach provides a sufficiently complete solu-
tion for large-scale environments, or whether combining
multiple paradigms is necessary to achieve scalable and
reliable automation.

The remainder of this paper is organized as follows.
Section 2 presents the key challenges in automating large-
scale networks. Section 3 and Section 4 respectively
review established and emerging approaches to network
management and evaluate, for each approach, the chal-
lenges it addresses and its limitations. Section 5 explores
how combining the discussed approaches can mitigate key
challenges. Section 6 reviews related work, and Section 7
concludes the paper.

2. Challenges

This section identifies the key challenges that moti-
vate the network automation paradigms discussed in the
subsequent sections.

High expertise requirements for network man-
agement systems: Heterogeneous networks typically use
different management protocols that are not mutually
compatible. Therefore, network operators are required to
master multiple network management tools, often at least
one for each device type or network domain [3].

Pre-deployment validation of configuration
changes: In large-scale networks, operators often cannot
safely verify the impact of configuration updates (e.g.,
routing or firewall policy changes) on reachability and
performance by virtually testing them in an isolated
environment before rollout, so errors may only surface
after the change is applied [1], [5].

Lack of standardized data models within the net-
work: According to a survey conducted by Enterprise
Management Associates (EMA) [2], limited standardiza-
tion results in a smaller scale of network automation, as
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operators must individually configure each device. For ex-
ample, inconsistent vendor data representations for inven-
tory and configuration make it difficult to build reusable
automation workflows. A network source of truth (NSoT)
has emerged as a key concept for enabling consistent and
standardized representation of network state and network
intent. It serves as a centralized repository that contains all
related data that network administrators need for network
configuration.

Limited automation interfaces in legacy infrastruc-
ture: Large-scale enterprise networks are often existing
production environments in which older devices constrain
automation. In practice, this can mean that vendor automa-
tion solutions do not fully support older products, forcing
operators to fall back to manual or device-specific work-
flows and slowing down consistent rollout at scale [2].

Bandwidth unfairness arising from heterogeneous
traffic: Different traffic classes commonly traverse the
same physical medium to maximize bandwidth utilization.
For example, surveillance video streams, regular data traf-
fic and multicast discovery traffic often share the same
links, which can cause contention when cameras contin-
uously generate high-definition video frames to capture
events inside a building [6]. Managing this contention is
a network management challenge, since network opera-
tors need to define and enforce quality of service (QoS)
policies to prevent one traffic class from starving others
during congestion [7].

Collection and storage of data: With the increasing
use of NDT to simulate real-world scenarios, the collec-
tion of telemetry plays a significant role, as these network
modeling tools utilize machine learning (ML) concepts,
such as neural networks (NNs), to generate insights. More-
over, in large-scale data centers, the majority of traffic
consists of short flows, and storing fine-grained statistics
for all flows could result in significant data volume [1].

For continuous monitoring of a single aggregate (e.g.,
the percentage of links above 50 % utilization), it is un-
realistic to achieve maximum accuracy due to the huge
amount of fine-grained statistics that need to be collected
and processed. Instead, monitoring protocols could be
designed to provide estimates with low overhead, small
delay, and a high degree of robustness [8].

3. Current Approaches

This section reviews the currently adopted approaches
for network management and discusses their limitations,
as well as the challenges they aim to address. It focuses
on SDN and SBA.

3.1. Software-Defined Networking

SDN is an approach that decouples the control plane
from the data plane, thereby increasing the programmabil-
ity of network devices and facilitating dynamic network
management through software. The control plane denotes
the software logic that provides traffic control function-
ality, whereas the data plane primarily performs packet
switching and forwarding [9].

3.1.1. Architecture. The architecture of SDN is illus-
trated in Fig. 1, consisting of three layers [9].

Figure 1: SDN Architecture (adapted from [9])

Application Layer: The Application Layer typically
contains network applications as well as related business
applications [9]. A relevant use case would be replacing a
hardware firewall or load balancer with a software-based
solution [10].

Control Layer: The Control Layer consists of the
SDN controller software, which manages policies and
supervises packet flow behavior [9]. In comparison, the
control layer makes network decisions, while the appli-
cation layer expresses resource needs [10]. It is a central
component that uses three interfaces (northbound, south-
bound, and east/westbound) to communicate with its peers
and the other two layers.

Infrastructure Layer: The Infrastructure Layer com-
prises physical switches or other devices within the net-
work [10]. These devices perform packet switching and
forwarding based on the entries inside the flow table.
They may be populated in a proactive, reactive, or hybrid
manner. When the proactive mode is used, the controller
loads the traffic rules that match a particular switch in
advance. In the reactive mode, the rules are loaded on
demand [11].

3.1.2. Limitations. Based on the multi-domain emulation
experiments in [9], latency in the legacy scenario is lower
than in the SDN scenarios under the tested conditions. In
particular, the legacy setup reports latencies mostly be-
low 2.5 ms, whereas the SDN scenarios exhibit minimum
latencies of 6.5 ms (SDN with Border Gateway Protocol)
and 8 ms (SDN without Border Gateway Protocol), largely
due to additional control-plane interaction and overhead
from populating flow table entries (e.g., reactive flow setup
adds delay for first packets in a flow).

3.1.3. Addressed Challenges. By decoupling the control
and data planes, network switches become simple packet-
forwarding devices, while the control logic is moved
to a logically centralized controller, thereby simplifying
policy enforcement and network configuration and evolu-
tion [11].
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SDN provides network-wide data-flow control, en-
abling administrators to define flows that meet specific re-
quirements of different traffic classes [12]. This facilitates
more effective traffic engineering and fairer bandwidth
allocation across heterogeneous traffic types.

3.2. Script-based automation

SBA utilizes programming languages such as Python,
Java, or Bash to automate repetitive networking tasks. A
script might rely on protocols such as SSH and SNMP,
or use command-line interfaces (CLIs) [13], and utilize
available binaries on the remote target device to execute
tasks such as configuring interfaces, editing routing ta-
bles, and adjusting firewall rules. These scripts are highly
customizable and operate at a higher level of abstraction,
enabling network professionals to perform ad hoc con-
figuration across multiple devices without having to deal
with low-level or platform-specific details.

3.2.1. Common languages. As discussed in [14], Python
is a powerful language that comes with numerous libraries
for network configuration, such as Netmiko or Paramiko.
The authors report that automating the configuration of 36
Cisco routers takes, on average, only 6 s when the code
includes multithreading and queueing. In contrast, other
authors report that performing the same task manually
takes 5797 s [15].

Another popular tool among network engineers is
Ansible, which Red Hat characterizes as the de facto
language for enterprise network automation, with broad
adoption across diverse network domains. This is largely
due to the extensive ecosystems of certified content and
integrations that cover multi-domain and multi-vendor
architectures [16].

3.2.2. Limitations. Network administrators often use
scripts to handle one-off or small automation tasks, which
is feasible in small-scale network environments. Never-
theless, once a system scales to hundreds or thousands of
servers, the use of scripts without adequate error handling
or documentation could lead to system-wide misconfigu-
rations, since such scripts are typically applied uniformly
across a large number of machines [13].

3.2.3. Addressed Challenges. Script-based approaches
can be adopted at low cost using freely available script-
ing languages and libraries. Some libraries, such as Net-
miko and NAPALM (Network Automation Programma-
bility Abstraction Layer with Multivendor support), ab-
stract underlying connection and device-specific details,
enabling network administrators to automate tasks without
handling low-level protocols directly. As a result, network
management tasks can be performed more easily and
efficiently [17].

Overall, SDN and SBA can reduce operator effort and
improve traffic control, thereby addressing the high exper-
tise requirements and bandwidth unfairness challenges to
a significant extent. However, several challenges remain
open in large-scale environments. Accordingly, the next
section reviews emerging approaches such as NDT and
IBN and analyzes which of these remaining challenges
they address.

4. Emerging Approaches

This section reviews NDT and IBN and evaluates
which remaining challenges they address.

4.1. Network Digital Twin

A digital twin is a virtual representation of a physical
object, system, or process within a digital environment.
In this work, an NDT is a virtualized replica of the
essential components of the network infrastructure, en-
abling operators to perform what-if analyses, troubleshoot
issues, and plan network upgrades in a safe and controlled
environment [1].

The NDT is a data-driven way to represent the cur-
rent state of the network through network-related data.
This data could come from various sources, including
real-world traffic and simulated traffic from testbeds or
tools [1].

Currently, the market adoption of NDT is mostly
limited to simpler capabilities such as policy validation,
migration to cloud, or single-vendor what-if analyses.
More advanced, autonomous, multi-vendor deployments
that support complex what-if scenarios remain mostly
aspirational because they are expensive to implement and
still lack the ability to reliably predict outcomes in dy-
namic and complex networks [18].

4.1.1. Architecture. At present, there is no standardized
definition of the characteristics of an NDT. The IETF draft
in [5] proposes five key elements (data, models, mapping,
interface, and logic) to characterize it. Fig. 2 illustrates
these elements.

Figure 2: Key Elements of NDT (adapted from [5])

Data: Data is considered the single source of truth and
is stored in a data repository. It contains historical and/or
real-time data (e.g., configuration, metric data) of the real-
world twin that are required by the models to understand
real-world behaviors.

Models: Models enable the emulation of changes in
the configuration, state, and resource usage by capturing
the behaviour of a real network and generating reasoning
information that may be useful in operational decision-
making.

Interfaces: There are two types of interfaces. The
first interface is between the NDT platform and the real
network infrastructure, enabling the collection of real-time
data. The second interface connects the NDT platform
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to the network management applications (e.g., network
optimization, visualization tools [19]), which enables bidi-
rectional communication, exposing numerous platform
functionalities to applications, as well as transmitting ap-
plication requests to the NDT platform.

Mapping: Mapping defines the relationship between
the NDT and the underlying network entities, enabling
synchronization between the real network and its virtual
counterpart, or among multiple NDT instances, which
is relevant in multi-domain deployments where separate
NDT instances are maintained per administrative domain.
The observability provided by this mapping allows the
NDT to correctly reflect and analyze the state of the real
network.

Logic: Logic is the decision-making component of the
NDT, responsible for tasks such as optimizing resource
usage and diagnosing issues based on information pro-
duced by the models. Additionally, it is a key component
in planning, as it enables a dry run to be performed and
anticipates the end result before implementation.

4.1.2. Addressed Challenges. NDT enables network op-
erators to perform what-if analyses on the virtualized
twin environment without having to do it directly in the
production environment, which would be expensive and
difficult to reverse [1]. This capability directly addresses
the challenge of pre-deployment validation of configura-
tion updates (Section 2). Previously, simulation platforms
(e.g., NS-3) were used for such purposes. However, they
suffer from the problem of low fidelity and a lack of real-
time interaction with the real network [5].

Recent advances in ML are key enablers for NDT,
enabling faster execution with lower resource overhead
compared to traditional network simulation technologies
[1]. Moreover, their strong predictive capabilities enable
NDTs to extend beyond reactive service deployment and
management, focusing on predictive maintenance (e.g.,
anticipating link congestion before service degradation
occurs) [5].

4.2. Intent-based Networking

IBN is a software-based automation paradigm in
which network operators specify high-level intents, and
the network translates them into a set of configurations
that can be understood by the underlying network com-
ponents, thereby achieving the desired outcome without
requiring the low-level execution of individual tasks [20].

Recent progress in Large Language Models has made
these models particularly suitable for intent extraction and
translation in next-generation networks, thanks to their
ability to generate fast and consistent output in text, code,
or other forms of writing [21].

4.2.1. Architecture. The authors in [22] present a ref-
erence three-layered architecture for integrating intent-
based technology into existing network management sys-
tems (see Fig. 3). The Business Layer captures high-level
intents based on Key Performance Indicators that align
with the Service Level Agreements objectives. The Intent
Layer continuously evaluates the current network state
after every execution step based on the available data.
The novel aspect of this approach is that all actions are

not executed blindly in a single operation; instead, the
system dynamically replans after every step [22]. At the
lowest layer is the Network Layer, which contains the
physical infrastructure and is responsible for translating
raw network data into a format comprehensible to the
Intent Layer.

Figure 3: IBN Architecture (adapted from [22])

4.2.2. Addressed Challenges. IBN enables network au-
tomation with minimal or no human intervention, a con-
cept commonly referred to as Zero-Touch Network and
Service Management. By accepting high-level intents as
input from network operators, either through voice, text,
or any other form of information, the operators do not
need to specify the low-level configuration details im-
peratively [21]. This not only reduces the likelihood of
human-induced errors, but also lowers tooling proficiency
required to operate large-scale networks reliably.

If an issue appears during a deployment push, network
operators can immediately roll back using the previously
defined versioned intent specification. Moreover, because
the system is aware of the expected outcomes of a con-
figuration, it can still achieve those outcomes even if a
commonly used method is unsuccessful, by employing a
different mechanism to achieve the same result [20].

Overall, NDT and IBN address additional open chal-
lenges in large-scale network management. In particu-
lar, NDT supports safer pre-deployment validation by
enabling what-if analyses and planning without direct
interaction with the production network [1]. IBN further
reduces expertise requirements for different management
systems by allowing operators to express high-level intents
that are automatically translated into device-level config-
urations [21].

5. Hybrid Approaches

This section examines how combining the approaches
discussed above helps address key network management
challenges.
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5.1. Combination of SDN and SBA

Legacy network devices often lack the necessary Ap-
plication Programming Interfaces to be controlled by SDN
systems and only support management through a CLI
[23]. In situations where network operating systems do
not support RESTCONF or NETCONF, the Python library
Netmiko can be used to manage these older devices
through SSH [24]. Alongside legacy hardware, organi-
zations could deploy SDN-enabled devices that act as
intermediaries between the legacy infrastructure and the
SDN controller, allowing the SDN controller to indirectly
control legacy devices [23]. This combination helps mit-
igate the challenge of limited automation interfaces in
legacy infrastructure identified in Section 2.

5.2. Combination of SDN and IBN

IBN is often associated with SDN and relies on SDN
monitoring capabilities to continuously assure that de-
clared intents are met [25]. This combination, together
with ML, can achieve a closed-loop automation cycle
[25]. The authors in [26] proposed an intent-based SDN
network slicing framework that continuously observes the
current state of the slices to ensure correct behavior based
on the objectives throughout the intent lifecycle.

Intents are also used as the means for defining north-
bound interfaces of SDN controllers. These intent-driven
interfaces reduce the need for deep networking expertise
when interacting with SDN controllers and make SDN
systems easier to integrate with other systems [27].

5.3. Combination of NDT and IBN

When IBN is used, applying the generated configu-
rations directly to a production network carries inherent
risk. By using an NDT, intents can be tested and verified
before real deployment. For example, Juniper Apstra’s in-
tegration with Digital Twin Lab is a powerful combination
that combines both NDT and IBN to eliminate this gap
between testing and production [28].

6. Related Work

This section reviews related work that addresses addi-
tional open challenges in automated network management,
complementing the approaches discussed earlier.

As discussed in Section 2, collecting exhaustive
telemetry in large-scale networks does not scale efficiently.
Without appropriate pre-processing or edge-based sum-
marization, the resulting data volumes may overwhelm
artificial intelligence models [29]. To address this issue,
ML inference can be offloaded onto the programmable
data plane (PDP), as demonstrated in [30]. This work
uses model compression to facilitate convolutional neural
network inference on the PDP, achieving 97.3 % accuracy
on an anomaly detection task while using only 22.7 % of
the SRAM available on the resource-limited Intel Tofino
ASIC.

The challenge of bandwidth unfairness arising from
heterogeneous traffic has not been solved universally.
However, within the context of industrial private 5G net-
works, whose adoption is increasing as factories evolve

toward Industry 5.0, the QoS-Aware Proportional Fair-
ness scheduling algorithm proposed in [31] shows strong
potential. The results demonstrate that the algorithm im-
proves fairness while achieving better deadline adherence
compared to Maximum Carrier-to-Interference and Static
Priority scheduling algorithms.

As discussed in Section 2, a NSoT has been proposed
as a solution to address the challenge of standardization.
However, the NSoT market remains in its early stages
[32]. According to EMA, an NSoT should document
network intent data rather than network state data. The
actual network state can instead be retrieved from net-
work systems and used to validate alignment between the
intended configuration and the operational state [32].

7. Conclusion

This paper examined the key challenges in automat-
ing network management for large-scale networks, and
systematically reviewed both established and emerging
approaches that aim to address them. The analysis in-
dicates that all identified challenges, with the exception
of the lack of standardized data models within the net-
work, are actively being addressed by current research or
by approaches including SDN, SBA, NDT, and IBN. In
particular, the emerging approaches such as NDT and IBN
introduce new capabilities for pre-deployment validation,
predictive maintenance and closed-loop automation.

Evaluating the approaches individually and in combi-
nation suggests that no single approach provides a suf-
ficiently complete solution. Instead, hybrid designs are
preferable, because each approach targets a different sub-
set of challenges.

Future work should focus in particular on advancing
NDT toward more autonomous, multi-vendor deployments
for complex what-if analyses. In addition, further research
on standardized, vendor-agnostic data models is needed,
since such models are a key enabler of a higher degree of
automation in large-scale networks.
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