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Abstract—Time-Sensitive Networking (TSN) and network
virtualization are integral to our modern networking land-
scape. While TSN enhances Ethernet with mechanisms for
deterministic data transmission, network virtualization pro-
vides the flexibility and scalability required for rapidly
deploying applications. However, their convergence remains
a challenging topic.

This paper surveys the individual challenges of TSN and
network virtualization before deriving issues that complicate
the integration of TSN in virtualized networks (e.g., timing,
scheduling, and hardware constraints). It also gives an
overview of possible synergetic effects of TSN in virtual-
ized environments before concluding with potential research
directions that would benetif effective integration.

Index Terms—time-sensitive networking, tsn, network virtu-
alization, tsn in virtualized networks

1. Introduction

Time-Sensitive Networking (TSN) can be seen as the
critical enabler of real-time networking. Industrial and
automotive systems, as well as communication networks,
have increasingly become real-time applications [1]. With
this, the real-world need for deterministic communication
with strict latency and jitter guarantees has increased
drastically. For example, a missed deadline in an airbag
control system is a serious safety hazard.

TSN extends the Ethernet standard to support such
guarantees and aims to enable the convergence of time-
critical and best-effort network traffic [2]. Simultaneously,
network virtualization has become irreplaceable. It enables
flexible and programmable network infrastructures that
allow virtual networks to share the same physical compo-
nents [3]. This allows for separating physical infrastruc-
ture and network services, which is essential for technolo-
gies like 5G, edge computing, and for modern data center
environments, as agile deployment and multitenancy are
indispensable [4], [5]. Although these technologies devel-
oped independently, their combination promises appealing
opportunities. However, successfully integrating them is a
challenging task. While virtualized environments provide
flexibility, scalability, and resource efficiency, they can
undermine the timing determinism that TSN was designed
to guarantee [3], [6]. We will investigate the challenges in
deploying TSN within virtualized network environments.
Furthermore, we will discuss what is currently missing
to make this process seamless. The paper is structured
as follows: Section 2 provides the necessary background
on TSN and network virtualization concepts. Section 3
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focuses on challenges intrinsic to TSN, whereas Section
4 then outlines the challenges of virtualized networks.
Lastly, in Section 5, we explore the integration challenges,
highlighting conflicts and mutual benefits that arise when
attempting to guarantee deterministic communication over
a virtualized infrastructure, before concluding by summa-
rizing the findings and suggesting directions for future
research in Section 6.

2. Background

To grasp how TSN may converge with virtual net-
works in the future, it is necessary to understand each
technology separately first. Therefore, this section briefly
outlines essential mechanisms of TSN and network virtu-
alization.

2.1. Time-Sensitive Networking

TSN is a set of standards concerning deterministic
communication that builds upon Ethernet, as Ethernet can
not guarantee latency or low jitter (i.e., variation in packet
delay) [1]. Essential concepts include:

e Scheduling means to decide which frames to trans-
mit at what time. While numerous optimization
objectives exist, latency and determinism are the
most relevant ones for TSN [1].

o Traffic shaping is done by prioritizing frames and
delaying the queuing of others. Combined with
a fitting schedule, this establishes a traffic profile
that complies with Quality of Service (QoS) re-
quirements (e.g., latency) [1].

e The Precision Time Protocol (PTP) is used to
synchronize clocks of each node in a system by
choosing a Grandmaster Clock, which propagates
timing information to all other clocks [7].

2.2. Virtualization

Network virtualization is used to create multiple vir-
tual networks (VNs) on shared physical infrastructure,
which is referred to as the substrate network [3]. The map-
ping of virtual nodes and links onto the physical substrate
is known as Virtual Network Embedding (VNE) [8].

Different virtualization techniques are used to create
virtualized environments. These include virtual machines
(VMs), bare-metal hypervisors, and containers, each with
different performance and flexibility properties [4]. In a
virtual network, these can constitute virtual nodes. Regular
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and Routers
these nodes

Switches, Network Interface Cards (NICs),
can be virtualized and part of a VN. As
are independent of their physical location, they can be
placed anywhere, which impacts resource usage, load
balancing, and other aspects [9]. By leveraging kernel
bypassing techniques (e.g., Data Plane Development Kit
(DPDK)), the virtualization overhead caused by the kernel
networking stack can be reduced. Here, network device
drivers implemented in the userspace are used to send
or receive data directly, avoiding the kernel networking
stack. [10]. Furthermore, with direct device assignment,
VMs can avoid any hypervisor involvement and access
I/O network devices directly, thus reducing virtualization
overhead [11].

3. Challenges in Time-Sensitive Networking

Modeling and simulating time-sensitive networks.
Network modeling is essential for developing and test-
ing novel frameworks, architectures, or protocols. For
real-time networks in particular, a robust validation is
inevitable. A tight analysis is fundamental to achieving
given requirements with minimal resources (i.e., better
utilization). For instance, several different modeling lan-
guages already exist for automotive embedded systems
capable of modeling high bandwidth Ethernet connec-
tions. However, Ashjaei et al. note that most of the ex-
isting open-source solutions (e.g., AMALTHEA4public,
COMDES) cannot support the requirements of TSN [12].

Performance simulation, which can be done in hard-
ware (HW) or software, is another crucial but difficult
topic. Due to only a few studies in this field, existing
TSN performance simulation methods, especially physical
simulation, while still beneficial, are not yet fully mature
and must be improved further (e.g., timing precision) [13].
Their ideal usecase can be seen in validating network
characteristics under various conditions and enabling rapid
testing of different TSN parameters (e.g., within TSN
schedulers).

Clock synchronization. To enable real-time com-
munication in a convergent network, both end devices and
network devices must have the same notion of time [14].

Firstly, the PTP relies on precise time stamps of each
message. Less precision in clock synchronization induces
jitter and decreases determinism [15].

Secondly, once a common understanding of time has
been established, time is crucial for assigning transmission
time slices to packets of various priorities [2]. As dis-
cussed by Chahed et al., even minor misalignments can
have a devastating effect on latency and jitter, possibly
violating the given QoS requirements [1].

Reliability. Any deterministic system has to be
reliable. In TSN, reliability is usually guaranteed by a
combination of mechanisms. These include Path Control
and Reservation, Frame Replication and Elimination for
Reliability, and Per-Stream Filtering and Policing. These
manage and reserve network resources along the chosen
path, send replicated frames along disjoint paths, and filter
traffic to prevent overload, improving network reliability.
While necessary, these practices lead to increased com-
plexity and resource overhead (e.g., bandwidth). Further-
more, it introduces a high risk of misconfiguration [13].

Seminar IITM SS 25

68

Scheduling and traffic shaping. In state-of-the-art
network architectures, the delays for propagation, process-
ing, and transmission of messages can be considered de-
terministic and constant. Therefore, the non-determinism
is primarily a result of scheduling and queuing delays [14].
To minimize the jitter that a convergent real-time network
experiences, appropriate scheduling strategies are essen-
tial. The schedule sets the ideal traffic profile (e.g., type
and volume of network traffic), while the selected shaping
mechanism ensures that the traffic adheres to said profile.
Different shaping mechanisms have been developed, each
with their respective use cases. Some mechanisms, like
Asynchronous Traffic Shaping, do not require a central-
ized clock but may not be able to meet certain QoS
requirements regarding latency. More common approaches
like Cyclic Queuing and Forwarding and Time-Aware
Shaping (TAS) require time synchronization across all net-
work parts, which is, as previously described, challenging
to achieve. Depending on the application area, you must
weigh different goals (e.g., performance v. dynamism) to
choose the best-fitting traffic-shaping and scheduling algo-
rithms [1]. The transmission schedule in TSN networks is
usually computed offline (i.e., all requests known a priori).
While there are a range of proposed mechanisms (e.g.,
TAS), the problem can still not be solved in polynomial
time, even if the arrival time of every time-triggered
traffic is known in advance [6]. For this reason, heuristic
solutions are often applied (e.g., HLS [16]). They do not
deliver optimal schedules, but are faster and more efficient
in complex networks and under restricted resources [17].

Hardware support. Specialized hardware can be
expensive. Together with an increasing need for time-
critical enabled networks, this has led to increased efforts
towards achieving real-time capabilities using commer-
cial off-the-shelf (COTS) hardware [7], [18] or software-
based implementations [15], [19], [20]. Without special-
ized hardware, some precision will be lost. For example, if
a NIC does not support the IEEE 802.1AS standard, the
oftentimes required timing precision in the nanosecond
range can not be achieved [7].

Moreover, clock synchronization is a significant diffi-
culty for software-only implementations of the PTP. This
is due to time stamps of messages being introduced in
higher network layers instead of specialized hardware
interfaces, leading to more jitter [15]. Especially in em-
bedded systems, it can be necessary to implement specific
time-sensitive functions directly in hardware to reduce
load on the Central Processing Unit (CPU) [12].

On the other hand, some feasible and precise enough
software-only implementations of the PTP do already
exist [15]. Furthermore, newer Linux kernel versions are
equipped with a TAS implemented in the TAPRIO (Time-
aware priority shaper) queuing discipline (qdisc) [7].
Software-only frameworks for emulation and performance
testing of TSN networks are also starting to be used in
areas like mobile networks [13].

4. Challenges in Network Virtualization

Mapping of physical resources. The mapping of
physical resources (i.e., the VNE problem) constitutes
one of the most critical and complex challenges in net-
work virtualization. This assignment of VN components
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to the physical substrate must satisfy various constraints,
such as CPU capacity, link bandwidth, and other QoS
guarantees [21]. The VNE problem is shown to be NP-
hard, both in offline settings and in more realistic online
scenarios (i.e., requests arrive dynamically over time). For
this reason, heuristic or approximation-based algorithms
are employed to achieve feasible mappings. However,
these often operate under simplifying assumptions such
as infinite substrate capacities or static topologies, which
limit their applicability in real-world settings [8].

Another dimension to the resource mapping challenge
is the dynamic nature of virtualized environments. Virtual
machines and containers may be migrated or scaled in
response to changing requirements or workloads [22]. The
virtual machine placement can be optimized for different
objectives, like energy consumption or response time [9].
These changes require a new mapping of resources and
impact the previously computed transmission schedules.

Moreover, virtualization technologies themselves in-
troduce overhead that must be factored into the resource
mapping in case of strict QoS requirements. In particular,
hypervisor-based virtualization introduces additional la-
tency and jitter. To mitigate these issues, recent approaches
advocate kernel-bypassing techniques (e.g., DPDK) and
direct device assignment [11]. Tail latency and through-
put improvements can be an order of magnitude when
utilizing these. [23].

Interoperability between heterogeneous networks.
As virtual networks scale across administrative domains
and physical infrastructures, interoperability issues be-
tween heterogeneous networks emerge.

The deficiency in standardized interfaces between in-
frastructure providers (InPs), service providers (SPs, i.e.,
organizations that create VNs on the infrastructure of
different InPs), and end users is one issue [8]. Propri-
etary network orchestration implementations hinder cross-
domain compatibility and complicate VN provisioning for
the SPs [24]. A standardized model (e.g., XML-based) is
required to express requirements, making processes like
signaling and bootstrapping across diverse infrastructure
domains seamless and simplifying the establishment of
end-to-end virtual links [8].

Another issue is the naming and addressing incom-
patibility across network domains. Each virtualized envi-
ronment may implement its own naming and addressing
schemes. This heterogeneity further complicates end-to-
end communication. Chowdhury et al., therefore, con-
sider it an important research challenge to find a suitable
framework for enabling global connectivity. They further
mention one such framework called iMark, which would
theoretically be viable but is not feasible in practice [8].

Resource discovery also becomes non-trivial, as inter-
domain virtual link provisioning requires infrastructure
providers to maintain and expose accurate representations
of their physical topology and link capacities. This can
be done event-based or periodically [8]. Cross-provider
resource allocation mechanisms must be established to
allow end-to-end virtual links spanning multiple admin-
istrative domains. Without it, VNs would be restricted to
a single domain, which may not always be sufficient. This
again necessitates standardized interfaces and interopera-
ble signaling protocols between service and infrastructure
providers. The diversity of physical networking technolo-
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gies, each with different characteristics, makes this task
particularly challenging [3], [8].

Security in VNs. Isolation is one of the design
criteria network virtualization should fulfill. While VNs
leverage mechanisms like secure tunnels and advanced
encryption to achieve some degree of security, some
threats on the physical layer still have to be addressed [3].
Examples would be different forms of physical tampering.

An important aspect in that regard is the monitoring
and efficient isolation of failures within the substrate
network [3]. Network Virtualization is equipped with
several monitoring tools (e.g., for bandwidth or memory
usage) that can be used to detect malfunctioning or mali-
cious nodes, which have to be isolated and then removed
from the network [25]. Moreover, the flexibility and pro-
grammability of each virtualized network element [3], [25]
imply an increase in the importance of secure program-
ming.

Lastly, to help prevent failures that could lead to
compromised network security, the InPs are required to
employ admission control. Primarily due to dynamic resiz-
ing of allocated resources, it is challenging to constantly
account for the physical network’s available resources.
However, this is necessary for upholding QoS guarantees
and ensuring a secure network [8].

5. Combining Time-Sensitive
and Network Virtualization

Networking

As these technologies mature, integrating one into the
other is a logical step. This section will explore difficulties
arising from said integration, like timing precision and
scheduling, while highlighting synergetic effects, making
this a promising area of research.

5.1. Challenges and limitations

Timing Precision and Hardware Constraints.

In a TSN-enabled network, precise time synchronization
across all network components is typically achieved by the
PTP. However, in software-only implementations of the
PTP, time stamps are obtained at higher network layers
due to the lack of specialized hardware interfaces, intro-
ducing jitter and undermining timing precision [15]. This
issue is particularly critical in virtualized environments
because the often-used general-purpose hardware limits
support for specialized functionality.

Virtualized environments add complexity due to the
lack of hardware timestamping support and delays intro-
duced by hypervisors and virtual switches [10], [15]. In
such settings, achieving nanosecond precision is difficult.
For example, using the software-based TAPRIO qdisc in
Linux systems may result in synchronization failures when
combined with the PTP if the NIC lacks IEEE 802.1AS
support [7]. Frame drops or delays and clock synchro-
nization become unpredictable when hardware queues are
full, or timing mechanisms are unavailable or not properly
emulated [6]. This additional unpredictability caused by
virtualization can not be tolerated in real-time environ-
ments.

Moreover, VMs and containers introduce additional
overhead through multiple network stack traversals, which
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can considerably impact timing guarantees [10]. For ex-
ample, it takes roughly 3 to 10 us to enter and exit
a VM and perform an I/O operation [26]. While the
use of kernel-bypassing technologies like the DPDK and
direct device assignment improve performance, they re-
duce flexibility by tightly coupling virtual machines to
specific physical resources (i.e., complicating VM migra-
tion). They also come at the cost of increased CPU load,
which can further jeopardize the strict QoS requirements
of TSN [11].

Additionally, software-only TSN stacks are inefficient
with regard to checksum calculations and memory oper-
ations, as specialized HW like NICs and Direct Memory
Access controllers typically handle these. In such cases,
these tasks consume considerable CPU resources and can
introduce latency, which is detrimental to real-time perfor-
mance and reliability. The software-based network stack
with TSN support proposed by Denzler et al. tolerates
the mentioned loss in performance in favor of reducing
dependence on hardware-specific capabilities [27].

Lastly, heterogeneous networks and inconsistent hard-
ware capabilities across network segments further worsen
the synchronization issues. The need for priority trans-
lation and the degradation of synchronization across do-
mains can result in inconsistent scheduling behavior and
increased jitter, which are difficult to compensate for [1].
Depending on the given TSN requirements, these condi-
tions may not be sufficient.

Scheduling Complexity and Resource Con-
tention. TSN relies on centralized scheduling and shap-
ing mechanisms (e.g., TAS). The schedules are usually
computed offline, which requires a static view of the
network topology and traffic flows [6]. These mechanisms
become more complex when integrated into virtualized
environments, where topologies are dynamic due to VM
migrations or scaling. In such cases, offline scheduling
approaches can become ineffective, as real-time dynamic
reconfiguration is not scalable [6], [28].

Virtualization techniques amplify scheduling complex-
ity as they allow virtual components such as talkers and
listeners to be placed flexibly across the network nodes.
This increases the dimensionality of the scheduling prob-
lem since both placement and timing must be optimized
to preserve end-to-end latency guarantees [1].

Moreover, many incremental scheduling algorithms
are designed to accommodate new flows without mod-
ifying previously allocated time slots to prevent jitter
and inconsistencies. While these algorithms support some
dynamic updates, it becomes problematic in virtualized
networks where frequent and flexible reconfiguration is
often required [14].

Additionally, optimal resource scheduling is itself, as
discussed in section 3, NP-hard and typically requires
heuristic solutions [8]. These heuristics may not be ac-
curate enough to support the hard real-time requirements
of TSN, even more so in scenarios where multiple infras-
tructure providers are required to coordinate themselves.

Highly parallel processing platforms, like in automo-
tive systems, introduce even more uncertainty because
multiple virtualized components compete for shared re-
sources (e.g., memory, I/O bandwidth). This may lead to
execution time variability (i.e., jitter), presenting another
challenge in virtualized TSN environments [12]. The poor
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timing predictability is especially problematic for traffic
with hard deadlines, meaning such virtualized parallel
systems are not well-suited for real-time guarantees.

Finally, complexity further increases because of the
physical resource constraints (e.g., limited processing or
buffer capacity at gateways) to which deployed virtual net-
work functions must adhere. It is not possible to minimize
the resulting jitter in polynomial time [29].

5.2. Possible synergetic effects

Although they do not solve any of the challenges of
implementing one another, TSN and network virtualiza-
tion each address some weaknesses of the other. As pre-
viously mentioned, real-time-enabled virtualized networks
have applications across a wide range of industries. The
following will be a concise overview of how both tech-
nologies can benefit from each other once the previously
discussed challenges are overcome.

e Virtualized networks may introduce unpredictable
latency, jitter, and even packet loss due to shared
physical resources and virtualization overhead [6],
[11]. The lack of real-time guarantees can make
VNs impracticable in ultra-low latency systems. If
TSN is introduced to such systems, a bounded la-
tency and deterministic transmission can be guar-
anteed through the various mechanisms described
in the TSN standard.

o TSN is typically rather strict, assuming static
topologies and centralized offline scheduling [6].
This can become infeasible in more dynamic envi-
ronments, like cloud-based or industrial systems.
Network virtualization can enable dynamic de-
ployment of TSN-enabled functions across VMs,
increasing flexibility and scalability.

e As TSN traditionally requires hardware support
(e.g., by NICs [7]), experimenting with it can
be expensive. Many TSN features can be imple-
mented in software on general-purpose COTS HW,
enabling better academic research and simpler
testing using virtualized networks.

6. Conclusion and future work

The paper examined TSN and network virtualization
separately before investigating the challenges of deploying
TSN within virtualized network environments. This high-
lighted how their realization poses timing, scheduling, and
resource management issues. Identified challenges include
a lack of hardware support in virtualized environments
(e.g., for timestamping), limitations of centralized offline
scheduling in dynamic topologies, and the difficulty of
achieving deterministic behavior in systems that inherently
tend towards flexibility.

Several research directions must be pursued to fully
leverage the benefits of TSN in virtualized networks.
Firstly, ongoing research on developing accurate clock
synchronization protocols should be directed towards
fully software-based implementations. Moreover, flexible
scheduling algorithms must be specifically designed and
evaluated for dynamic environments while still enabling
real-time guarantees. Furthermore, practical solutions for
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solving the VNE problem in real time are needed. Fur-
ther improving kernel-bypassing techniques could be a
viable research direction to increase performance while
preserving the configurability and scalability of virtualized
networks.
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