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Abstract—The European Digital Identity (EUDI) Wallet cre-
ates new opportunities for issuing verifiable digital diplomas
as Qualified Electronic Attestations of Attributes (QEAA).
This paper explores and compares market models for
QEAA-based diploma issuance and verification. The mod-
els under consideration include university-operated Qual-
ified Trust Service Providers (QTSPs), outsourcing to ex-
ternal providers, government-supported schemes, pay-per-
verification, and industry-sponsored approaches. By exam-
ining stakeholder incentives and dependencies, this paper
highlights benefits and limitations per model. The analysis
reveals that there is no dominant market model, as the
optimal strategy depends on the use case and stakeholders.
Hybrid approaches can help adapt and apply models to
specific use cases, and an adoption phase may help gaining
trust and experience at a lower initial investment.

Index Terms—EUDI wallet, QEAA, eIDAS 2.0, verifiable
credentials, digital diplomas, market models

1. Introduction

The European Digital Identity (EUDI) Wallet, intro-
duced in the eIDAS 2.0 framework [1], is changing how
digital credentials are issued, stored, and verified. One key
application is the issuance and verification of Qualified
Electronic Attestations of Attributes (QEAA) [2], such as
higher education diplomas. This process involves multiple
stakeholders, each with distinct roles and incentives.

Although the wallet infrastructure is evolving, there
is a lack of analysis regarding sustainable market models,
particularly for the use case of digital university diplomas.
Actors here are universities, graduates, Qualified Trust
Service Providers (QTSPs), and employers [3], and their
interaction affects the sustainability and accessibility of
the EUDI wallet. This paper examines market models that
could govern the issuance and verification of QEAA-based
diplomas within the EUDI wallet ecosystem.

Section 2 provides an use-case-independent overview
of the legal and technical foundations. Section 3 delves
into the use case, by describing the problem and examin-
ing stakeholders, their roles, and incentives. By analyzing
incentives and funding mechanisms, Section 4 explores
applicable models, considering university-, government-,
and verifier-centric approaches. Using the QEAA-based
diploma use case as a representative scenario, this paper
aims to identify which market models can sustainably
support the issuance and verification of QEAA, while bal-
ancing incentives, accessibility, and financial obligations.

2. Background and Regulatory Framework

Regulation (EU) No. 910/2014 [4], known as eIDAS,
established a legal framework for electronic identification,
authentication, and trust services across the EU. Aimed at
enabling cross-border interoperability of services such as
eID, signatures, and seals, it faced limited adoption due
to restricted user control and lack of support for attribute
issuance [5], [6]. Additionally, its inflexibility with respect
to supporting diverse use cases caused it to be "unable to
respond to new market demands for Identity Management"
[7, p. 439]. These issues led to its 2021 revision and intro-
duction of eIDAS 2.0 [1], which mandates that Member
States provide citizens an EUDI Wallet [8].

2.1. European Digital Identity Wallet Ecosystem

The EUDI Wallet is a standardized and user-centric
digital wallet proposed by the European Union. Its main
objective is enabling citizens and organizations to store,
manage, and verify digital certified attributes [9]. This
wallet is related to the concept of Self-Sovereign Identity
(SSI), a model where users fully control their identity
data and can selectively share verified credentials issued
by trusted entities [10]. In the EUDI ecosystem, Trust
Service Providers (TSPs) are trusted entities that issue
Personal Identification Data (PID), a person’s core identity
attributes like name and date of birth. Comparable to the
SSI approach, the ecosystem is based on a trust triangle
betweet its participants, with the roles depicted in table 1:

TABLE 1: Digital Identity Ecosystem Participants [9]

Participant
EUDI

SSI Equivalent Description

PID Provider Issuer Issues identity attributes
End User Holder Wallet user who stores

and presents credentials
Relying Party Verifier Validates credentials

In this relationship, TSPs issue verified credentials to
users, who share them with a relying party to prove their
identity or attributes [10]. Wallet users control what infor-
mation they present to the relying party for verification.
This concept is referred to as Selective Disclosure [9].

2.2. Electronic Attestations of Attributes

In the EUDI Wallet Ecosystem, electronic attributes
refer to verified pieces of information, belonging to a
person or organization, that can be stored, shared, and
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verified digitally. The attestation of attributes, such as
certificates, licenses, and professional or educational qual-
ifications can be issued by TSPs or public authorities [2].
Based on the required level of assurance, a distinction
is made between different types of attribute attestations,
affecting their issuance and legal recognition [11]:

• Qualified Electronic Attestations of Attributes
(QEAA) are issued by QTSPs which must be
accredited according to the eIDAS 2.0. Examples
of QEAA include education diplomas, and their
legal effect is equivalent to paper documents [12].

• Public Electronic Attestations of Attributes
(Pub-EAA) are attributes originating from offi-
cial government records, for example driver’s li-
censes [11]. Issuers are public authorities, and the
legal effect is also equivalent to paper documents.

• Electronic Attestations of Attributes (EAA),
also called non-qualified EAAs, do not have to be
issued by a QTSP as they do not require the same
level of assurance. Issuers can be non-qualified
TSPs, but the legal effect is not equivalent to pa-
per documents. Examples of non-qualified EAAs
include gym membership attestations [12].

2.3. Monetization Strategies

One of the core requirements outlined in the eIDAS
2.0 regulation is that the EUDI Wallet should be provided
to citizens free of charge [9]. Additional costs may arise
for the other ecosystem participants based on the services
they provide, particularly for QTSPs due to strict qualifica-
tion requirements and regular conformity assessment [8],
[13]. Developing sustainable business models and mon-
etization strategies for attribute attestations is essential
for the successful implementation of a self-sustaining
wallet ecosystem [14]. Castaldo et al. [14] identify three
different pricing models, given that the system architecture
incorporates fitting verification and attribute management
methods to support the corresponding model:

• Issuance-based: In a pay-per-issuance fashion,
the user covers the cost of receiving a verified
attribute [15].

• Verification-based: Contrary to the above model,
the relying party would be required to pay-per-use
upon verifying a presented credential [15].

• Free of charge: Neither the wallet user nor the
verifier have to pay. To ensure sustainability, this
would most probably require external funding such
as government subsidies [13].

With the foundational principles established, this paper
now focusses on the issuance and use of digital university
diplomas as a representative use case of QEAA.

3. Use Case: QEAA for University Diplomas

This section showcases how the abstract technical
components and ecosystem participants translate into real-
world implementations, namely digital university diplo-
mas. Graduates typically need to prove their qualifications
for employment or further study. Paper-based verification
is slow, error-prone, and susceptible to fraud [13], [16],

with additional challenges in cross-border recognition
[17]. The EUDI Wallet provides an opportunity for an
interoperable, and user-oriented verification of educational
qualifications [18]. Diplomas as QEAA are legally recog-
nized, cross-border operational [12], and can be seam-
lessly integrated into digital workflows, e.g. supported by
the EU’s Single Digital Gateway, which aims to stream-
line access to public services across Member States [19].
In a sustainable ecosystem, participants require financial
compensation for provided services. This paper therefore
explores market models for issuing digital diplomas in the
EUDI ecosystem.

3.1. Stakeholders and Roles

The stakeholders are the degree-awarding institution,
a QTSP, the graduate, and the employer or higher ed-
ucation institution the graduate is applying to [3], [18].
The university acts as the issuer, but might partner with
an external TSP instead of fulfilling that role exclusively
itself. [3]. The graduate acts as the wallet user and the
employer as the relying party.

University
(Attribute Provider)

Qualified Trust Service
Provider (QTSP)

Student
(Credential Holder)

Verifier
(e.g., Employer)

Diploma Data

QEAA

QEAA Presentation

Validation

Figure 1: Attribute Issuance Workflow

Figure 1 shows the workflow for issuing and verifiy-
ing QEAA diplomas. Solid arrows indicate attribute data
flow, and the dotted arrows the verification process. The
university transfers the diploma information to the QTSP
via a secure channel. Upon receiving the information and
identifying the student, the QTSP issues a QEAA for
the diploma to the student’s wallet. Within an applica-
tion process, the student presents these credentials to the
employer, who verifies them via the QTSP’s signature [3].

3.2. Incentive Structure and Value Gain

To identify applicable market models for the presented
use case, it is necessary to understand the stakeholders’ in-
centives, especially their potential financial benefits. This
is important when considering the central question of who
is willing to pay for the attribute attestation.

• Issuing universities may benefit from improved
process efficiency, enhanced reputation, and com-
pliance with EU digital standards [3].

• Graduates gain portable, verifiable credentials that
improve cross-border access to jobs and educa-
tion [18].

• Employers can reduce hiring costs and impede
fraud through digital verification [16].

• QTSPs directly monetize their services through
their attestation business models [14].
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3.3. Related Work

Vaziri et al. [3] analyze the use case of universities
issuing digital diplomas, considering the regulatory and
operational challenges under the eIDAS 2.0 regulation.
A comparison of the approaches of diplomas as QEAA
as opposed to qualified sealed documents, reveals that
"QEAA offers superior interoperability and holder bind-
ing, [but] it faces regulatory uncertainty and implementa-
tion complexities" [3, p. 183]. Vaziri et al. explore sce-
narios where the university becomes a QTSP, outsourcing
to an external QTSP as shown in Figure 1, university al-
liances, and a "bring-your-own-QTSP" [3, p. 189] model.
Vaziri et al. [3] and Seegebarth et al. [2] also explore the
possibility of credentials electronically signed as qualified
electronic seals (QSeals) according to eIDAS 1.0, to ease
adoption until QEAA are fully applicable in the market.

4. Market Models for QEAA-Based Diploma

Having established the operational dynamics of digital
diplomas in the EUDI ecosystem, we now focus on the
market models that could emerge to support, govern,
and monetize such use cases. Understanding the value
exchange mechanisms and the economic and social impli-
cations for each market model is important for assessing
the benefits and limitations for stakeholders. Implementing
QEAA-based diplomas requires upfront investment and
ongoing compensation. Strong incentives for stakeholders,
in the form of substantial value gains, are necessary to
promote stakeholders’ willingness to pay. Network effects
also play a role, as a full transition from paper-based
to QEAA diplomas depends on widespread issuance and
employer adoption of digital application processes. While
graduates do benefit, as outlined in Section 3.2, their
benefits are not financial and their willingness to pay is
low, as a consequence [16]. Additionally, as the EUDI
Wallet is intended to be free for users [13], market models
must focus on other stakeholders.

This section presents five models, based on either the
university, the government, or the verifier bearing the pri-
mary cost. As the academic literature regarding formalized
market models for QEAA is scarce, these models are
mainly adopted from SSI-related monetization strategies,
or transferred from related trust services.

4.1. University-Centric

Similarly as proposed by Vaziri et al. [3], the
university-centric approach considers both the possibility
of the university becoming a QTSP and enlisting an
external QTSP.

4.1.1. Internal QTSP. In this market model, the univer-
sity itself becomes a QTSP and directly issues QEAA
for diplomas. This model provides a high level of trust,
since the university acts as both the authentic source of
the academic credential and is responsible for its authen-
ticity [3]. For verifiers, this direct issuance simplifies trust
relationships as there is no dependency towards external
issuers. The university’s motivations might include the
ability to exercise full control over credential issuance and
remaining the technical authority for authenticity, which is

also visible in the attribute attestation [3]. This approach
could also help avoid vendor lock-in by reducing reliance
on third-party infrastructure.

To gain and maintain the qualification status, univer-
sities must meet strict requirements and regularly face
conformity assessments. Vaziri et al. [3] conclude that
the regulatory and financial requirements are too high,
especially for smaller universities. University alliances,
such as EuroTeQ [20], could reduce the operational cost
per university. This approach could be considered a hybrid
version of the internal and external QTSP model.

4.1.2. External QTSP. In the external QTSP model, uni-
versities enlist an already accredited QTSP. The university
maintains its role as the authentic source, while delegating
the technical processes of credential creation, signing,
and lifecycle management to the external QTSP [3]. The
primary benefit in comparison to the internal approach is
that universities can implement eIDAS-compliant creden-
tials without substantial upfront investments. For verifiers,
trust in the credential depends on both the external QTSP,
and the university that is referenced in the QEAA as the
attribute source [3]. However, it introduces a long-term
dependence on the external service provider.

The university’s financial gain depends on the price for
issuing a QEAA-diploma compared to a paper-diploma,
and whether the paper-based process can be replaced
entirely. As of now, there is no standard price for QEAA
in the European market. Since both services are regulated
trust services under eIDAS, the pricing model might be
similar to that of remote qualified electronic seals, allow-
ing for an estimate. Sign8 is a German QTSP, that charges
approximately 2.50 EUR per signature, within a volume-
based pricing model [21]. In the year 2023, the Technical
University of Munich (TUM) had 9 541 graduates [22].
Assuming no more than 12 000 graduates per year, TUM
would be charged up to 30 000 EUR per year by Sign8.

4.2. Government-Centric

In the use case of QEAA diplomas, the government
was not considered a stakeholder so far, despite its signif-
icant role in the EUDI ecosystem. It plays a crucial part
either by directly providing the wallet infrastructure or
by enabling private providers to do so in a competitive
market [13]. This role was neglected in the previous
consideration because the infrastructure provider does not
significantly influence the presented market models. How-
ever, given the government’s involvement, government-
supported market models will also be considered.

External funding via direct subsidies could reduce
the financial barrier for the issuance of digital diplo-
mas by making the outsourcing model more financially
sustainable, especially for smaller universities. Alterna-
tively, state-operated TSPs could be established, issuing
the diplomas on behalf of universities free of charge,
comparable to the issuance of PuB-EAA [11]. At the
same time, this could introduce bureaucratic burdens, slow
down innovation cycles, and may raise concerns about in-
stitutional autonomy. Nonetheless, government-supported
issuance could enhance accessibility to QEAA diplomas
for all universities and support financial sustainability, if
the ecosystem is not self-sustaining.
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4.3. Verifier-Centric

Long-term self-sustainability in the EUDI Wallet
ecosystem can also be achieved if the verifier contributes
to the financial compensation. As verifiers, such as em-
ployers, benefit from improved credential verification pro-
cesses, making manual verification obsolete and prevent-
ing fraud, they have an incentive to invest [13], [16].
Similarly as for the university-centric models, the will-
ingness to pay depends on the opportunity cost compared
to current paper-based verification processes.

4.3.1. Pay-Per-Verification. The Pay-Per-Verification
model is based on the verification-based monetization
strategy on the side of the QTSP. This model is transferred
from market models for digital identification services,
such as know-your-customer processes, in which the re-
lying party pays an identity provider per user identifica-
tion [23]. In this analogy, the QTSP corresponds to the
identity provider and the employer to the relying party.

Universities collaborate with external QTSPs, which
employ a verification service that charges the verifier to
establish a usage-based monetization [14]. Cost for uni-
versities and students would be eliminated and transferred
to the employer. However, if different universities use
different QTSPs without a unified verification interface,
this could introduce process inefficiencies as employers
have to adapt to the corresponding interfaces.

Additionally, privacy concers arise from tracking veri-
fication requests for billing purposes. This tracking could
potentially lead to exposure of information regarding the
verification of credentials by specific parties. Depending
on the implementation, service providers could potentially
link users and credentials to verification requests, and
ultimately to the verifier [14], [16]. However, Castaldo
et al. [14] suggest a verification approach that would
maintain user anonymity and eIDAS compliance, even
considering a verification-based monetization strategy.

4.3.2. Sponsored Attestation. Academic credentials are
typically static, therefore they would be issued once and
potentially verified multiple times [13]. The pay-per-
verification model has the potential to establish long-
term sustainability and support ongoing maintenance of
the trust infrastructure. However, frequent verification fees
might discourage adoption from the employer’s side.

In the Sponsored Attestation model, companies that
directly benefit from the academic training of students
cover the costs of issuing eIDAS-compliant digital diplo-
mas. This model is particularly interesting when empirical
evidence indicates that a significant proportion of univer-
sity graduates are likely to apply to a particular employer.
Examples of this use case could be dual study programs
or university-industry partnerships, such as those between
TUM and SAP [24].

Similarly to government funding, universities would
benefit due to the reduced financial demand while
strengthening institutional ties with partners. However,
this approach could potentially result in unequal access,
where students of universities without industry partners
might lack digital academic credentials. This could lead
to a heterogeneous credential ecosystem and negative
network effects.

Nonetheless, this model could support the adoption of
QEAA and a self-sustainable ecosystem by aligning finan-
cial responsibility with financial benefits for the employer.
These employers could also benefit from this model if it is
implemented in the early stages when digital credentials
are not yet established as market standard. This would
give them early access to the benefits of digitally verifiable
academic credentials.

4.4. Adoption Phase

The implementation of verifiable credentials in busi-
ness processes is subject to network effects [13]. Integrat-
ing QEAA into processes requires substantial investments
in infrastructure and system integration, while the return
on investment depends on the usage rate. This effect could
hinder the use of QEAA-diplomas in the early stages of
EUDI ecosystem development, as the potential return on
investment may seem too low.

Seegebarth et al. [2] suggest splitting the transition
towards QEAA into two phases, whereas the first phase
represents an adoption phase. During this phase, verifiable
credentials would be implemented as eIDAS compliant
qualified sealed documents [2], [3]. The infrastructure for
this approach is already implemented and stakeholders
could gain trust and experience with the technology at
a lower cost, before QEAA will be fully utilized in
the second phase. Ultimately, QEAA are superior to the
QSealed document approach due to higher interoperabil-
ity, seamless process integration, and selective disclosure
features [3].

5. Conclusion

As eIDAS 2.0 facilitated the widespread adoption of
the EUDI wallet and QEAA-based credentials, the ques-
tion of how market models will shape the issuance and
verification of digital diplomas becomes increasingly crit-
ical. The models explored in this paper differ in funding,
monetization strategy, and stakeholder dependencies and
obligations, based on their respective incentive structures.

The internal QTSP approach provides the university
with maximum institutional control, but it requires the
university to meet strict conformity requirements, which
introduces high costs, making it not viable especially
considering smaller universities. Outsourcing to external
QTSPs offers better operational efficiency but introduces
dependencies on third parties.

Government-supported models would improve acces-
sibility independent of the university’s size and budget.
Public funding may also support adoption, as network
effects limit stakeholders’ willingness to invest during
early stages with low returns. Both direct subsidies and
central public services could support equity and adoption
but might reduce flexibility and institutional autonomy.

The pay-per-verification and sponsored attestation ap-
proaches would directly link costs to verifiers’ benefits
but could introduce privacy risks or unequal access. The
willingness to pay for both the issuing universities and
employers depends on the transition cost and operational
cost compared to paper-based diplomas.
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Further work could include comparative analyses re-
garding the cost and effort between paper-based and digi-
tal credential issuance and verification. Hybrid approaches
could also be applied since it is unlikely that one single
model will universally fit all educational contexts. Ulti-
mately, the success and sustainability of QEAA-diplomas
will depend on balancing financial sustainability, privacy,
and institutional autonomy.
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