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Abstract—The European Union’s eIDAS 2.0 regulation
introduces Qualified Website Authentication Certificates
(QWACs) to enhance web authentication through verified
organizational identity. To address criticism regarding reg-
ulatory influence over the global root trust stores, the ETSI
recently proposed a novel approach, 2-QWAC, which binds a
QWAC to a standard TLS certificate via a digital signature.
This binding process, however, introduces operational com-
plexity, especially in environments where TLS certificates
are frequently rotated using the ACME protocol. In this
work, we survey common ACME implementations and ana-
lyze the feasibility of automating 2-QWAC binding renewal.
We present a proof-of-concept automation that extends the
ACME flow in a popular and open-source web server.

Index Terms—qualified web authentication certificates, 2-
qwac, eidas 2.0, acme, pki, automation

1. Introduction

The European Union’s eIDAS 2.0 regulation in-
troduces Qualified Website Authentication Certificates
(QWACs) to add verifiable organizational identities to
web authentication [1]. Unlike the Extended Validation
certificates, which have been removed from the user in-
terfaces of major web browsers [2], QWACs are issued by
Qualified Trust Service Providers (QTSPs) in the EU [3].

Initial criticism from browser vendors and academia
focused on the regulatory requirement for browsers to ac-
cept TLS certificates from those QTSPs. This would have
required including all EU-qualified Certificate Authori-
ties (CAs) into global root stores. Browser vendors and
academia raised two main concerns: First, this requirement
would circumvent the existing restrictions and processes
of global root stores, possibly introducing security risks.
Second, government intervention in the web trust model
would set a dangerous geopolitical precedent. [4], [5]

In response, the European Telecommunications Stan-
dards Institute (ETSI) revised the specification and intro-
duced a novel approach called 2-QWAC. It does not pro-
vide backwards compatibility, but co-exists along the orig-
inal approach now called 1-QWAC. This new framework
decouples identity assertion from transport layer security
by binding the QWAC to a separate, conventionally issued
Transport Layer Security (TLS) certificate. Importantly,
the QWAC is not used directly for the TLS handshake
but is validated separately via a signed binding. While
the specification still mandates visual indicators in web
browsers when a website uses a valid QWAC, 2-QWAC

provides a compromise between introducing website iden-
tity verification under eIDAS 2.0 and recognizing the
autonomy of browser vendors since it allows for a separate
QWAC root CA store instead of government-controlled
additions to a browser’s TLS root CA store. [3]

Major browser vendors have started efforts to imple-
ment QWACs [6], however, there do not yet exist solutions
to integrate them with the TLS tool chains in modern
web environments. With increasing TLS automation –
encouraged by organizations like the National Institute of
Standards and Technology [7] – via the Automatic Cer-
tificate Management Environment (ACME) protocol [8],
the added complexity of the 2-QWAC binding presents a
new challenge.

This paper investigates how such bindings can be
automated and synchronized with TLS certificate issuance.
We make the following main contributions:

• We provide an overview of popular ACME v2
implementations.

• We analyze integration opportunities for automat-
ing the QWAC bindings in a popular ACME v2
implementation.

• We implement a proof-of-concept binding renewal
mechanism for a popular open-source web server.

2. Background

For analyzing opportunities for automating the 2-
QWAC binding renewal, an understanding of the two main
concepts involved is necessary. This chapter provides an
overview of those – the 2-QWAC framework and the
ACME protocol.

2.1. 2-QWACs

QWACs are X.509 certificates issued by Qualified
Trust Service Providers. The certificates contain validated
organizational identity attributes about a website’s opera-
tor. [3] QTSPs are EU-qualified and -supervised CAs that
conform to regularly audited legal requirements. Examples
include the implementation of the NIS2 directive [9] and
obligations to the identity verification process set by the
eIDAS legal framework. [1]

The current ETSI specification [3] defines two co-
existing approaches:

• 1-QWAC: The QWAC is used as TLS certificate,
combining the identity assertion and TLS hand-
shake. In this approach, QWACs replace standard
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TLS certificates. If the certificate received as part
of the TLS handshake contains indicators that it is
a QWAC, this approach is used.

• 2-QWAC: The QWAC is digitally bound to a stan-
dard TLS certificate. Browsers validate the identity
information independently of the TLS handshake.

The 2-QWAC binding is implemented through a
JAdES (JSON Advanced Electronic Signature) structure
signed using the QWAC private key. The structure refer-
ences both the QWAC and the TLS certificate fingerprints.
Website operators obtain QWACs and create bindings to
their TLS certificates. [3]

Figure 1 shows the flow of a typical, successful 2-
QWAC binding verification in web browsers. They first
validate the TLS certificate using their root trust store as
part of the usual TLS handshake. During a TLS session,
the web server’s response includes an HTTP Link header
pointing to the binding. Web browsers then fetch the
binding and validate it using the separate EU trust store.
If validation succeeds, the browser is supposed to show

the EU Trust Mark and the identity data of the QWAC. [3]

2.2. ACME

The Automatic Certificate Management Environment
protocol standardizes automated certificate issuance. Man-
ually obtaining a TLS certificate usually involves gener-
ating a Certificate Signing Request (CSR), sending it to a
CA, proving domain ownership, and deploying the issued
X.509 certificate on a web server. ACME allows web
servers to automatically request TLS certificates, prove
domain control, and deploy the certificates with minimal
website operator input. [8]

The ACME specification defines the following flow
for the automated process: [8]

1) Account registration: An ACME client – the web
server – requests an account with an ACME
server – the CA. The client sends optional contact
information or other optional data along with a
signature.

2) The client submits a certificate order.
3) Proving domain ownership: The ACME server

sends the client a list of challenges to prove
domain control. The client solves those chal-
lenges, for example, by creating a domain record
containing a unique value (dns-01) or returning
a unique value in an HTTP response (http-01).
The ACME server validates the challenge results.

4) The client submits a Certificate Signing Request
(CSR) to the ACME server.

5) Deployment: After the server issues the certifi-
cate, the client downloads and installs it.

3. ACME Client Survey

Automating the 2-QWAC binding requires awareness
of when TLS certificates are issued or renewed. Thus, we
aim to extend the ACME flow with logic to create the
binding between the QWAC and the TLS certificate. Ad-
ditionally, we need to extend the web server, for example,
to serve the binding. Thus, an extensible ACME client
with high integration with a web server is ideal for our
use case.

In this chapter, we highlight three conceptually dif-
ferent, popular ACME v2 implementations. We evaluate
them based on two criteria:

• Integration Level: This describes how tightly cou-
pled the ACME client is with the HTTP server.
Clients that have a high integration level are em-
bedded within the HTTP server runtime and can
directly influence the certificate lifecycle and mod-
ify web requests. Standalone tools that operate
outside the web server have a low integration level.
For our purpose, a high integration is ideal.

• Extensibility: This refers to how easily the ACME
client can be extended. A low extensibility means
that the client provides no or a limited plugin
API, while a highly extensible client has a modu-
lar architecture. Our approach benefits from high
extensibility.

Certbot [10] is a widely used command-line ACME
client maintained by the Electronic Frontier Foundation. It
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is written in Python and can be used both as a standalone
application as well as in combination with an existing web
server like Apache or nginx. Other, not officially supported
web servers can integrate Certbot through plugins. [11]

Certbot stores obtained certificates at predefined paths
(/etc/letsencrypt/live/$domain) and relies on exter-
nal configuration in the web server to deploy them [11].
Thus, it is loosely coupled with the actual web server.
Working with predefined locations should not pose an
issue when creating the binding: we know the location of
the TLS certificates and can define a path where website
operators should place QWACs. However, we would need
to additionally extend the web server to serve the binding
and modify the HTTP response headers.

cert-manager [12] is a Kubernetes certificate con-
troller written in Go. It automates the TLS certificate
issuance and management in a Kubernetes cluster. As part
of a modular issuer framework, it also incorporates an
ACME client. cert-manager consists of three Kubernetes
pods – a controller, a webhook, and a CA injector –,
making extension for binding logic more complex. Its
integration is specific to Kubernetes and less applicable
to general-purpose HTTP server deployments.

Caddy [13] is a modular and extensible HTTP server
written in Go. It has built-in modules with different
implementations to obtain TLS certificates, one of them
being an ACME v2 client. Since the ACME module is
implemented directly in the web server, it has a very high
integration. This means we should be able to effectively
modify the HTTP header and add endpoints. Caddy’s
modularity should aid in extending the ACME client to
control the certificate obtaining process.

4. Automated QWAC Binding Renewal

From the options we discussed, Caddy provides the
most promising foundation for automating the QWAC
binding renewal process due to its high extensibility and
high integration of the ACME module with the web server.
Thus, in the following, we analyze how QWAC binding
renewal can be achieved in Caddy.

4.1. Architectural Overview of Caddy

Caddy is a statically linked Go binary, but follows a
modular and extensible architecture by offering a plugin
system. Architecturally, Caddy can be divided into three
parts: [14]

• The command is Caddy’s command line interface.
• Caddy’s core reads the configuration file and is

responsible for module orchestration.
• A set of modules, both built-in and by external

developers. They contain most of Caddy’s func-
tionality and implement server features.

Modules define their own configuration options. They
follow a well-defined lifecycle: The load phase loads the
module into memory. The provision phase contains the
module setup code. The use phase executes the module
logic and the cleanup phase unloads the module. [14]

4.2. Implementation Approaches

In the following, we describe three strategies to hook
into certificate issuance in order to implement automated
binding renewal in Caddy.

Storage module. By implementing the interface
certmagic.Storage, it is possible to detect file changes,
including certificate file changes. Compared to a naive file
polling approach, this method should be able to detect
certificate changes with more precision. However, while
precise in detecting changes, this method lacks context: we
cannot immediately distinguish TLS certificate from other
certificates, nor determine whether the event corresponds
to issuance or renewal.

Issuer wrapping. certmagic.Issuer is an interface
implemented by certificate issuers. By wrapping the ex-
isting ACMEIssuer and registering it as new Issuer, we
can intercept calls to the Issue() function. This provides
full access to the CSR and the issued certificate, enabling
precise and controlled execution of binding logic. How-
ever, our second approach is not as general as our first
approach since it is specific to the issuer we wrap. Ad-
ditionally, this modification of the internal issuer pipeline
risks compatibility issues with future versions of Caddy.

Event-based hook. Our third approach uses Caddy’s
built-in event module. Caddy emits a cert_obtained
event when a TLS certificate is successfully obtained. We
can register a listener for this event and trigger the binding
logic. Since the event only contains the certificate path,
we need to parse the raw certificate bytes, which adds
additional complexity. However, we can reuse existing
libraries for this task. This approach is non-intrusive and
generic across issuers, while offering us the control over
the issuance process we require.

4.3. Proof-of-Concept Implementation

To show the feasibility of automated binding renewal
for 2-QWAC, we implement a proof-of-concept binding
renewal for Caddy. We choose the event-based approach
for its precision and robust compatibility. It comprises two
Caddy modules.

Middleware module. We implement a middleware that
modifies the ServeHTTP() function. It adds the Link
header to HTTP responses pointing to a configurable
endpoint. Additionally, it serves the corresponding con-
figurable endpoint which returns a static dummy JWT.
Event listener module. The event handler subscribes to
the cert_obtained event. Upon a newly created or issued
TLS certificate, it resolves the certificate paths and parses
the raw certificate bytes using Go’s crypto/x509 package.
Then, it computes a SHA-256 thumbprint and prints it
as proof that the certificate renewal has been detected.
The event handler then generates an HMAC-SHA-256
signature using a static secret as a placeholder for the
QWAC private key to simulate a digital binding operation.

4.4. Evaluation

We evaluate the implementation using Pebble, a
lightweight and local ACME test server [15]. We config-
ure our test setup with 15 seconds certificate lifetime in
Pebble, ten seconds renewal interval in Caddy and disable
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the challenge validation in Pebble for rapid testing. Then,
using those configurations, we start a local Pebble server
and a local Caddy server including our modules.

Using curl [16], we send a GET request to the Caddy
server. We inspect the HTTP response and validate the
presence and correctness of the Link header. We then
verify that requests to the Link header URL return the
static dummy JWT. Thus, we conclude that the middle-
ware module is working correctly. Next, we observe the
certificate renewals. Each certificate renewal triggers an
event within the Caddy server once Caddy’s polling has
detected it. The event listener module creates a log entry
including the certificate thumbprint and the HMAC-SHA-
256 signature. In conclusion, the results confirm that the
automation functions correctly under continuous rotation.

5. Conclusion and Future Work

The European Union’s eIDAS 2.0 regulation has ini-
tially received criticism from both browser and academia,
partly due to the introduction of QWACs [4], [5]. A
recent change to the QWAC specification introduces 2-
QWAC, an approach which does not require the addition
of EU-mandated certificate authorities to global root trust
stores [3]. 2-QWAC offers a viable compromise between
verified organizational identity and browser trust auton-
omy.

However, the 2-QWAC approach introduces more
complexity; by separating identity verification and TLS
handshake, a binding between QWAC and TLS certificate
is necessary. Manual management of bindings would not
be feasible for websites with frequent certificate rotation.

It is our belief that the adoption of QWACs depends
on the ability to integrate with modern, automated TLS
workflows. Our work demonstrates that automation of 2-
QWAC binding generation and renewal is both feasible
and practical. By leveraging Caddy’s modular architecture
and integrated ACME client, we implemented a proof-
of-concept that extends the ACME flow and is able to
dynamically serve bindings. We aim to make our imple-
mentation fully ETSI-compliant by implementing JAdES
binding generation.

For the adoption of QWACs to succeed, however,
implementations for other popular ACME clients like
Certbot are necessary. We identified multiple approaches
to automate the 2-QWAC binding, which future work
could generalize for other ACME clients. Furthermore, we
discussed characteristics of other popular ACME clients
hindering their extension with QWAC binding logic; fu-
ture work should find ways to address these challenges.

A comprehensive ACME client survey is left for fu-
ture work. While there exist lists of ACME implemen-
tations [17], [18], a comprehensive overview and fea-
ture comparison of ACME clients, evaluating support for
hooks, plugin APIs, and web server integration depth, has
– to our knowledge – not yet been published.

QWACs themselves offer opportunities for further re-
search, as well. Since the current specification is still very
recent, it has not yet been implemented in major web
browsers. How the parallel specification of two QWAC
variants, 1-QWAC and 2-QWAC, will affect adoption
and whether website operators will prefer one of the

approaches is an interesting question that requires further
observation.

As QWACs continue to evolve, automation will be
one key factor to their adoption. We believe our results
provide a foundational step toward fully integrated, secure,
and scalable QWAC usage in real-world environments.
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