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Abstract—Time-Sensitive Networking (TSN) is a frequently
researched alternative for real-time Ethernet networks using
time-synchronization, shaping, scheduling and more tech-
niques to accommodate streams with different latency and
bandwidth requirements on one network. The Credit-Based
Shaper (CBS) awards credits to queues at a linear rate,
limiting their bandwidth and controlling the burstiness of
traffic.

As Denial-of-Service (DoS) attacks remain relevant and
TSN networks often are used in critical cyber-physical sys-
tems, the defense capabilities of TSN networks against DoS
attacks need to be evaluated.

We explore how well CBS can protect TSN networks
from DoS attacks by assessing the possible scenarios and
categorizing attacks with a DoS taxonomy. We will find that
CBS can by no means replace proper security mechanisms,
but in certain scenarios can protect large parts of a TSN
network from an attack, especially when the attacker can
only send in the best-effort traffic class.

Index Terms—denial-of-service, time-sensitive networking,
credit-based shaper, security

1. Introduction

Best-effort traffic delivers “most packets, most of the
time, mostly in order” [1]. It lacks determinism. Appli-
cations that require tighter guarantees by their network,
such as industrial control, electrical grids or in-vehicle
networks, traditionally created domain-specific solutions,
for example EtherCAT, PROFINET or CAN [1]–[4].

Time-Sensitive Networking (TSN) is a set of standards
that enable such guarantees for standard Ethernet by pro-
viding upper bounds on latency and decreasing packet
loss. They are maintained by the IEEE 802.1 working
group. Among others, TSN is “promising to replace ex-
isting protocols in mission-critical domains” [5], where
correct timing not only affects performance but also safety
and security.

The growing adoption of TSN, combined with its
extreme susceptibility to traffic disruptions and the vulner-
ability of the domains it is employed in, raises questions
about the protocol’s security. The European Union Agency
for Cybersecurity finds Denial-of-Service (DoS) attacks
“ranked at the top during the reporting period for another
year” [6], especially “on the critical infrastructures of
countries” [7].

As TSN is still young and in the standardization phase,
its security aspect has been researched significantly less

than more established systems like Ethernet, IP or alterna-
tive real-time protocols. Several papers look specifically
at IEEE 802.1Qci “Per-Stream Filtering and Policing” [8],
[9]. The security of TSN in general is considered by Er-
genç et al. [5], others focus on specific domains [2], [10]–
[12]. Furthermore, building upon the Credit-Based Shaper
(CBS), Meyer et al. propose Credit-Based Metering [13].

IEEE 802.1Q describes the Credit-Based Shaper
(CBS), which limits the bandwidth of a traffic class by
only awarding it a certain amount of credit over time.
Using CBS shaping can potentially mitigate DoS attacks
on TSN networks, but this has not yet been evaluated.

In this paper, we explore the strengths and limitations
of using CBS without modifications to defend against
varying types of DoS attacks.

We will first cover the underlying technological as-
pects, as well as DoS attack vectors on TSN networks.
This will be followed by an evaluation and a clear compi-
lation of the results, including suggestions for follow-up
research.

2. Background

The paper combines several topics, which will be
briefly summarized in the following subsections.

Time-Sensitive Networking

TSN is a feature offered by a network that simultane-
ously hosts regular best-effort traffic.

All TSN nodes synchronize their clocks on the net-
work. TSN flows represent a contract between the network
and the end hosts about bandwidth, latency, jitter and
packet loss, and can be created and ended flexibly. It aims
to eliminate congestion loss completely by controlling the
traffic shape and schedule. Shaping limits bandwidth and
smooths out traffic, whereas scheduling determines when
packets are sent from a queue. TSN provides several algo-
rithms for that. See [1] for a good in-depth introduction.
In this paper, we will inspect the CBS.

Credit-Based Shaper

Traffic shaping creates gaps between packets [3]. This
may seem counterintuitive to latency goals, but it gives
other flows a chance to find a gap in a burst of packets,
essentially skipping the queue which is full from the burst.
For a minimal illustrative example, see [3].

One switch can have multiple CBS shaped queues per
egress port. For each, a credit value is stored, starting at
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zero. When a packet from that queue is sent, the credit
value is reduced by the length of the packet. Now, credit
replenishes at a set rate called idleSlope until it reaches
zero. Only once it is back to zero, the queue may be
eligible again, meaning it is ready to send.

If the queue is eligible but cannot send because the
transmitter is currently occupied by another queue, this is
the first time credits accumulate over zero. The queue can
now send packets as long as its credit stays greater than
or equal to zero, and it is nonempty. Once it empties but
still has credit left, it is reset to zero.

Helpful visualizations and more detailed explanations
can be found in [3].

Types of DoS attacks

A DoS attack is “an attempt to make a computer
resource unavailable to its intended users.” [14]. This
general goal can be achieved in many ways, e.g. a physical
attack on a facility. In order to limit the scope of this paper,
we will only look at attacks performed through means of
a network connection.

Over time, many attack and prevention mechanism
categorizations for such DoS attacks have been pub-
lished, such as by Karig and Lee [15], Fadlallah and
Serhrouchni [16], Specht and Lee [17], Douligeris and
Mitrokotsa [18] and Mirkovic and Reiher [19], some of
which are more detailed than others. This paper is based
on a later taxonomy by Ramanauskaite and Cenys [14]
that reviews and combines the previous mentions into one.

DoS attacks vary significantly in nature and can be
classified in multiple dimensions. Understanding this tax-
onomy is important for analyzing the effectiveness of CBS
as a defense mechanism in TSN, which will be done in
Section 4.

One main classification is based on the number of
sources involved in the attack:

• Single Source Attack: DoS attack launched from
a single machine

• Distributed Denial-of-Service (DDoS) Attack:
coordinated DoS attack launched from multiple
systems

Another dimension considers the vulnerability ex-
ploited:

• Bug Exploitation Attack: exploits software or
hardware vulnerabilities in the victim’s system to
cause a denial-of-service

• Resource Depletion Attack: consumes a system’s
resources, making them unavailable for legitimate
requests:

– Memory Depletion Attack: fills up the
system’s memory

– CPU Work Depletion Attack: overloads
the system’s CPU by requiring it to perform
excessive processing

– Semantic Resource Depletion Attack: ex-
ploits modified incoming packets to con-
sume more resources

• Bandwidth Exhaustion Attack: floods the target
with a large amount of data, consuming all avail-
able network bandwidth and preventing legitimate
traffic from reaching the victim

These dimensions, along with a dimension distin-
guishing single nodes or the network being affected, are
visualized in Figure 1.

In the context of Time-Sensitive Networks, the most
relevant types of DoS attacks are resource depletion at-
tacks and bandwidth exhaustion attacks. These attacks
can directly impact the network’s ability to deliver time-
sensitive data, which can cause missed deadlines in real-
time applications.

In the following sections of this paper, we will explore
whether Credit-Based Shaping can be employed to coun-
teract these attacks in Time-Sensitive Networks. First, we
will look at the methodology used to analyze this topic.

3. Context

The purpose of this paper is to find out when CBS
can be used to mitigate DoS attacks.

It is critical to understand why and how DoS attacks
affect TSN networks, first. For that, we will now evaluate
the relevance of DoS attacks for TSN networks and which
scenarios that would affect. After that, we will cover ex-
isting security mechanisms in TSN. Finally, the evaluation
and conclusion will follow in Sections 4 and 5.

Understanding DoS Applicability in TSN net-
works

TSN often operates in isolated networks and security
benefits from that, as attackers need to gain access to the
network first before they can start a DoS attack [1], [20].
One might wonder how DoS attacks are relevant to the
typical network that employs TSN at all.

First, a device within the network could be infected
over other means than a network connection, for example
through a bad update. The infected node could then cause
a DoS attack. This shows that isolation cannot be a full
security guarantee and does not serve as reliable protec-
tion. Isolated networks therefore are not immune to DoS
attacks and estimating their potential impact and counter-
measures is still relevant.

Additionally, with the shift of TSN towards being used
for routed networks, such as with DetNet, TSN networks
are increasingly losing their isolation property as they are
being connected to wide area networks. This increases
the risk of attacks and lowers the barrier for potential
attackers, especially from remote locations [1], [21].

Furthermore, the use-cases for Operational Technol-
ogy (OT) networks and TSN significantly overlap [1], [4],
[10], [22], and with the convergence of OT and IT net-
works come “cyber security challenges that are typically
associated with only with IT infrastructures” [20], [21]

Due to the time-sensitive and cyber-physical nature of
TSN networks, they “present potentially attractive targets
for cyber attackers” [21].

An additional consideration is that real-time systems
like TSN will often employ embedded microcontrollers
with little resources, making them sensitive to even small
attacks.

This provides context about why DoS attacks are
relevant to TSN networks and under which circumstances
they occur.
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Figure 1: An adjusted version of the taxonomy suggested in [14].

Existing security mechanisms in TSN

TSN standards primarily focus on the key characteris-
tics (performance, determinism) and practicality/ease-of-
use. Security is not a core consideration and has to be
actively added [5].

Existing network security paradigms, such as firewalls,
traffic anomaly detection or authentication can be used
with TSN, but may have to be adapted to the timing
requirements by TSN [1], [5].

Additionally, the IEEE provides several proposed or
standardized security mechanisms such as “Per-stream fil-
tering and policing”, “Frame Replication and Elimination
for Reliability” or “MACsec” [5], [23].

However, to isolate the effects that CBS has on secu-
rity, we will consider a network implementation with CBS
alone and no optional standards.

4. Evaluation

We will now assess the effect of CBS on security in
TSN networks against DoS attacks based on the structure
given by the DoS taxonomy discussed in Section 2.

In general, TSN and CBS greatly increase the com-
plexity of a network, increasing the attack surface for
semantic DoS attacks [19] / bug exploitation attacks [14].
Since CBS does not examine packet contents, it has no
impact on the defense against this type of attack.

Attacker Inside the Network

As stated in Section 3, a DoS attack can occur in an
isolated network from a node inside the network itself, if
it has previously been infected.

This can lead to a special case, where if the infected
node itself represents a service, its denial can be caused
by it not sending any packets. In the DoS taxonomy, this
is represented as “Denial of Node”. As CBS never goes
into effect here for the lack of packets, it cannot stop this
attack.

Otherwise, a DoS can only be achieved through send-
ing many or malformed packets.

When a node sends too many packets through an
existing flow, it will fill the queue of the switch it is

connected to (for end devices the ingress switch). Since
CBS does not allocate an individual queue to each flow,
other flows sharing the same queue will be starved of
buffer space. That is a Memory Depletion Attack, which
can lead to significant congestion loss through buffer
overflows. As TSN under normal operation eliminates
congestion loss completely, the starved nodes might not
know how to react to that, causing unpredictable errors [1].
For example, in combination with TSN Frame Replication
and Elimination, a network can assume zero packet loss
and might consider a node as faulty when its packets are
not received. This leads to the perceived failure of entire
nodes, virtually taking down entire machines.

Additionally, credit is only allocated per CBS-queue,
thus other flows will be starved of credit as well, resulting
in a perceived Bandwidth Depletion Attack [3].

CBS can only limit the starvation to the traffic class of
the attacking flow and any lower priority classes, as that
is the granularity of its queues and credits. Hence, higher
priority traffic is protected from this type of attack, while
lower priority traffic, such as best-effort, is not specially
protected.

A sender might also send an amount of packets which
overloads the classification algorithm of the receiving
switch, causing a CPU work depletion attack, or more
generally, if offloaded, a processing work depletion attack.
This can cause the failure of the entire switch. Since
shaping is performed after classification, the CBS shaper
cannot stop that type of attack.

On the physical level, since Ethernet is a shared
medium, an attacking node can deplete nodes also con-
nected to its outgoing ports by sending excessive amounts
of packets, provoking collisions. This bandwidth depletion
attack also happens in front of shapers, hence CBS cannot
prevent this.

So far, we assumed the attacking node only uses
existing flows and their traffic classes. If it can create
flows of arbitrary classes, with enough bandwidth, it can
overload all queues of a port at the same time, which
starves all other flows routed on that port of bandwidth
and causes unexpected congestion loss. In this case, CBS
cannot mitigate the DoS attack and the entire port fails.

If the attacker also sends to varying destination ad-
dresses which are routed on different egress ports of the
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Figure 2: A simplified illustration of possible brute-force vulnerabilities with one attacking node inside the network.

same or different switches, it can multiply its effect across
all egress port of all switches it is connected to.

As multiple nodes get involved, forming a DDoS
attack, each node can attack in above fashion, denying
the service of all switches that each attacker is connected
to in the worst case.

Attacker Outside the Network

If the attacker is outside the TSN domain, it is most
likely switched as best-effort IP traffic. Reference [1]
states as an essential feature of TSN that the best-effort
traffic class can employ all the usual tools for IP traffic,
so the mitigation of DoS attacks can be handled by these.
However, since credits are only given to CBS-queues and
CBS traffic has higher priority than best-effort traffic, it is
protected from bandwidth starvation even in the event of a
DoS attack from best-effort traffic. If the outside machine
is equipped with the necessary hardware and no security
mechanisms are in place, it can also create CBS flows,
essentially making it a part of the TSN domain. The above
evaluation for an inside attacker applies.

After the Ingress Bridge

The CBS shaper forwards packets at a “rate such that,
over a relatively short term, is equal to the total band-
width allocated to the TSN flows using that queue” [1].
Bandwidth and burstiness are predictable and controlled,
even in the event of a DoS attack. This leads to any DoS
attack being contained to the connected ingress switches
and all their nodes. It will not propagate further into the
network, defending it against the attack.

Bandwidth and burstiness depend on the single pa-
rameter idleSlope that is passed to CBS-queues. As the
network accounts for the queue behavior derived from
the parameter, changes to it have no effect on the out-
come [24].

Less resource-intensive pulsing attacks, with the goal
of transmitting packets exactly when credits replenish,
do not work, since CBS-queues are first-come, first-serve
(FIFO) [3], [24].

A low and slow attack of creating many flows cannot
specifically target the CBS, since it does not keep state or
allocate computing resources for each flow.

As by design of CBS, it is also not possible to pro-
voke one node to accumulate a very high credit number
through blocking a port and subsequently a queue for a

long time. CBS defines a hiCredit value, limiting the
maximum amount of credits a queue can reach, which
is taken into consideration for bandwidth and burstiness
calculations [24].

5. Conclusion and Future Work

In this paper, we analyzed to which extent and with
which constraints CBS can defend against DoS attacks.
The core finding is that behind CBS shaped queues, the
network is safe from brute-force attacks. Furthermore,
CBS as a security mechanism works better the more re-
stricted the access is that each node has to other ports and
queues. However, the evaluation also clearly shows that
CBS is by no means a complete tool against DoS attacks.
Its most obvious shortcoming are semantic attacks, which
it cannot detect and protect of and where it consequently
cannot replace additional security tools, such as Intrusion
Detection Systems. It is important to be aware it was
not designed for security purposes and should not be
advertised as a solution.

For more certainty about the positive results in this pa-
per, future work needs to verify the results in both network
simulators and real networks. In order to reduce the impact
of DoS attacks, future work could explore introducing
traffic class checks and destination checks at switches.
Switches will check if the sender of an incoming packet
may use that priority and send to the denoted node based
on a network-wide policy. If the sender does not have
that permission, it is considered infected and its traffic
completely ignored (de-facto unplugged). If the ignoring
mechanism is implemented properly, it can also protect
against resource depletion of the classification algorithm.
These checks would be especially effective against attacks
from low-priority, less central nodes in a dense network
graph.

It might also be interesting to investigate the ring and
other network topologies and the combination and interac-
tion of CBS with other mechanisms for TSN security, for
example with Frame Replication and Elimination for path
redundancy. If each node is connected to two switches,
which both give access to the entire CBS-shaped network,
single source attacks might have a reduced impact.

As it stands now, however, with TSN still being a
newcomer to the industry and not enough data to draw suf-
ficient conclusions about its security, future work should
focus on dedicated security mechanisms to make reliable
and universal guarantees.
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