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Abstract—Due to the rapid growth of internet communica-
tions, privacy becomes ever more important in our digital
age. But since cryptography is not enough to preserve
the users’ privacy, solutions on the network layer become
crucial. Tor and I2P offer their users privacy protection
with considerable performance but have some robustness
drawbacks. Therefore, we introduce the recently released
anonymity infrastructure Nym that protects privacy on the
network layer and addresses certain technical shortcomings
of the currently most well-known anonymity networks. In
this survey, we find out that for Tor and I2P a wide range
of vulnerabilities of privacy against global adversaries are
known, while Nym offers a high level of privacy even against
this kind of attacker. However, privacy is not always the only
goal that such solutions must achieve because the quality of
service and an acceptable level of latency must also be main-
tained. A future challenge for Nym is to identify whether
incentivizing its operators leads to a larger user base, which
would result in the required and desired performance as well
as increase the strength of the anonymity properties.

Index Terms—privacy, quality of service, mix nets, onion
routing, i2p, nym

1. Introduction

In the 1990s the U.S. government tried to constrain
the use of strong cryptography to ensure that national
security and law enforcement agencies could break all
ongoing encrypted communications via backdoors. This
led to a heated debate known as the "Cryptowars" [1]. In
1993, Eric Hughes wrote the Cyphernomicon, a pamphlet
arguing for cryptography with the fundamental goal of
achieving and supporting personal privacy in the digital
world:

"Privacy is necessary for an open society in the
electronic age. Privacy is not secrecy. A private
matter is something one does not want the whole
world to know, but a secret matter is something
one does not want anybody to know. Privacy
is the power to selectively reveal oneself to the
world." [2]

But protecting only the content of the user messages
does not automatically preserve its privacy. Due to the
structure of the Internet protocol (IP), the OSI layer three
plays a crucial role when privacy should be preserved.
In addition to the payload, an IP datagram consists of
a header that contains metadata such as the source and
destination address [3]. The application of cryptography
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helps to protect the confidentiality and integrity [4] of
messages, but even if all possible fields are encrypted
and none of this header information is revealed, attackers
can still detect communication patterns. Therefore, the
difficulty of eavesdropping packets in the network and
traffic analysis, including matching the amount of data or
examining connection establishment or termination [5],
should be increased to defend the users’ privacy. But
privacy comes with the cost of latency. Thus, often a trade-
off between privacy and Quality Of Service (QoS) exists.
Bounded Privacy is describing this problem where for a
given threshold on the QoS a feasible level of privacy
is guaranteed [6]. This survey focuses on solutions that
aim to protect the privacy of its users and hence also its
meta data. In Sections 2 and 3, a definition of privacy
and the privacy-enhancing technologies mix network and
onion routing are given and used to argue about concrete
implementations of these technologies like I12P [7] and
Tor [8], which offer a good level of privacy but still have
weaknesses, especially against powerful adversaries that
can watch the entire network and traffic. Additionally, in
Section 4 the newly released privacy infrastructure Nym
[9] is described, which is based on a mix net system and
economic incentives for operating components of it and
aims to solve these problems.

In Section 5, the presented solutions are then compared
regarding their weaknesses against a global adversary, a
conclusion is drawn, as well as future work is named.

2. Background

In this section we introduce a definition of privacy and
the attacker models as which later described solutions can
be attacked.

2.1. Attacker Models

To precisely describe the attacks, we define and dis-
tinguish different attacker models by their capabilities.
An attacker may control various subsets of nodes in a
network. Depending on the distribution of the nodes, an
attacker may gain more or less information.

Depending on the network position there are external and
internal attackers. An external adversary can compromise
the communication links and an internal one participates
in the anonymous system and therefore can compromise
connections or peers. These are of special interest as they
provide routing or enhanced security functions [10].

Depending on the geographic location we distinguish
between global and local attackers. An adversary with
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access to all communication links is called global while
a local one can just act on specific connections or peers.
Attackers that can just eavesdrop on the communication
medium are defined as passive. Active ones can delay,
modify, and omit messages and may be able to compro-
mise peers.

The standard threat model for symbolic protocol analysis
is the Dolev-Yao model (DY) [11]. This adversary can
read, modify, destroy all message traffic, and perform
any operation possible for a normal protocol user without
breaking the cryptographic primitives [12]. In literature,
a protocol that is secure under DY is also seen as secure
under a less powerful attacker [13], [14].

2.2. Privacy

According to A. Pfitzmann and M. Ko&hntopp [15]
privacy is defined by the terms anonymity, pseudonymity,
unlinkability, and unobservability. These provide protec-
tion against the discovery and misuse of identity by other
users [16]. In order to show the properties of privacy-
enhancing technologies we now introduce the mentioned
terms.

Anonymity is defined as not being identifiable from other
subjects in the same set which is called anonymity set.
We unite all subjects that might cause an action in that
anonymity set. Depending on that set, there exist two
different types of anonymity. The sender anonymity set
is the subset of all subjects that might send traffic in the
same network. The recipient anonymity set is the subset of
all subjects that might receive traffic in the same network.
These sets may be disjoint but also overlap. In general,
one can state that anonymity becomes stronger with the
size of the set [15].

Pseudonyms, like identifiers, are used to not reveal data
about subjects during specific actions. Nevertheless, user
actions can still be linked with pseudonyms by the system
itself. Pseudonymity ensures that users may use resources
or services without revealing their identity so that they are
still accountable for their use [16].

Unlinkability is described as the inability to connect or
combine subjects with initially separate information. This
means that the probability of finding a relation between
those items stays the same before (a-priori knowledge) and
after an action within a system (a-posteriori knowledge of
the attacker) [15].

Unobservability requires that subjects cannot determine
whether a specific action was performed. This means that
the Items Of Interest (IOI) are indistinguishable from other
IOIs. [15].

3. Existing Privacy-Enhancing Solutions

In this section, we take a closer look at solutions that
offer network privacy. The anonymity concepts mix net-
work and onion routing are described as a basis to argue
about concrete implementations, their characteristics, and
their weaknesses.

3.1. Anonymity Concepts

A mix network (mix net) is an overlay network
of mix nodes that routes messages through the network
anonymously [17].
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Figure 1: Mix network infrastructure
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Secure mix nets can be classified as Decryption-Mix
Network (DMN) which was initially proposed by Chaum
[18] already in 1981, and Re-Encryption Mix Network
(RMN), a concept by Park et al. [19]. A mix net protocol
run includes a set of senders Sy, ... , S,, the mix servers
M, ..., M, and a public bulletin board B. RMNs addi-
tionally have trustees Ti, ... , T,. The senders transmit
their ciphertexts to the mix servers which add delay and
then publish them in random order. Channels are used to
ensure that eligible senders S; securely submit messages to
the bulletin board B. The protocol run is split into three
phases. In the setup phase, all required parameters are
generated. The submission phase is then used to generate
and submit the senders’ messages. Lastly, in the mixing
phase, the mix servers collaboratively mix the input.
The purpose of a mix net is to provide unlinkability, so
to hide the links between the communication partners and
their messages [18]. This can be assured by delaying the
messages and then shuffling (also called mixing) before
forwarding them. Figure 1 displays both the network posi-
tion of such mix nets and illustrates the message shuffling.
The sent messages are fixed-sized due to message padding,
where random data is attached to messages of deviating
size [4]. Additionally, whenever the user does not have
any actual payload to send to the mix network, the client
sends instead loop cover packets, which are messages with
dummy payload that have the same receiver as sender.
This leads to the indistinguishability of real messages
from cover messages and therefore to unobservability
[20]. Mix nets are hence designed to provide meta data
protection against global adversaries. As long as not all
mix servers of the message path are corrupted, the mix
net can guarantee sender anonymity.

With Decryption-Mix Networks the sender is required to
iteratively encrypt the input messages m; with the public
keys pkj, ... , pky of the mix servers My, ... , M;. This
can be achieved with public key cryptographic systems
like RSA. The message is encrypted in reverse order and
the resulting layered ciphertext c; is then submitted to
the first mix server M. The mix server M; then uses his
private key sk; to decrypt the outermost encryption layer
of all input ciphertexts, shuffles the decrypted messages
and forwards them to the next mix server M;;;. The last
mix server could then output the plain messages initially
chosen by the senders in random order. To offer a higher
level of privacy messages are stored until an adequate
threshold is reached and they are then forwarded to the
next hop [20].

For re-encryption mixnets we need to use a public-key
encryption scheme that allows for re-encrypting a given
ciphertext without knowing the secret key or the encrypted
message like ElGamal, an asymmetric key encryption
algorithm for public-key cryptography [21].
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As mentioned before RMNs additionally use trustees t;,
..., tn with whom each sender s; shares the secret key
of its public key pk. With this information, the sender s;
encrypts its message. The mix server M; then re-encrypts
all ciphertexts with coins chosen independently and uni-
formly at random, shuffles the re-encrypted ciphertexts,
and forwards them to the next mix server My, ;. This proce-
dure is repeated until the last mix server is reached. It then
outputs a list of ciphertexts that encrypt the input messages
initially chosen by the senders but under different random
coins and in a random order [20].

Onion Routing is a general-purpose infrastructure for
privacy in public networks that allows lower latency than
mix nets as messages are not mixed or delayed [22].
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Figure 2: Onion routing network infrastructure
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Similar to mix nets, messages are sent over multiple
Onion Routers (ORs) inside the network. As shown in Fig-
ure 2, the messages are relayed through the OR network
without delaying them and thus without shuffling. This
allows in comparison to mix nets a lower latency. ORs
work as intermediate proxies, their physical location in the
network is unknown [23]. The onion data structure sent to
the ORs consists of several encryption layers around the
payload. ORs accept fixed-length messages through mes-
sage padding. Additionally, they perform cryptographic
operations like removing one layer of encryption using
its own private key on the messages like a DMN before
forwarding it to the next mix server. The path through the
network is defined by the client, which builds a circuit.
Every OR knows only its predecessor and the successor
but has no further information about other routers in its
circuits like the origin, destination, or the payload. As de-
scribed before, in DMNs the mix servers introduce a delay
before forwarding their messages. Onion routing works
without these delays, which may lower the anonymity [8],
[22] but also lower the latency.

3.2. Anonymity Networks

Tor is a distributed overlay network that offers
anonymity on TCP-based communications in networks
and is based on the onion routing protocol described in
Section 3.1 [8]. It additionally includes several improve-
ments like perfect forward secrecy [24], hidden services,
which provide receiver anonymity, and rendezvous points
to connect to them [8]. Tor is not fully distributed as it uses
directory services to store statistics and information about
Tor nodes. It cannot defend against end-to-end correlation
attacks from global adversaries because it does not employ
delays for cells. Also, deanonymizing of hidden services
is possible [8], [25], [26]. But even local attackers can
determine the visited webpages with fingerprinting attacks
[27]. As mentioned before, the anonymity of a system
depends also on the size of the anonymity set. This means
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for Tor more hops (ORs) and more users may lead to
higher anonymity. As the Tor network does not incentivize
the operation of components like routers, the network size
remained roughly the same in the last years [28].

The Invisible Internet Project (I2P) is a fully encrypted
private network layer on the basis of a peer-to-peer net-
work. 12P, like Tor, uses a variant of onion routing named
garlic routing to create anonymous connections [7].
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Figure 3: Architecture of a I2P network

The participants work both as clients and as proxy
routers that forward the messages sent through the net-
work. To achieve a fully distributed architecture, I2P uses
a Network Database (NetDB), which is implemented as a
Distributed Hash Table (DHT) using the Kademlia algo-
rithm [29]. In NetDB information about peers and services
is saved. To communicate with other peers the sender has
to get leaseSets from the database, which contain data
such as public keys for communication [30]. Figure 3
depicts the message flow through the I2P network and the
preliminary request to NetDB. Nevertheless, [2P has some
weaknesses. Its anonymity set is small because of the
modest size of the current network [31]. A consequence
is the current bad performance of its services, because of
the overhead for encryption and routing which limits the
bandwidth. Also, effective defenses against Sybil attacks
remain an open question [31].

3.3. Summary and Challenges of Solutions

As described in Section 3.2 the currently two most
well-known anonymity networks Tor and I2P still suffer
from some weaknesses, especially against global, passive,
or stronger adversaries. Another problem of both remains
the lack of growth that comes with latency and leads to a
smaller anonymity set. With an increased number of par-
ticipants, some of the weaknesses would be reduced [31],
[32]. Tor got a lot of attention from researchers which led
to constant improvement and good documentation. I12P
on the other hand got less attention due to the missing
clear design documentation [17]. Nevertheless, in both
networks, the key components are run on a volunteer basis
which led to a consistent number of operators. Nym now
explores the impact of node incentives. This mechanism
should not only lead to more node operators in the network
but also prevent freeloading [33] and limit the possibilities
of malicious users in the network [17].

4. Nym

This section describes the newly released anonymity
infrastructure Nym. Its design goal is to support privacy-
enhanced access to applications and services. Node oper-
ators are incentivized by their own tokens, named Nym
tokens, to support the operational costs with proof of
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mixing. Proof of mixing is defined as incentivizing node
operators to correctly and reliably process, route, and
deliver messages. This shall lead to dynamic scaling for
privacy and high quality of service.

Validators

Bandwidth

Encrypted data +
Bandwidth
credentials

Figure 4: Nym architecture [34]

Figure 4 depicts Nym's architecture and its three types
of nodes: Validators, Gateways, and Mix Nodes.

Mix Nodes. Mix nodes provide communication pri-
vacy and are part of the mix network. Nym uses a Loopix
[35] design for its mix net, modified to provide bet-
ter QoS guarantees. Loopix is a low-latency anonymous
communication system that provides sender and receiver
anonymity as well as unobservability. As described in
Section 3.1 mix nodes receive data packets that they
transform cryptographically and reorder. Sphinx [36] is
used as a packet format, which is cryptographic and relays
anonymized messages within the mix network. It supports
indistinguishable replies, hides the path length and relay
position as well as provides unlinkability. Loopix also uses
a continuous-time mixing strategy, where each message is
delayed individually and independently of the others [37].
The concrete mixing delay is chosen by the original sender
and encoded in the Sphinx header. Additionally, Loopix
applies dummy traffic and message padding. This ensures
a minimum level of anonymity at all times, obfuscates the
timing and volume of user communication, and therefore
achieves unobservability [9], [17].

Gateways. Gateways mediate the access to the network
and its services. They act as proxies between the mix net
and the participants. Users may always choose the same
gateway for all their traffic or multiple ones. Gateways
cache received messages for offline or unreachable par-
ticipants. Users need to show valid unspent bandwidth
credentials, provided by the validators, to send messages
through the mixnet [9], [17].

Validators. Validators maintain the Nym blockchain and
handle transactions for two types of credentials. Band-
width credentials prove the right to send traffic through the
mixnet. Service credentials can encode arbitrary attributes
for the proof of access rights for a service [17]. These
credentials are provided with a modified version of co-
conut, a cryptographic signature scheme, which supports
decentralized credential issuance and thus is resistant to
local adversaries [9], [38]. The Nym blockchain works
as a broadcast channel for network-wide information and
includes data like the list of nodes and their public keys,
network configuration parameters, or participants’ stake.
Service providers. Nym as an infrastructure supports
privacy for third-party applications and services that are
accessible through the network. These can send and re-
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ceive messages to privately communicate and use the Nym
credentials to grant access to their services [17].

5. Comparison of Solutions

In this section, we compare the offered privacy for the
presented anonymity networks against global adversaries.
Table 1 depicts the known vulnerabilities ordered by in
Section 2.2 defined privacy terms. The concrete value
describes whether vulnerabilities for the solution on given
requirement exist or not. The table is only valid for this
type of attacker and the current amount of users.

| Tor I2P  Nym
Anonymity Yes  Yes No
Unlinkability Yes  Yes No
Unobservability | Yes  Yes No

TABLE 1: Known vulnerabilities of privacy requirements
against global adversaries

Tor in general does not provide protection against
global attackers [39], [40]. As described in Section 3.2,
onion routing encrypts the messages between each OR so
that only the last hop can see the decrypted message. But
still, Tor suffers weaknesses against global adversaries,
because though the packets are encrypted, Tor does not
add timing obfuscation to conceal the traffic patterns.
Additionally, Tor’s design uses a centralized directory
authority to build tunnels through the network which
may be another attack vector. As shown by the different
deanonymization attacks, Tor suffers known vulnerabili-
ties in anonymity against this kind of attacker [41], [42].
Also, unlinkability cannot be preserved, as shown by
attacks [43]. As no cover traffic is included in either the
onion routing protocol or in Tor unobservability cannot be
guaranteed either [44].

Though I2P is based on a peer-to-peer architecture, like
Tor the network cannot defend against global attackers.
I2P replaces Tor’s directory authority with a DHT for rout-
ing. As described in Section 3.2 the usage of a distributed
hash table may be an attack vector. It is open to several
attacks that isolate, misdirect, or deanonymize users like
brute-force, timing, or intersection attacks [7], [30], [31].
Therefore, I12P is not able to guarantee anonymity or
unlinkability against global adversaries. I2P also does not
use cover traffic. Due to that reason, the network cannot
grant unobservability [31], [44].

Nym aims to protect also against global adversaries by
the usage of the in Section 4 described Loopix mix net.
Mentioned Loopix mix net aims to protect the users’
unlinkability [9], [17]. Neither Loopix nor Nym have so
far known vulnerabilities of anonymity, unlinkability, or
unobservability. Therefore, all values in Table 1 are no.
Since Nym modified Loopix to provide a better QoS
it cannot be ruled out that there are yet undocumented
vulnerabilities. Comparable to the vulnerabilities of Tor’s
directory services, the gateways, for example, could pro-
vide an attack vector. Unlike I2P or Tor, Nym adds
cover traffic and timing obfuscation, which should prevent
unobservability [17], [45]. Nevertheless, it is important to
mention that not much research could be conducted yet
to identify possible weaknesses.
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6. Conclusion and Future Work

In this paper, we provided an overview of recent
anonymity concepts and networks as well as a comparison
of them with the newly released Nym. Section 5 has
shown that, with current knowledge, Nym provides a
high level of privacy for its users, even against global
attackers, considering that the solution is relatively new
and not much research has been done on it. However, the
privacy provided by mix networks comes with latency,
where always a trade-off between privacy and QoS exists.
The question in the future will be whether the market
will adopt the concept chosen by Nym tech of rewarding
their operators, so that with a larger user base, also more
operators will run mix servers, validators, or gateways,
so that the required and desired performance is given in
addition to privacy. Future challenges and opportunities
lie in the question of how the latency currently compares
to the other solutions described in this survey and how it
scales with the addition of more mix servers. Low latency
and thus good performance could be next to privacy a
major argument to use Nym. And a large amount of users
would increase the strength of anonymity properties.

Acronyms
DHT  Distributed Hash Table. 3, 4
DMN Decryption-Mix Network. 2, 3
DY Dolev-Yao model. 2
2P Invisible Internet Project. 3, 4
101 Items Of Interest. 2
1P Internet protocol. 1
NetDB Network Database. 3
OR Onion Router. 3, 4
OSI Open Systems Interconnection. 1
QoS  Quality Of Service. 1, 4
RMN Re-Encryption Mix Network. 2
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