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Introduction: AIDA - A Holistic Al-Driven Networking and Processing Framework
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Acronym

COS: Container Orchestration Services
CMA: Configuration & Monitoring Agents
UC: Use Case

NS: Namespace

App: Application

OS: Operating System
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Publication: Chahed, Hamza, et al. "AIDA—A holistic Al-driven networking and processing framework for industrial IoT applications." Internet of Things 22 (2023): 100805.
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Introduction: AIDA - A Holistic Al-Driven Networking and Processing Framework
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Big picture

= TSN: Converged Real-Time Networks

* Rich eco-system
— Multiple networking technologies e.g. 5g, DetNet...
— Multiple standardization bodies e

= Diverse applications and solutions s
— Diverse end-systems, Virtualisation...

— Many projects treating different parts of the TSN
world e.g. AIDA

= Standardization advancing but gaps
exist o

Monitoring

Engeneering tool

CucC

Big potential for TSN, many pieces 6 iwers
but
no complete image
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TSN Network Control and Management plane
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TSN Network Control and Management plane
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TSN Network Control and Management workflow

Inference from monitoring data

Network
User , o . . L
Requirements —_— Optimization — Configuration — Monitoring —
Manage Read switch counter
Streams requirement Problem modeling configuration/ : )
: : . : Run diagnostics of
Topology / Resources Algorithm design re-configuration them
process
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OpenCNC: overview

= Modular (uServices-based)
CNC

= Cloud-native (Kubernetes) Network
Optimizer ,
= Easy to scale up and out [ —— = T
K CLI JL GUI ] =SEnRvice .
1 - ﬁmhhﬁty ain-service Zg" ’
« Adaptive to the needs of the b ) | e— : J
. : AIICZ:;_F"MV gNMI
network administrator n — —
| SR, Mg
- Part of a holistic Al-driven - fat S [

networking and processing
Framework (AIDA)

Link to OpenCNC: hitps://github.com/AIDA-KAU/OpenCNC
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https://github.com/AIDA-KAU/OpenCNC

UNI interface

services

Add_talker @-
__________ 802.1 Qdj UN] ol NCR
Join_stream
Register_talker OpenCNC
Register_listener lNetconf yang
TSN Switch

Contribution to the conference TSN/A 2022: Towards Viable Open Source TSN - From Endpoint to Network Configuration
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Monitoring interface

oooooooooo

services

Log data from all the @-
microservices about all the Ml N °
internal processing °°

oooooooooo

sssssss
nnnnnnnn

OpenCNC -

Network monitoring data: all |
' Telemetry

cox_mters from all the streaming
switches in the network —Kafka

Contribution to the conference TSN/A 2023: Closing the configuration loop with OpenCNC and ControlTSN Frameworks

52\ KARLSTAD 14
?) UNIVERSITY

OpenCNC: A software-defined control plane for automating TSN network configuration



NNI interface

oooooooooo

services

oooooooooo

get_streams: returns all @-
configured streams NNI " °

get talkers: returns all | R, 5
registered talkers OpenCNC S
getTllsteners::returns all ' Custom

registered listeners protocol

Contribution to the conference TSN/A 2023: Closing the configuration loop with OpenCNC and ControlTSN Frameworks
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Network optimization interface

oooooooooo

services

Optimize the network 555 =t
configuration : @'

_Wweb-basedijson NOI 25 VT
Check the quality of the e
schedule OpenCNC

Simulate the network

Contribution to the conference TSN/A 2023: Closing the configuration loop with OpenCNC and ControlTSN Frameworks
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Network optimization interface

capabilities: {sched:"this algo does...",
sched/route: "this algo does...",

sched/route/embed:"this algo does..."} g
Inputs: {JSON_UC: expFile, OpenCNC Ex. Optimizer

CSV_PLAIN: expFile}
OQutputs: {JSON_FINISHED_UC: expFile}

External_optimizers: —— optimze(input, option=sched)

- optimizer_ip: 192.168.08.1 > .. .
optimizer_name: reconf_GA Optlmlzat|on
port: 55555
description: "this algorithm does..." timeout result if sync=True process
capabilities: [sched, sched/route, sched/route/embed]
input: JSON_UC
output: JSON_FINISHED_UC
max_response_time[s]: 388 Lo _ooo-. L e e e . = = = == - ———— -

sync : True if algorithm
is async

plan_ID if sync=False

- optimizer ip: 192.168.0.2 get_result (plan_ID )

optimizer_name: conf_RL g
port: 55555
description: "this zlgorithm does..." result
capabilities: [sched]
input: JSON_UC

output: JSON_FINISHED_UC
max_response_time[s]: 1500
sync: False
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Network Optimization
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Problem extensions

Talker-S2 Listener-S1

Talker-S2

Listener-S2 Listener-S2

Network Configuration extended to:

Talker-S1 Talker-52

Listener-S2

e Task placement
® Routing Talker-S1
e Scheduling

Listener-S1
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Techniques

ILP formulation + of-the-shelve solve

Notation M
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Techniques

Al: reinforcement learning Learning Strategy

Agent
Environment
Policy NN -
T - Action 'jApply
] Choose Action -
_____________ a action

Step the Calculate

Initialize weights Gradient Calculate
weights reward

Evaluate state
under the
current policy

Current State i Next State
Repeat ©

—i

Expected
cumulative reward m;u_lh Reward
Sl

—
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Techniques

Heuristics e.g. Genetic algorithms

Under submission: “Optimizing TSN Routing, Scheduling, and Task
Placement in Virtualized Edge-Compute Platforms”

Produce next generation
( Selection |

A

Y
( Crossover )

( Mutation ]

Generate initial
population

|

Create random
individuals

|
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Results
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Thank you for you attention

Questions?
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