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Packet Filtering In Simple Terms Service Matrix: SSH Connectivity

{0.0.0.0..126.255.255.255} U {128.0.0.0..131.159.13.255 }u
{131.159.16.0..131.159.19.255} U {131.159.22.0..138.246.253.4 }uU
{138.246.253.11..185.86.231.255} U {185.86.236.0..188.1.239.85 }uU
{188.1.239.87..188.95.232.63} U {188.95.232.224..188.95.232.255 }u
{188.95.240.0..192.48.106.255} U {192.48.108.0..223.255.255.255 }uU
{240.0.0.0..255.255.255.255}

Matching a packet

match v (Match a) p
match _ MatchAny _
match v (MatchNot m) p

«—yap
«— True
«— -matchy mp

match v (MatchAnd m; my) p «<— match v m; p A match v m, p

Processing a ruleset

_ match ymp

Skip Accept
’%P"([]: t>:>t fy,p|—<[(m, Accept)], ®)=>@
match ymp , match ymp
Drop Reject
. p+ {[(m, brop)], @) = ® Y. p+([(m, Reject)], @) = ®
- match t+®@

NoMatch TP Decision

v,p+([(m, a)], @) =@ v pr(rs, t) =t

fy,p|—(rsl, ®>:>t ’Y,pl—(rSQ’ t>:>t’
Y, P+ (7"31 nTrSo, @) =t

Seq

match ymp v, pr(Tc, @)=t
v, p ([(m Call )], @) =t

CallResult

matchymp T c=rsy=(m', Return)zrs; matchym'p ,pr (7’81, @) =>®@

CallReturn
v,p+ ([(m, call ¢)], @) = @

match ymp match ymp

E
9 o {lm 1g)] @) = @ Y o ([(m, Enpty)], @) = @

» For any primitive matcher -y :: (primitive = packet = B)
» For any well-formed ruleset [

» Specification not executable but deterministic

A

{131.159.14.8..131.159.14.11} u 131.159.14.26 U 131.159.14.28u
{131.159.14.34..131.159.14.37} u 131.159.14.40 U 131.159.14.42u
131.159.14.52 U 131.159.14.56 U 131.159.14.60 U 131.159.14.69u
131.159.14.83 U 131.159.14.104 U 131.159.14.125 U 131.159.14.137u
131.159.14.140 U {131.159.14.145..131.159.14.146 }u
{131.159.14.155..131.159.14.156 } U 131.159.14.163 U 131.159.14.169uU
131.159.14.201 u 131.159.14.214 U 131.159.15.5uU
{131.159.15.7..131.159.15.13} U {131.159.15.16..131.159.15.20 }uU
{131.159.15.23..131.159.15.25} U 131.159.15.27 U 131.159.15.29u
{131.159.15.31..131.159.15.32} U 131.159.15.36 U 131.159.15.39u
{131.159.15.41..131.159.15.44} U 131.159.15.47 U 131.159.15.51U
131.159.15.56 U 131.159.15.58 U 131.159.15.60uU
{131.159.15.68..131.159.15.69} U 131.159.15.197 U 131.159.15.228u
= 188.1.239.86 U {188.95.232.64..188.95.232.191} 131.159.15.234 U {131.159.15.247..131.159.15.249} U 131.159.20.21uU
\ Q / 131.159.20.29 U 131.159.20.36 U 131.159.20.45 U 131.159.20.52uU
{224.0.0.0..239.255.255.255 } 131.159.20.59 U 131.159.20.63 U 131.159.20.71 U 131.159.20.74uU
131.159.20.85u 131.159.20.97 U 131.159.20.120 U 131.159.20.139u

{131.159.14.0..131.159.14.7} u {131.159.14.12..131.159.14.25}

{131.159.20.150..131.159.20.151} U 131.159.20.155 U 131.159.20.160U
{131.159.20.165..131.159.20.166 } U 131.159.20.180 U 131.159.20.185U
131.159.14.27 U {131.159.14.29..131.159.14.33 }u 131.159.20.200 U {131.159.20.233..131.159.20.234 }u
{131.159.14.38..131.159.14.39} U 131.159.14.41U 131.159.21.0..131.159.21.255} U {188.95.232.192..188.95.232.223 }U
{131.159.14.43..131.159.14.51} U {131.159.14.53..131.159.14.55 } U \‘\ $8.95.233.4 U 188.95.233.9 U {188.95.234.0..188.95.239.255)
{131.159.14.57..131.159.14.59} U {131.159.14.61..131.159.14.68 }u
131.159.14.70..131.159.14.82} U {131.159.14.84..131.159.14.103 }u

\
{131.159.14.105..131.159.14.124} U {131.159.14.126..131.159.14.136 }u 0
{131.159.14.138..131.159.14.139} u {131.159.14.141..131.159.14.144 }u 138.246.253 7
{131.159.14.147..131.159.14.154} u {131.159.14.157..131.159.14.162 }uU \

{131.159.14.164..131.159.14.168} U {131.159.14.170..131.159.14.200 }u
{131.159.14.202..131.159.14.213} U {131.159.14.215..131.159.15.4}u
131.159.15.6 U {131.159.15.14..131.159.15.15 }U
{131.159.15.21..131.159.15.22} U 131.159.15.26 U 131.159.15.28U 131.159.15.50n&——» {138.246.253.6..138.246.253.10}
131.159.15.30 U {131.159.15.33..131.159.15.35 }u / U

{131.159.15.37..131.159.15.38} U 131.159.15.40U

{131.159.15.45..131.159.15.46 } U {131.159.15.48..131.159.15.49 } U

{131.159.15.52..131.159.15.55} U 131.159.15.57 U 131.159.15.59U
{131.159.15.61..131.159.15.67} U {131.159.15.70..131.159.15.196 }u
{131.159.15.198..131.159.15.227} U {131.159.15.229..131.159.15.233 }u
{131.159.15.235..131.159.15.246 } U {131.159.15.250..131.159.15.255 }u
{131.159.20.0..131.159.20.20} u {131.159.20.22..131.159.20.28 }u
{131.159.20.30..131.159.20.35} U {131.159.20.37..131.159.20.44 } U
{131.159.20.46..131.159.20.51} U {131.159.20.53..131.159.20.58 }u
{131.159.20.60..131.159.20.62} U {131.159.20.64..131.159.20.70 }U
{131.159.20.72..131.159.20.73} U {131.159.20.75..131.159.20.84 } U
{131.159.20.86..131.159.20.96 } U {131.159.20.98..131.159.20.119}u
{131.159.20.121..131.159.20.138} u {131.159.20.140..131.159.20.149 }U
{131.159.20.152..131.159.20.154} u {131.159.20.156..131.159.20.159 } U
{131.159.20.161..131.159.20.164} U {131.159.20.167..131.159.20.179 }u
{131.159.20.181..131.159.20.184} U {131.159.20.186..131.159.20.199 }u
{131.159.20.201..131.159.20.232} U {131.159.20.235..131.159.20.255 }u
{185.86.232.0..185.86.235.255} U {188.95.233.0..188.95.233.3 }u
{188.95.233.5..188.95.233.8} u {188.95.233.10..188.95.233.255 }u
{192.48.107.0..192.48.107.255}

» {127.0.0.0..127.255.255.255}

“Which machines are accessible via ssh?’’

Table filter: 4911 rules, 94 user-defined chains.

Sound, Permissive Ruleset Simplification

Formal Verification

All the algorithms and translations are machine-verifiably
proven sound with the Isabelle proof assistant.

Using Isabelle’s code generation feature, a stand-alone
Haskell tool is derived from the theory.

Easy to Use

adm@fw# iptables—-save | ./check ipassmt.txt
preprocessing ruleset

sanity checkiling ipassmt

checking spoofing protection:

ethl.96 True

ethl.109 False

... [time] real 0m38.439s

For arbitrary iptables matching features:

{,D. new P A 7Y, P (7“5, ®> =>@}

C

{p. new p A simple-fw (translate-oapprox rs) = @}

where simple-fw can only match on

» in/out interface, including support for the ‘+’ wildcard
» src/dst IP address range in CIDR notation, e.g. 192.168.0.0/24
» protocol (, or any numeric protocol identifier)

» src/dst interval of ports, e.g. 0:65535

YO DAWG I HERD' YOU LIKE VERIFICATION

Free & Open Source
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