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Features & Architecture

MoonGen is a scriptable high-speed packet generator built on a Intel’s Data
Plane Development Kit (DPDK) as backend offering a wide range of features:

I Speed: �10Gbit/s with minimal sized packets using a single CPU core

I Flexibility: Configuration & packet crafting in user-controlled Lua scripts

I Efficiency: Code optimization to generate fast scripts using LuaJIT

I Precision: Sub-µsec delay measurements on Intel 10Gbit NICs

I Parallelization: Multi-core support for rates beyond 10Gbit/s

MoonGen Core

DPDK

U
se

rs
c
ri
p
t

M
o
o
n
G
e
n

H
a
rd
w
a
re

NIC NIC

Port

q0 qn

Userscript
slaveUserscript

slave spawn

Userscript
slave

Userscript
master

config API data API

config API data API

MoonGen’s architecture

Latency Measurement Feature

I MoonGen reuses hardware features originally de-
signed for the Precision Time Protocol (PTP)

I Timestamping happens in hardware shortly be-
fore/after sending/receiving

I Precision of ± 3.2 ns on Intel X540 10Gbit NICs

I Limitations: Packets must look like PTP packets:
only UDP and PTP layer 2 packets are supported

Latency Measurement Example
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Latency distribution of traffic forwarded through a VM
running on top of Open vSwitch at a load of 322k
packets/s.

Latency Measurement Demo

I Cable length determination through time-of-flight

I Demo setup uses an unaltered Intel X540 dual port
NIC
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More Information

Additional information and source code of MoonGen is
available at:

https://github.com/emmericp/MoonGen

USENIX Symposium on Networked Systems Design and Implementation, May 4 - 6, 2015, Oakland, CA, USA

MoonGen is a high-speed packet generator and
analyzer that is being developed at this chair. It
is almost entirely written in the scripting language
Lua and can be used to implement arbitrary packet
processing tasks.
This is a meta-announcement; we are always of-
fering interesting theses around the topic of packet
processing in Lua. We will find something that suits
your profile. Just contact us and we will brainstorm
about possible topics together!

Motivation

Contact us

Talk about possible topics

Do something cool!
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