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What’s DNS Observatory?
1. Observe recursive -> authoritative DNS traffic

2. Track the most popular values in queries (eg. IPs)

3. Characterize each “big player” with a set of features

Goals:

● Gain insight into DNS & Internet events

● Diagnose DNS in the wild, suggest improvements

● Ongoing work! Published first paper -> let people know
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What’s DNS Observatory? #2
● Source: Farsight Security Information Exchange (SIE)

○ Contributors! ISPs, DNS providers, hosting farms, etc.
○ Hundreds of resolvers around the world
○ ~200k / sec real-time observations (passive DNS)

● This paper dataset: January - April 2019
○ total: 1.6 trillion DNS transactions
○ eg. 1-minute sample = 2.6 million unique domains (queried FQDNs)

● Why important vs. existing works?
○ Passive (instead of active + lists)
○ Many vantage points (instead of an ISP or a TLD)
○ Real-time stream processing
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In more detail… 
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DNS Objects & Traffic Features
● Authoritative DNS servers

(IP address)

● Effective TLDs and SLDs
(Public Suffix List)

● Fully-Qualified Domain Names

● QTYPEs
(A, AAAA, MX, RRSIG, …) 

● IPv4 / IPv6 records
(A, AAAA, ANY)

● ...

5

● Counts of queries and responses, eg.
all, answered, SUCCESS, NXDOMAIN, NODATA, 
has NS records, DNSSEC-signed, etc.

● Cardinality estimates (HyperLogLog, …), eg.
distinct FQDNs, TLDs, SLDs, QTYPEs, IPs seen in 
ANSWER, authoritative server IPs

● Histogram estimates (percentiles, top-k, …), eg.
server response delay, number of network hops, 
response size, record TTLs, est. hierarchy level

...more coming!



Big Picture
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Traffic distribution: top 100K nameservers (95% obs.)
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Traffic distribution: top 100K nameservers (95% obs.)
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NXD 21%
Data 64%
Nodata 5%



Traffic distribution: top 100K FQDNs (23% obs.)
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NXD 1.5%
Data 70%
Nodata 10%



Traffic distribution: top AS names (>50% obs.)

10



Traffic distribution: QTYPEs (99.5% obs.)

11



Performance: response delay & network hops
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Performance: roots & gTLDs
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How many auth. nameservers on the Internet?
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Happy Eyeballs
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Happy Eyeballs v2 (HE)
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1. Send concurrent A and AAAA queries
2. Collect responses
3. Start IP address race, give preference to IPv6



Happy Eyeballs v2 (HE): RFC 8305
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1. Send concurrent A and AAAA queries
2. Collect responses
3. Start IP address race, give preference to IPv6

Both queries SHOULD be made as soon after one another as possible, with 
the AAAA query made first and immediately followed by the A query.

If a positive A response is received first (...), the client SHOULD wait 
a short time for the AAAA response to ensure that preference is given to 
IPv6 (...).  This delay will be referred to as the "Resolution Delay". 

The recommended value for the Resolution Delay is 50 milliseconds. 



HE vs. DNS: seen in the wild
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TTL = 10-15 min
Negative TTL = 15 seconds



Why read?
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Didn’t say & Take-aways
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● How TTLs impact query volumes?
● How to predict upcoming DNS changes?
● Did we see many QNAME minimization 

(qmin) deployments?
● How DNS could be improved for HE?

● We invite you (academic researchers) to 
access the data

● Long-term goal: make parts publicly 
available

● DNS Observatory provides birds-eye 
view on the DNS

● ~50% of seen DNS transactions:
○ Top 1K nameservers
○ Top 10 AS owners

● Consider HE effects of low negative 
caching TTLs
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Backup slides
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User privacy?
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Traffic “above” 
resolvers

Drop transaction 
details (eg. EDNS0)

Aggregate,
drop unpopular stuff



Traffic distribution: top 100K SLDs (69% obs.)
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NXD 19%
Data 68%
Nodata 7%



Impact on query rate
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Upcoming change?
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Data representativeness
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Example: 1-minute snapshot
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Example: time series for .com (30 days)


