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Localization of Access Networks within the Internet-Based IT-

Infrastructure 

Transit provider 

... 

Web-Servers etc. 

Content provider 

Access networks 

Dial-in: 

• Modem 

• ISDN 

LAN: 

• Ethernet 

WLAN: 

• 802.11 

Main topic in this chapter 
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Point-to-Point Protocol: Purpose and Tasks 

 Large parts of the Internet rely on point-to-point connections: 

 Wide area network (WAN) connections between routers 

 Dial-up connections of hosts using (DSL) modems and telephone lines 

 Protocols for this purpose: 

 Serial Line IP (SLIP): no error detection, supports only IP, no dynamic 

address assignment, no authentication [RFC 1055] 

 Point-to-Point Protocol (PPP): successor to SLIP, supports IP, IPX, ... 

 

 

 

 

 PPP [RFC 1661/1662]: 

 Layer-2 frame format with frame delimitation and error detection 

 Control protocol (Link Control Protocol, LCP) for connection  

establishment, test, negotiation, and release 

Host Modem Modem Provider 

PPP 

Internet 
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Point-to-Point Protocol: Security Services 

 Entity authentication 

 The original version of PPP [RFC 1661] suggests the optional use of an 

authentication protocol after the link establishment phase: 

• If required, authentication is demanded by one peer entity via a LCP (Link 

Control Protocol) message at the end of the link establishment phase 

• Originally, two authentication protocols have been defined: 

– Password Authentication Protocol (PAP) 

– Challenge Handshake Authentication Protocol (CHAP) 

• Meanwhile, an extensible protocol has been defined: 

– Extensible Authentication Protocol (EAP) 

 Encryption 

 PPP allows to negotiate data encryption after entity authentication with the 

Encryption Control Protocol (ECP) 

 However, ECP does not provide a mechanism for key management 

 Currently nobody uses ECP because there is no non-manual means of 

keying it.   

 Message authentication 

 PPP does not provide message authentication 
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Point-to-Point Protocol: Password-based 

Authentication – PAP 

 Password Authentication Protocol (PAP): 

 PAP was defined 1992 [RFC 1334]  

Peer Authenticator 
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Point-to-Point Protocol: Password-based 

Authentication (better) – CHAP 

 Challenge Handshake Authentication Protocol (CHAP): 

 

Peer Authenticator 
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PPP Security – Reality Check (1) 

 The lack of key management for PPP has lead to proprietary protocols 

with some security holes 

 Microsoft implemented CHAP with a home-made hash function 

 The Microsoft PPP authentication protocol was standardized as MSCHAP 

[RFC2433] 

 MSCHAP was accompanied with a proprietary key derivation mechanism. 

• The session key can be derived from the user’s password. 

• The so-called Microsoft Point-to-Point Encryption (MPPE) was published in 

[RFC3078] 

 A security analysis of MSCHAP and MPPE was published by Schneier, et 

al, in 1998 [SMW99a] and show ed that MSCHAP and MPPE can be 

easily compromised 

 As a response to [SMW99a] Microsoft updated MSCHAP ( MSCHAP2) 

and MPPE 
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Issues with Password-based Authentication: 

MSCHAP (1) 

 MSCHAP uses 

 the Windows LAN Manager hash function  

 and the Windows NT hash function 

 Windows LAN Manager Hash function: 

1. Turn the password into a 14-character string, either by truncating longer 

passwords or padding shorter passwords with nulls. 

2. Convert all lowercase characters to uppercase. Numbers and non-

alphanumerics remain unaffected. 

3. Split the 14-byte string into two seven-byte halves. 

4. Using each seven-byte string as a DES key, encrypt a fixed constant with 

each key, yielding two 8-byte encrypted strings. 

5. Concatenate the two strings together to create a single 16-byte hash 

value. 

 Windows NT Hash function: 

1. Convert the password case sensitive up to 14 bytes into Uni-Code 

2. The password is hashed using MD4, yielding a 16 byte hash value 
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Issues with Password-based Authentication: 

MSCHAP (2) 

ASCII constant: 

“KGS!@#$%” 

Truncate or pad with nulls 

User password 

N bytes 

Convert all to upper case 

and split into two 7 bytes 

strings 

14 bytes 

DES 

encryption 
DES 

encryption 

7 bytes 

DES key 

7 bytes 

DES key 

|| 

16 bytes 

Windows LM hash 

MD4 

User password in Uni-Code 

N bytes 

16 bytes 

Windows NT hash 

Windows LAN Manager Hash Function 

Windows NT Hash Function 
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Issues with Password-based Authentication: 

MSCHAP (3) 

 Weaknesses of the Windows LAN Manager hash function 

 Users typically choose poor passwords with small entropy 

 All characters are converted to upper case, making the number of possible 

passwords even smaller 

 The two seven-byte “halves" of the password are hashed independently  

• Thus, the two halves can be brute-forced independently, and the complexity of 

the attack is at most the complexity against a seven-byte password. Passwords 

longer than seven characters are no stronger than seven-character passwords. 

 Passwords of seven characters or less can be immediately recognized 

since the second half of the hash is always the same constant 
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Issues with Password-based Authentication: 

MSCHAP (4) 

 MSCHAP authentication dialogue 

1. Client requests a login challenge. 

2. Server sends back an 8-byte random 

challenge 

3. The client calculates the LAN 

Manager hash, and adds 5 nulls to 

create a 21-byte string, and partitions 

the string into three 7-byte keys. 

Each key is used to encrypt the 

challenge, resulting in a 24-byte 

encrypted value which is returned to 

the server 

 The client does the same with the 

Windows NT hash. 

 Given a challenge and the 

corresponding response that is 

computed with the Windows LM hash 

function, a dictionary attack can be 

performed within few minutes 

add five nulls and split 

into three 7 bytes strings 

Windows LM hash 

Or Windows NT hash 
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PPP Security – Reality Check (2) 

 A security analysis of MSCHAP2 and the update of MPPE was 

published by Schneier in [SMW99a] 

 „the fundamental weakness of the authentication and encryption protocol 

is that it is only as secure as the password chosen by the user“ 

 MSCHAP2 and MPPE are still widely used [Mar12] 

 For IPSec with Pre-shared key over PPTP 

 With Radius and WPA2 (protocols mentioned later in this chapter) 

 In order to cope with the security weaknesses of legacy or password-

based authentication methods, it can be performed in 2 phases: 

 a TLS tunnel is established to the Authenticator first 

 (Note: the client needs to verify the certificate of the Authenticator here) 

 then legacy (weak) authentication method is performed, e.g. PAP, CHAP, 

MSCHAP2 

 Other alternative: use certificate instead of pre-shared key auth. 

 A funny and interesting attack in practice can be found in [heise07] 
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Extensible Authentication Protocol (1) 

 EAP is a general protocol for PPP authentication which supports 

multiple authentication methods [RFC2284] 

 The main idea behind EAP is to provide a common protocol to run 

more elaborated authentication methods than “1 question + 1 answer”  

 The protocol provides basic primitives:  

 Request, Response: further refined by type field + type specific data  

 Success, Failure: to indicate the result of an authentication exchange 

 As EAP provides a generic framework for authentication, it supports 

several EAP methods, e.g. 

 EAP-MD5 Challenge (this is equivalent to CHAP) 

 EAP-TLS 

• Authenticate via TLS 

 EAP-TTLS 

• TLS provides secure channel, client auth via username and password 

• IETF RFC 5281 

 



Network Security, WS 2014/15, Chapter 6   18 

Extensible Authentication Protocol (2) 

 e.g. EAP-TLS: Authenticator Peer 

TLS handshake: 

TLS messages are carried 

within an EAP message 

envelopes 

Negotiate EAP-TLS for 

authentication and 

exchange UserID 
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IEEE 802.1x: Controlled and Uncontrolled Ports 

System 

Controlled Port Uncontrolled Port 

Point of  

Attachment 

LAN 

 IEEE 802.1x introduces the notion of two logical ports: 

 the uncontrolled port allows to authenticate a device 

 the controlled port allows an authenticated device to access LAN services 
 

 Accessing a LAN with IEEE 802.1x security measures: 

 Prior to successful authentication the client can access the uncontrolled port: 

• The port is uncontrolled in the sense that it allows access prior to authentication 

• However, this port allows only restricted access 

 Authentication can be initiated by the client or the authenticator (e.g. LAN switch or 

WLAN access point) 

 After successful authentication the controlled port is opened 
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IEEE 802.1x: Roles  

 Three principal roles are distinguished: 

 A device that wants to use the service offered by an IEEE 802.1x LAN acts 

as a supplicant requesting access to the controlled port 

 The point of attachment to the LAN infrastructure (e.g. a MAC bridge) acts 

as the authenticator demanding the supplicant to authenticate itself 

 The authenticator does not check the credentials presented by the 

supplicant itself, but passes them to his authentication server for 

verification 

 Authenticator and authentication server communicate together using a 

so-called AAA protocol. 
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IEEE 802.1x Security Protocols & Message Exchange 

 IEEE 802.1x does not define its own security protocols, but advocates 

the use of existing protocols: 

 The Extensible Authentication Protocol (EAP) may realize basic device 

authentication [RFC 2284] 

 If negotiation of a session key during authentication is required, the use of 

the PPP EAP TLS Authentication Protocol is recommended [RFC 2716] 

 Note however that newer methods might be appropriate, e.g. EAP-TTLS 

or PEAP 

 Furthermore, the authentication server is recommended to be realized with 

a AAA protocol such as RADIUS [RFC 2865] or DIAMETER [RFC 3588] 

 (Diameter is the successor of the Radius protocol) 

 Exchange of EAP messages between supplicant and authenticator is 

realized with the EAP over LANs (EAPoL) protocol: 

 EAPoL defines the encapsulation techniques that shall be used in order to 

carry EAP packets between the supplicant and the Authenticator in a LAN 

environment. 
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Authentication, Authorization and Accounting (AAA) Protocols  

 Motivation  

 Provide a generic architecture for Authentication, Authorization and 

Accounting 

 Delegate AAA tasks (e.g. verification of user credentials such as 

passwords) to dedicated AAA servers. 

 AAA data (e.g. login/passwords) do not need to be stored at each 

authenticator device, e.g. Ethernet switch or wireless LAN access point. 

 The user database (e.g. login/passwords) can be re-used for several 

purposes and does not need to be duplicated (duplication can lead to 

inconsistency) 
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AAA Application Scenarios 

 Authentication for dial-in services 

 

 

 

 

 

 

 Authentication for access to a wireless LAN network: 

 

 

 

 

 

 

 AAA protocols can be also used between an Ethernet switch and a AAA server 
for access control with 802.1X 

 Another application for AAA protocols (at the application layer) is the 
authenticating of users in Voice over IP (VoIP) networks 

Host 

Modem Modem 

Network Access 

Server (NAS) 

PPP 

AAA Server 

Radius/Diameter 

WLAN, 802.11 

AAA Server WLAN Access Point 
Host 

Radius/Diameter 
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Back-End and Front-End Protocols 

 Protocols between Supplicant and Authenticator are also called Front-

end protocols 

 Protocols between Authenticator and AS are also called Back-end 

protocols 

Front-end protocols: 

•PPP 

•LAN, EAPoL (802.1X) 

•WLAN, WEP (802.11), 

EAPoL (802.1X), 802.11i 

Back-end protocols/AAA protocols 

•Radius 

•Diameter 
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Putting the pieces together: Network Access Control with 802.1X, EAP 

and a AAA backend server 

Supplicant Authenticator Authentication Server 

EAP-Request/Identity 

EAP-Response/Identity(MyID) 

EAP-Success 

Port authorized 
Authentication  

successfully completed 

EAPoL (EAP over LANs) Start  

RADIUS Access-Request / Identity(MyID) 

RADIUS Access-Accept 

Message exchange depending on the EAP method 

RADIUS Access-Challenge EAP-Request 

EAP-Response RADIUS Access-Request 
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Putting the pieces together: EAP, 802.1X and AAA Protocols 

EAP 

Supplicant 

  

Authenticator Authentication Server 

End-to-end authentication (messages are relayed by the Authenticator) 

Access-Accept / Access Reject 

 EAP was originally designed for PPP 

 EAPoL encapsulates EAP messages within Ethernet or WLAN frames 

 Between the authenticator and the authentication server, EAP messages are 

encapsulated within RADIUS/DIAMETER messages 
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Evolution of WLAN Security (1) 

 802.11, which dates from 1997, helped to kick off the present adoption 

of WLANs, but was primarily concerned with connectivity and not with 

security. 

 In June 2001 802.1X was ratified.  

 802.1X provides Access Control, recommends the use of EAP with AAA 

servers for authentication. 

 However, 802.1X does not solve the confidentiality and integrity problems 

of WEP 

 An IEEE Task Group had been working on a secure standard for 

WLANs: 802.11i. This was published in June 2004. 

 In the mean time, (in October 2002), the Wi-Fi Alliance (a consortium 

of about 170 WLAN vendors) announced a security solution that 

counters the known weaknesses of WEP, called  

  Wi-Fi Protected Access (WPA). 
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Evolution of WLAN Security (2) 

 WPA was a snapshot of 802.11i.  

 It was announced earlier than 802.11i due to the urgent need for a 

security solution for WLANs on the market and due to the slow process 

of standardization. 

 However, WPA was only a short-term solution to patch WEP and re-

uses the same hardware 

 The long-term solution, also called WPA2, uses 

 AES CTR mode for encryption instead of RC4 

 AES-CBC-MAC for data integrity  
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Wi-Fi Protected Access (WPA) 

 WPA Authentication: 

 WPA incorporates the 802.1X standard with stations (Supplicant), access points 

(Authenticators) and authentication servers. 

 Data Privacy (Encryption) 

 The Temporal Key Integrity Protocol (TKIP) for encryption is a rapid re-keying 

solution to patch WEP 

 TKIP provides a key management system with a per-packet key for WEP encryption 

to fix the WEP flaws 

 TKIP is a “work-around” to use the same WEP hardware while achieving a stronger 

encryption 

 Data integrity: 

 TKIP includes also Message Integrity Code called MIC or „Michael“ at the end of 

each plaintext message to ensure messages are not being spoofed or altered. 

 Note: the IEEE uses the acronym MIC instead of MAC (Message Authentication 

Code) for the simple reason that MAC is reserved for „Medium Access Control“. 

 TKIP is a work around WEP to correct its weaknesses while still using the 

same hardware 
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The improved Wireless LAN Security Standard: 802.11i 

 WPA2 

 Counter-Mode/CBC-MAC Protocol (CCMP):  

• Provides confidentiality, data integrity and replay protection 

• Uses AES in CTR mode for confidentiality  

• Uses AES-CBC-MAC (with a different key!) for data integrity 

 

 Both WPA and WPA2 utilize 

 802.1X for access control  

 EAP for authentication 

 In both WPA and WPA2 the Authenticator can operate in 

 Stand-alone mode:  

• The Authenticator plays the role of the Authentication Server 

 Pass-through mode 

• The Authenticator relays authentication messages between the Supplicant and 

the Authentication Server.  

• When the authentication exchange is completed, the Authentication Server 

informs the Authenticator whether the Authentication was successful 
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Wireless LAN Security - Conclusions 

 IEEE 802.11 does not provide sufficient security 

 WPA uses TKIP for data encryption and integrity and 801.1X for access 

control 

 801.1X enables the use of different authentication methods by using EAP 

 WPA2 uses CCMP which uses AES in CTR mode for encryption and AES-

CBC-MAC for data integrity 
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Link Layer Security – Summary and Conclusions (1) 

 Mechanisms and protocols for link layer security aim at providing 

 Authentication of end hosts 

 Access control at the link layer 

 Data origin authentication at the link layer 

 Message integrity at the link layer 

 Confidentiality at the link layer 
 

 Bad design and abuse of cryptography showed that these goals have 

been missed several times, e.g. MSCHAP, MSCHAP2, WEP 
 

 Even though the introduction of EAP provided a basis for integrating 

stronger methods for authentication, initial EAP methods (e.g. EAP-

MD5) do not provide keying material for a secure channel between the 

Supplicant and the Authenticator 
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Link Layer Security – Summary and Conclusions (2) 

 

 IEEE/IETF standardization committees have learned lessons from 

other security protocols, e.g. IPSec and TLS 
 

 However, requirements for link layer security are different 

 e.g. security have often to be implemented at the hardware interface with 

limited resources 

 Layer 2 frame properties and message overhead have to be considered 
 

 Link layer security is still work-in-progress and it is expected to have 

many advancements and updates in the near future, e.g. 

 IEEE 802.1AE which is a standard for integrating security services, such 

as data integrity and confidentiality in Ethernet switches 

 Improvement of EAP methods, also with respect to latency in handover 

scenarios 
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