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Abstract—Deep packet inspection and payload analysis is
required for various purposessuch as the detection and identi -
cation of attacks as well as sewice and application-level analysis
of packet streams. However, network-wide deployment of full-
edged network analyzers and intrusion detection systemsis a
very costly solution, especially in large networks and at high
link speeds.On the other hand, modem routers, switches and
monitoring probesare equipped with the capability to capture
and export selected packet data to a remote collector. We
developedand implementedatraf ¢ analysissystemwhich is able
to apply online pattern matching to the receved packet data, e.g
in order to detect known attack signatures. As bandwidth and
computational resourcesare limited, it is necessaryto restrict the
amount of packet data that is captured and exported. Therefore,
we analyzed rule setsof the popular Snort intrusion detection
systemsand determined which parts of a packet are relevant
for signature detection and which parts can be removed without
impairing the detection quality.

|. INTRODUCTION

Searchingpaclet headersand payloadfor knowvn patterns
(that are called signatures)s a commontechniqueto detect
pacletswith maliciousor harmful content,suchasinfectious
worm codeor exploits that can provide illegitimate accesgo
systemresourcen the tamget host. The signaturesdescribe
characteristitheaderelds andstringsin the payload.For traf-
¢ analysis,paclet inspectionand payloadanalysisbecomes
increasinglyimportant,too, aseven for basicclassi cation of
trafc into different serviceclassesor applicationclassesa
classi cation by port numbersleadsto inaccurateresults[1],
[2]. Thisis dueto thefactthatmary applicationssuchaspeer
to-peer applicationsor Skype, use dynamic port allocation
or reuse port numbersassignedto standardservices(e.g.
HTTP) to circumwent corventional port-basedclassi cation
and rewall policies.

Traditionally paclet inspectionis performedby network
analyzersandintrusion detectionsystemsHowever, network-
wide deplgyment of such systemsat multiple obsenration
points is costly Furthermore,patternmatchingis a compu-
tationally comple task, which makes it dif cult to analyze
paclets at the high ratesthat occur in high-speednetworks.
Optimizedparallelsearchalgorithmsimplementedn hardware
enable string matching at several gigabits per second[3].
However, thesealgorithmsare of limited utility for signature
analysisas signaturesrequently contain regular expressions.
Moreover, using speci ¢ hardware componentdncreaseshe
costs of network analyzersand intrusion detectionsystems
signi cantly.
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In this paper we describea cost-efective alternatve based
on paclet monitoring capabilitiesof modernrouters,switches,
and monitoring probes.The PSAMP framewvork and proto-
col [4], [5] standardizedby the IETF as well as Cisco's
Flexible Net ow technology[6] allow capturingandexporting
headerandpayloaddataof individual paclketsusingthe IPFIX
and Net ow.v9 protocols[7], [8] respectiely. As showvn in
Figure 1, we collect the exported paclet data at a paclet
analyzerwhich performsonline patternmatchingand raises
an alertif an attacksignatureis found. For proof of concept,
the proposedarchitecturehasbeenimplementedy integrating
the popular open-sourcenetwork intrusion detectionsystem
Snort[9] asdetectionmoduleinto our real-timetrafc anal-
ysis framevork TOPAS (Trafc Ow and Packet Analysis
System)[10]. A brief introductionto Flexible Net ow and
PSAMP as well as somemore detailsaboutthe architecture
andimplementationare givenin Sectionll.

In our approach,processingof the performancecritical
patternmatchingtasksis shifted from network analyzersand
intrusion detection systemsdeplo/ed in the network to a
remote paclet analyzer Hence,the processingresourcesof
the paclet analyzercan be e xibly usedto inspectpaclets
obsered by ary monitoring device. This resultsin a better
resourcautilization if the rate of pacletsto be inspectecat an
obsenation point is varying over time, e.g. due to changing
trafc conditionsor analysisinterests.

Theexportof pacletdatafrom the monitoringdevicesto the
paclet analyzemay causehigh trafc volumes,exceedingthe
availableor acceptablemountof bandwidth.In orderto cope



with limited bandwidthaswell aslimited processingapacities
at the paclet analyzey the paclet analysishasto be restricted
to a maximum data rate and paclet rate. For this purpose,
appropriatepaclet selectionstratgies have to be identi ed
that, on the one hand,are simple enoughto be implemented
at the monitoring devices and, on the other hand,ensurethat
the exported datais sufcient to achiee the analysisgoals.
Sectionlll presentgossiblesolutionsto this problem.

Usually, it is not necessarjo export entire paclets as the
paclet inspectionconcentratesn a limited numberof header
elds and parts of payload.By adaptingthe contentof the
exportedpaclet dataaccordingly the requiredbandwidthcan
be reducedfurther without impairing the analysisresults.We
conducteda statisticalanalysisof the Snortrule setin order
to determinewhich headerelds aremostrelevantfor therule
set,and how mary bytesof payloadare typically considered
for signature-basedttackdetection.The outcomeof the rule
setstudyis presentedn SectionlV.

SectionV concludeghis paperwith some nal remarks.

Il. ARCHITECTURE AND IMPLEMENTATION

In this section,we describethe architectureandimplemen-
tation of our systemdepictedin Figure 1. Therefore we start
with a brief introductionto PSAMP and Flexible Net ow.
Subsequentlywe explain the integration of Snort with the
real-timetrafc analysisframavork TOPAS.

A. PSAMPand Flexible Net ow

ThelETF PSAMPworking grouphasbeendevelopingtech-
niguesfor selectingpaclets capturedat an obsenration point
and exporting paclet datato a remoteanalyzer[4]. Several
Iters and samplingmechanismé$iave beenstandardized11]
enabling deterministicas well as probabilistic paclet selec-
tions. PSAMP males useof the IPFIX protocol[7] to export
paclet recordsincluding headerand/or payload information
of the selectedpaclets. As the actualrecordstructurecan be
de ned in a exible way using templates,it is possibleto
export only thosepartsof a paclet which areneededor later
analysis.

The latest version of Cisco Net ow, called Flexible Net-
ow [6], alreadyimplementssomeof the PSAMP concepts.
AlthoughFlexible Net ow currentlysupportsalimited number
of paclet selectionoptionsonly and deploys Net ow.v9 [8]
insteadof the IPFIX protocol,we expectthat PSAMP speci -
cationswill be supportedby CISCO as soonasthe standard-
ization hasbeen nished.

In Sectionslll and 1V, we discusswhich paclet selection
techniquesare mostappropriatefor the purposesf signature
detection,and which perpacket information should be con-
tainedin the exportedpaclet records.

B. Implementation

The prototypeimplementatiorof the paclet analyzerbuilds
on TOPAS and the open-sourcentrusion detection system
Snort. TOPAS [10] was originally developed at the Uni-
versity of Tuebingenwithin the Europeanproject Diadem
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Firewall [12] for detectingDoS and DDoS attacksusing o w
records TOPAS integratesa collectorfor recevzing monitoring
data exported with Netow or IPFIX, and distributes the
datato one or more detectionmoduleswhich perform the
actualtrafc analysisand attack detection.Detectionresults
are encodedin IDMEF (Intrusion Detection MessageeX-
changeFormat) [13] and forwardedto an event systemfor
post-processingsuch as correlation of alerts from different
detectionmodulesor triggering responsanechanisms.

For the purposeof signaturedetectionin sampledpaclets,
we integratedSnort 2.4 [14] into the TOPAS framework. As
shown in Figure 2, we developeda pcapwriter module that
transformspaclet recordsinto framesin pcap format [15].
If a paclet record doesnot contain a completecopy of a
paclet, the pcap writer module substitutesmissing header
elds andpayloadsectionswith padding.Via a Unix pipe,the
resultis passedo Snortwhich searcheshe paclet for known
signaturegust asif it was running at the obsenration point.
Although a tighter and fasterintegration of Snortis certainly
possible,the pcap writer solution enablesus to run Snort
without ary codemaodi cations, which alsofacilitateskeeping
pacewith upcomingSnortversions.In orderto collect Snort
alerts,we usethe Snort IDMEF output plugin and a second
pipein the oppositedirection. After someminor modi cations
in the messagdeaderthe IDMEF messagearepassedn for
alert noti cation and post-processing.

As monitoring probes,we deploy VERMONT (VERsatile
MONNitoring Toolkit) [16]. VERMONT providesaninterface
for remotecon guration basedon the Netconf protocol [17]
andthe con gurationdatamodelproposedn [18]. Thisfeature
canbe usedto dynamicallyadaptthe paclet selectionto the
requirementf the paclet analyzeras discussedn the next
section.

I1l. PACKET SELECTION

As statedin the introduction, the export and analysis of
paclet dataare subjectto bandwidthand processingesource
limitations. If the numberof obsened paclets is high, we
are not able to examine every paclet but have to restrict
the analysisto sampledpaclets. A good selection strateyy
is expectedto selectthosepaclets which are relevant for the



analysiswith high probability Sucha stratey ignorespaclets
that most likely do not contain interestinginformation. Of
coursethis classi cationinto relevantandnon-releant paclets
dependson the analysisgoal. For example, suspiciousand
potentially harmful paclets arerelevantif we intendto detect
andidentify worm andattacktraf c. For the purposeof trafc
classi cation, paclets with characteristicpayload should be
chosen.

In the following subsectionwe give a brief overvien on
standard Itering and sampling methodsand discusstheir
appropriatenes$or our application. Thereafter we describe
how we canprot from con gurable monitoring devices that
enablethe paclet analyzerto dynamicallyadaptthe selection
stratgy.

A. Standad Filtering and Sampling

An overview andtaxonomyof commonpaclet ltering and
sampling methodsis given in [11]. A classi cation can be
madebasedon the following properties:

Deterministicvs.nondeterministicdependingon whether
the paclet selectionis always identical when appliedto
the samesequencef paclets.

Content-dependents. content-independentdepending
on whetherthe paclet contentis taken into account.

Nondeterministicontent-independemethodsesultin aran-
dom paclet selectionwhich neitherincreasenor decreasehe
selection probability of relevant paclets comparedto non-
relevant paclets. The sameappliesto deterministiccontent-
independentmethods,such as systematiccount-basedsam-
pling and systematidime-basedsampling However, both of

theseallow selectingmultiple pacletsin arow, e.g.the rst m

paclets out of every sequencef n > m pacletsin the case
of systematicount-basedampling which is an advantageif

the analysisrequiresseriesof consecutie pacletsratherthan
individual paclets.

Content-dependennethods,such as paclet Iters (deter
ministic) or non-uniformrandomsamplingalgorithms(nonde-
terministic), are the most appropriatefor our purposesThey
allow de ning different selectionprobabilitiesdependingon
certainpaclet propertiese.g.headereld values.For example,
it is possibleto focus on paclets targeting a potentially
vulnerableserviceon a protectedhost. In additionto header
elds, we cantake into consideratiorspeci ¢ patternsin the
paclet payload,e.g. a string at a given offsetin the payload.
Consequentlyif the paclet analyzersearchedor patternsor
signaturescontainingsuch a string element,a very ef cient
paclet selectioncanbe implementedat the monitoringdevice.
Paclet selectioncanrely on sophisticategatternsaslong as
the necessaryperationsare not too complex to slowv down
the monitoring processunacceptably

B. AdaptivePacket Selection

This subsectiordescribeshow a dynamicadaptatiorof the
selectionstratgy can help to achieve betteranalysisresults.
Therefore we considermacletsto be partof ows, de ned as
unidirectionalstreamsof pacletsbetweentwo communication

endpointsln mary casesthe analysisgoalis to classify o ws
andnotindividual paclets. This is quite obviousin the caseof
traf c classi cationwhere o ws areto be assignedo service
and applicationclassesSimilarly, worm and attack detection
aimsat identifying harmful o ws or connections.

For trafc analysis,some o ws are more interestingthan
otherse.g. o wswith rareor unknavn sourcer destinations,
o ws directedto vulnerableports, or o ws originating from
untrustedhostsetc.. Also, traf c anomaliesare usually worth
being examined,e.qg.if unusuallyhigh numbersof pacletsor
o ws are directedto a single destination.The adaptationof
paclet selectionand dataexport parametergequiresdynam-
ically con gurable monitoring devices. Another prerequisite
is an interface for remote con guration which enablesthe
pacletanalyzerto quickly changethe paclet selectionstrategyy
accordingto its currentanalysisgoalsandinterestsA possible
solution providesthe con guration datamodelfor IPFIX and
PSAMP [18] in combinationwith the Netconf protocol [17]
asimplementedor Vermont[19].

While the autonomousrecon guration of monitoring de-
vices is subject of ongoing work, a possible application
scenariocan be describedas follows. The paclet analyzer
provides the monitoring devices with a white list describing
Itering rulesfor o wswhereno pacletinspectionis required.
With theserules, most of the normaltrafc is omitted from
paclet sampling. For ary other ow, paclet datais to be
exported until the packet analyzer sendsa stop signal to
the monitoring devices. Alternatively, a maximum number
of exported paclets per ow could be con gured that is
usuallysufcient to classifya o w. Dependingon the analysis
results, the paclet analyzermay adaptthe con guration of
the monitoring devices, e.g. by extending the white list. A
protection mechanismis necessaryto cope with situations
where mary new ows not matchingthe white list risk to
overwhelmthe paclet analyzer One possibility is to discard
paclets using probabilistic paclet sampling. If the analysis
requiresconsecutie paclets of a ow, we can apply hash-
basedltering insteadusing o w key headerelds asinputto
the hashfunction [11]. As aresult,eitherall or no paclets of
each o w areselected.

IV. ANALYSIS OF SNORT RULES

A meansto further reducethe amountof monitoring data
is to export only those paclet header elds and payload
sectionswhich are actually neededfor paclet inspection.In
orderto know which partsof paclet arerelevantfor signature
detection,we performeda statisticalstudy on the Snortrule
setandfound out thatthe majority of Snortsignatureseferto
afew pacletheaderelds andincludeadditionalpatterngo be
searchedor in the paclet payload.The following subsections
summarizethe resultsof the study for the whole Snortrule
set(labeledAll in the tablesand diagrams)aswell asfor four
disjoint rule categories:

Badkdoor: Various rules for backdoors,exploits, and

suspicious shell commands (rule les: backdoor |,
exploit , shellcode |, tftp ).



TABLE |
PrROTOCOLS, DESTINATION |P ADDRESSES, AND DESTINATION PORTS IN SNORT RULES

Rule Set All Web Backdoor Service DoS
TCP 6494 (92.49%) 1594 (100%) 636 (85.83%) 657 (96.48%) 15 (34.09%)
UDP 356 (5.07%) 0 (0%) 80 (10.80%) 24 (3.52%) 13 (29.55%)
ICMP 132(1.88%) 0 (0%) 1 (0.13%) 0 (0%) 15 (34.09%)
P 39 (0.56%) 0 (0%) 24 (3.24%) 0 (0%) 1(2.27%)
Speci ¢ sener(s) 1408 (20.05%) 958 (60.10%) 15 (2.02%) 414 (60.79%) 1(2,27%)
Home network 4450 (63.38%) 625 (39.21%) 382 (51.55%) 242 (35.54%) 36 (81.82%)
Ext. network 1130(16.09%) 11 (0.69%) 331 (44.67%) 23 (3.38%) 7 (15.91%)
Speci ¢ address(es) 10 (0.14%) 0 (0%) 0 (0%) 2 (0.29%) 0 (0 %)
Any host 23 (0.33%) 0 (0%) 13 (1.75%) 0 (0%) 0 (0%)
Speci ¢ port(s) 5679 (80.89%) 1038(65.12%) 371 (50,07%) 656 (96.33%) 25 (56,82%)

Any port 1342(19.11%) 556 (34.88%) 370(49.93%) 25 (3.67%) 19 (43.18%)
TABLE I
FREQUENCIES OF OTHER RULE ATTRIBUTES
Protocol IP TCP UDP ICMP
Numberof rules 39 6494 356 132
ip_proto 9 (23.08%) 0 (0%) 0 (0%) 0 (0%)
ipopts 3 (7.69%) 0 (0%) 0 (0%) 0 (0%)
fragbits 2 (5.13%) 0 (0%) 0 (0%) 0 (0%)
ttl 1 (2.56%) 1 (0.02%) 0 0%) 0 (0%)
dsize 0 (0%) 15 (0.23%) 4 (1.12%) 7 (5.30%)
flags 0 (0%) 20 (0.31%) 0 (0%) 0 (0%)
itype 0 (0%) 0 (0%) 0 (0%) 131 (99.24%)
icode 0 (0%) 0 (0%) 0 (0%) 81 (61.36%)
icmp_id/_seq 0 (0%) 0 (0%) 0 (0%) 17 (12.88%)
isdataat 0 (0%) 128 (1.97%) 14 (3.93%) 0 (0%)
offset 0 (0%) 1497 (23.05%) 128 (35.96%) 0 (0%)
content 23 (58.97%) 5518(84.97%) 349 (98.03%) 39 (29.55%)
uricontent 0 (0%) 1396 (21.50%) 0 (0%) 0 (0 %)
pcre 0 (0%) 4262 (65.63%) 122 (34.27%) 0 (0%)
byte_jump/_test 4 (10.26%) 0 (0%) 137 (38.48%) 0 (0%)

Web: Web sener and client rules (web- ).
Service: Other service-specic rules (dns, finger
ftp , imap, mysql, nntp , oracle , pop2, pop3,
rservices , smtp, snmp, sqgl , x11).
DoS: DoS andDDoS rules (dos, ddos).
The presentedesultsare basedon the of cial Snort2.4 rules
releasedor registeredusersin October2006(2006-10-04)In
addition, we analyzedan older release(2005-07-27)in order

to determinepossibletrendsin the evolution of signatures.

The two releasesnainly differ in the numberof rulesin the
Backdoorcateyory, which had tripled within 14 months,and
the numberof Web rules, which increasedby more than 40
percent.

A. HeaderFields and Rule Attributes

Each Snort rule startswith a headerspecifying signature
valuesfor the transportprotocol as well as the sourceand

destinationaddressesnd ports. A well designedrule header
restrictsthe applicationof the rule using information about
the network topology e.g.the addresgangeof the protected
home network or addresse®f speci c seners. This results
in reducedprocessingverheadper paclet and a speed-umof

the paclet analysis.In addition, the numberof false positive

alertscanbe decreasecg.g. by applyingservice-speci crules
to pacletsdirectedto correspondingenersonly.

Tablel shaws the distribution of the protocolattributesand
how the destinationlP addressand port numberarerestricted
to prede ned values. As can be seen, most rules refer to
TCP trafc; other protocols mainly occur in the Backdoor
and DoS catagyory. Ohviously, destinationaddressand port
arevery frequentlyconsideredn the signaturesHowever, the
evaluationof the destinatioraddressequiresknowvledgeabout
which hostsare senersfor speci ¢ servicesandwhich hosts
are clients only, information that might not be available to
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Fig. 3. Payloadby Rule Set

network operatorsOn the otherhand,the destinationport can
be evaluatedwithout ary furtherknowvledgeaslong asservices
are running on well-known port numbers.

Sourceaddressand port of a paclet play a lessimportant
role. The sourceport is setto a speci ¢ valuein 13.7%of all
Snortrules, mainly in the Web and Backdoorcateyories.The
usageof the sourceaddressis negligible; only 0.5% of the
rules specify a speci ¢ addressor sener, while mostof them
look for any host external network or homenetwork

A possibility to further eliminatefalse positivesis to apply
TCP rules to paclets of establishedTCP connectionsonly.
In Snort, the TCP connectionstateis determinedby a pre-
processomlugin which setsthe so-calledflow attribute of
a paclet. This attribute is evaluatedby nearly all TCP rules,

andmostof thetime therulesreferto establishedonnections.

Consequentlyit would be bene cial if the monitoringdevices
wereableto determinethe connectionstateandexportedonly
paclets of establishecconnectionsthe flow attribute could
thenbe ignored,andthe preprocessoplugin deactvated.
Table Il lists the frequeng of other attributes used in
Snortrules. Attributesconcerningadditionalheaderelds are
quiterare (ip_proto , ipopts , fragbits , ttl , dsize ,
flags ). ICMP rules commonly evaluatethe type (itype )
and code (icode ) elds. Other frequently used attributes
referto the paclet payload(isdataat , offset , content |,
etc.). In the following subsectionwe use the patternlength

distribution in the Snortsignaturedo determinea reasonable
numberof bytes of payloadthat should be exported by the
monitoring devices.

B. Requied Payload Length

Most Snort rules searchfor a given patternin the paclet
payload. Since the payload of a single paclet can be very
long, we would like to set an upper limit for the number
of exportedbytes. Therefore,we usedthe patternlength and
offset of a Snort rule to calculate the required minimum
payload length. The calculatedvalues are lower estimates
basedn theassumptionthatpatternsarelocatedatthe earliest
possiblelocationin the payloadunlessa higherpayloadliength
is speci ed by a dsize or isdataat  attribute. Figure 3
depictsthe resultingfrequeng distributions.

The diagramsshowv that about 145 bytes of payload are
necessaryo satisfy 90 percentof all rules. For the older rule
setrelease(2005-07-27),90 percentwere alreadyreachedat
100 bytes. This increaseis mainly causedby newly added
signatureswith very long patternsin the Web cateyory (rule
le: web-clients ) describingmaliciouscontentsge.g. Mi-
crosoft ActiveX obijects, that are downloaded from a web
sener. Thetrendtowardsmoreandmorerulesfor suchsener-
originated“attacks” is alsore ected in the high frequeny of
any destinationportin Tablel which increasedy a factor of
ten comparedo the older rule set.



C. Conclusions

Based on our obsenrations, we conclude that the most
relevantheaderelds evaluatedby Snortrulesarethetransport
protocolandthe sourceand destinationport numberslinstead
of port numbers,ICMP rules require ICMP type and code
values.The destinationlP address<an be usefulfor signature
detectionif the paclet analyzerdisposesof knowvledge about
potentially vulnerablesenersin the network. The destination
addressis also neededto report the tamget of a detected
attack.In additionto theseheader elds, most rules include
a patternin the rst 145 bytes of payload. If monitoring
devices exported these paclet contents,804 of 7021 Snort
rules(11.4%)would not work asthey evaluateotheror further
paclet information. This numbercan be further decreasedt
the costof enlaging the exportedpayloadsectionor exporting
rarely usedheader elds like TCP ags. Furthermoresource
addressesalthoughnot requiredby the signaturesmight be
of interestto identify the origin of attackpaclets.

D. \eri cation with DARPA Packet Traces

In order to verify our conclusions,we comparedthe de-
tection resultsusing a paclet trace of the DARPA Intrusion
DetectionEvaluation2000" [20] consistingof 347,987pack-
ets.In a rst run, we con gured Vermontto export a PSAMP
record for every obsenred paclet, containinga copy of the
entire packet anda timestampwith the obserationtime. This
resultedin 37.6 megabytes of monitoring data, and Snort
runningon TOPAS detected47 harmful paclets.In a second
run, we exported PSAMP recordscontaining destinationIP
addressprotocolidenti er, 166 bytesof IP payload(transport
headerandpayload),andthe obserationtime. IP payloadwas
usedsincethe export of transportlayer payloadhas not yet
beenstandardizedby PSAMP The amountof monitoringdata
was reducedto 12.5 megabytes(66% less then before). As
expected,Snortwasstill ableto detectedmostof the harmful
paclets (41 or 87.2%).The six missedalarmsweretriggered
by two Snortrulesrequiringlonger payloadsections.

V. CONCLUSION

We presentedan architectureand implementationthat en-
ables pattern matchingin paclet data exported by PSAMP
and Flexible Net ow monitoring devices. We evaluatedto
which extend standardsampling and Itering methodsare
appropriateto selectthosepaclets with high probability that
are relevant for signaturedetection,and we discussedthe
adwantagesof dynamically adaptingthe paclet selectionto
the current analysisgoals. With a statistical study of Snort
rules,we gainedknowledgeaboutthe partsof paclet thatare
relevant for signaturedetectionand that should thereforebe
exportedby the monitoring devices.

As PSAMP is in the nal phaseof standardizationand
as Flexible Netow is already available on the market, we
expectthatthe export of paclet databecomesa commonplace
extension for devices already supporting ow information

1DDoS scenarioLLDOS 2.0.2 insidetrafc

export today e.g. routers, switches,and monitoring probes.
Basedon this assumption,our approachrepresentsa cost-
effective solutionto performsignaturedetectionin high-speed
networks where the distributed deployment of corventional
network analyzersand intrusion detectionsystemswould be
too expensve. Our currentresearctactivities aim at validating
the presenteaclet selectionand export stratgiesunderreal
traf c conditions.Furthermorewe intendto combine o w and
paclet-basedttackdetectionwithin the TOPAS framawork in
orderto improve the detectionresultsof individual methods.

REFERENCES

[1] T. KaragiannisK. PapagiannakiandM. Faloutsos,'BLINC: Multilevel
Trafc Classi cationin the Dark;" in Proc. of Confeenceof the Special
Interest Group on Data CommunicatioSIGCOMM'05) Philadelphia,
Pennsylhania, USA, Aug. 2005.

A. W. Moore andK. Papagiannaki,Toward the Accurateldenti cation
of Network Applications; in Proc. of Passiveand Active Measuement
Workshop(PAM 2005) Boston,MA, Mar. 2005.

S. Fide and S. Jenks,“A Suney of String Matching Approaches
in Hardware} Departmentof Electrical Engineeringand Computer
Science,University of California, Irvine, Tech. Rep. TR SPDS06-01,
Mar. 2006.

N. Dufeld, D. Chiou, B. Claise, A. Greenbay, M. Grossglauser
P. Marimuthu,J. Rexford, and G. Sadasian, “A Framevork for Packet
Selectionand Reporting;, Internet-Draft,work in progress,draft-ietf-
psamp-frameork-12, Jun.2007.

B. Claise, J. Quittek, and A. Johnson,“Packet Sampling (PSAMP)
Protocol Speci cations; Internet-Draft, work in progress,draft-ietf-
psamp-protocol-08jun. 2007.

Cisco Systems,‘Introduction to Cisco IOS Flexible NetFlow,” White
Paper Jun.2006.[Online]. Available: http://www.cisco.com

B. Claise,S. Bryant, S. Leinen, T. Dietz, and B. H. Trammell, “IPFIX
Protocol Speci cations, Internet-Draft, work in progress,draft-ietf-
ip x-protocol-26, Sep.2007.

B. Claise,G. Sadasian, V. Valluri, and M. Djernaes,‘Cisco Systems
NetFlov ServicesExport Version9,” RFC 3954 (Informational), Oct.
2004.

M. Roesch,"Snort: Lightweight Intrusion Detectionfor Networks, in
Proc. of 13thUSENIXConfeenceon SystemAdministation. USENIX
Association,Nov. 1999.

G. Minz andG. Carle,“Real-time Analysis of Flow Datafor Network
Attack Detectiort, in Proc. of IFIP/IEEE Symposiumon Integrated
Management(IM 2007) Munich, Germary, May 2007.

T. Zseby M. Molina, N. Dufeld, S. Niccolini, andF. Raspall,“Sam-
pling and Filtering Techniquedor IP Packet Selectior, Internet-Dratft,
work in progressdraft-ietf-psamp-sample-tech-10un.2007.
DiademFirewall Homepagehttp://www.diadem- rewall.org/, 2006.

H. Debar D. Curry, andB. Feinstein, The IntrusionDetectionMessage
ExchangeFormat (IDMEF),” RFC 4765 (Experimental) Mar. 2007.
SnortHomepagehttp://www.snort.og/, 2006.

Libpcap Homepagehttp://wwwtcpdump.og, 2007.

R. T. Lampert, C. Sommey G. Miinz, and F. Dressler “Vermont -
A Versatile Monitoring Toolkit for IPFIX and PSAMP; in Proc. of
IEEE/IST Workshop on Monitoring, Attadk Detectionand Mitigation
(MonAM 2006) TuebingenGermalry, Sep.2006.

R.Enns,A. Bierman K. Croziet T. GoddardE. Lear, P. Shafer S. Wald-
busser and M. Wasserman;NETCONF Con guration Protocol;, RFC
4741 (StandardsTrack), Dec. 2006.

G. Minz and B. Claise, “Con guration Data Model for IPFIX
and PSAMP! Internet-Draft, work in progress, draft-muenz-ip x-
con guration-02.txt,Jun. 2007.

G. Minz, A. Antory, F. Dressler and G. Carle, “Using Netconf
for Con guring Monitoring Probes, in Proc. of IEEE/IFIP Network
Opemtions & ManagementSymposiun{(NOMS 2006), Poster Session
Vancouer, CanadaApr. 2006.
Website  of DARPA Intrusion
http://wwwIl.mit.edu/IST/ideal/, 2007.

(2]

K]

(4]

(5]

(6]
(7]

(8]

(9]

[10]

(11]

[12]

(23]

[14]
[15]
[16]

[17]

(18]

[19]

[20] Detection  Evaluation,



