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ABSTRACT

In this paper, the fact that our mobile phones tell more
about us than most people think will be presented. Not
only the integrated hard drive but also the archive of the
provider or other parties involved with the usage of the cell
phone are filled with valuable personal data. This data is
highly sensitive and is already being used for personalized
marketing and other purposes. After discussing which kind
of data is gathered by the cell phone, focus will be laid on the
accessability of this data which is often enough to identify
the user uniquely in a crowd and even to predict his per-
sonality. However, this is not only to be seen as a challenge
but also as an opportunity for a better interaction between
human beings and machines in the future.
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1. INTRODUCTION

With almost seven billion global subscriptions [10], cellular
services are available to more than 90% of the earth’s popu-
lation. With coverage around the globe, it seems impossible
to determine the exact ways in which users are interacting,
especially if only the raw data is reviewed. However, stud-
ies show, that data leaked by the cell phone is indeed so
distinctive that the user is becoming unique in the crowd.
In fact, this may be taken even further: Many phone users
spend more time with their phones than with any other per-
son; the way we use our cell phones tells a lot about us and
makes it possible to predict our personalities with precision
of up to 80%. If we are that predictable, will our cell phones
adapt to our feelings, emotions or personal traits in the fu-
ture? What consequences lie ahead if we really are that
predictable and do not take precautions in order to protect
our personal data? Are we actually in danger? These ques-
tions will be answered in the course of this paper.

First, the data gathered by the phone will be presented and
it will be discussed who is able to access this information.
After presenting the data gathered in a self-study, focus will
be laid upon the phone user’s personality; how it can be
determined and how that information can be used. In order
to conclude, the question, whether individuals are appearing
uniquely in a crowd, will be addressed and possible solution
to reclaiming privacy will be introduced.
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2. WHAT DOES MY MOBILE PHONE LEAK?

In the following chapter, the data collected by the cell phone
will be described. Furthermore, the question whom is able
to access the data obtained will be answered. The amount
of people that have access to this information is stunning,
however, we often allow our cell phones to leak more than
necessary.

2.1 WhatKkind of data does my cell phone gather?

The data collected by the cell phone is immense[5]. In this
paper, focus will be laid especially on spatio-temporal data,
so location information will be discussed thoroughly. Ad-
ditionally, other collected information will be discussed al-
though it will not be relevant for the chapters regarding pre-
dictability and uniqueness as they already contain personal
identifiers.

2.1.1 Location information

The cell phone’s location and so, in most cases, the user’s lo-
cation can be detected in different ways. The probably best
known possibility is tracking through GPS which is highly
accurate with an error of less than five meters.

2
2

Figure 1: GSM base stations in Munich[23]

However, on most modern cell phones, the GPS signal can
be deactivated by the user misleading him to the assumption
that his location is untraceable. However, if the cell phone is
connected to a wireless network, the location can be resolved
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out of the phone’s IP address in this network which leads to
an accuracy of at least 100 meters.

While the cell phone’s wireless connection receiver may also
be deactivated, the GSM signal cannot be deactivated with-
out the loss of key functionalities. Normally, at least three
GSM base stations are within the cell phones signal range, in
cities the amount is increased by a big margin as visualized
in Figure 1. There, the GSM base stations of Munich are de-
picted. The strength of the signal received by the cell phone
from the different stations varies and so, the user’s location
is calculable accordingly. This happens during the stand-by
mode. When calls are made, the cell phone ID is recorded
at the station closest by which leads to a higher accuracy.
Tracking through different types of wireless networks such
as UMTS or LTE is working in a similar way.

2.1.2  Phone information

In Europe, more than 50% of the cell phones used are smart-
phones. The mostly used operating systems, iOS and An-
droid (In this paper, focus will be laid upon the operating
systems provided by Apple and Google as they hold a mar-
ket share of over 90%.), require the user to sign up for an
account at Apple or Google, respectively, where he has to
specify information including his name, date of birth, email
address, credit card information and phone number. Within
these accounts, contacts and the calendar are administrated
in order to be synchronized with other devices. Hence, the
contact information of friends and family are also saved. If
the user decides to connect his smartphone with a social net-
work, increased data is added due to the synchronization of
the address book or the calendar. Additionally, every tele-
phone has a unique serial number, the so called IMEI which
is used in order to identify the cell phone.

2.1.3 Camera and microphone access

The camera and microphone integrated in the cell phone
may not only be used by the cell phone’s owner. While
requirements to access the camera and the microphone of
programs like Skype on the phone are understandable, many
other applications, the user would not normally have thought
of, may access any of these features as well. The images
taken and the audio recorded may be saved on the cell
phone’s internal hard drive or uploaded to online cloud ser-
vices. Additionally, pictures taken or sound recorded may
gather a lot of metadata such as date recorded, location
recorded, camera preferences which will automatically be
shared with others when we share our pictures.

2.2 Who can access these information?

The data gathered on the mobile phone can be accessed by
the cell phone provider, the operating system, the appli-
cations installed on the device and other parties that may
access this information without permission. The provider
monitors the telephone’s usage and has access to all the
data collected [14] while using the UMTS or GSM network,
most importantly the location respective to the time, calls
and texts received and made or send, respectively. However,
with the personal information the provider already obtained
by signing the individual to a phone contract and the data
gained by the phone usage, the provider has a deep insight
into that client’s profile. Profiles may include over 800 at-
tributes including ethnicity, age, income level and frequently
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visited places. According to media releases [11], aggregated
user profiles are likely to be sold by the provider to external
enterprises due to the high value of this information regard-
ing marketing aspects. [17] [20]

As the operating system is vital to the phone functioning
correctly, complete access to all data gathered on the cell
phone is required. Additionally, the operating system’s man-
ufacturer reserved its right to access the call and messaging
protocol. Hence, Google [15] or Apple, respectively, know
with whom their client interacted, when he interacted and
how frequently he interacts. This information may be sold
as well, as described before. In fact, according to a study
held in 2013 [9], each unique user has an average value of
about $24 to Google. Those who are not only using the
search engine but also own a smartphone operated on An-
droid provide even more data to the company and so, their
value is increased.

Upon installation of a new application to his smartphone,
the user is usually asked to give permissions to this certain
application. The requested permissions often go beyond the
features required in order to work correctly. As an example,
the Deutsche Bahn’s mobile app for Android 4.4 requires
the user to reveal his call and messaging history. Although
permissions may be revoked, the user should pay attention
to the permissions granted and weigh them up to the func-
tionality obtained.

In summer 2013, the documents revealed by former NSA*
employee Edward Snowden caused a global surveillance scan-
dal. According to his information, the NSA was able to
gain information of almost every phone user they intended.
Even politicians’ phones where among the ones spied upon.
Additionally to the call and messaging protocol, also their
contents were accessible and the phone’s microphone and
camera were activated remotely [13] in order to gather in-
telligence. Only weeks later, it was revealed that the British
GCHQ? was able to do exactly the same. It is not yet known
how much data has been obtained by spying or who has also
been able to attack the cell phone despite of all privacy laws.

2.3 Personal data example
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Figure 2: Locations recorded via Track My Life[24]

During the past month, I wanted to find out whether the
data gathered by my cellphone is indeed precise enough to

! American National Security Agency
2British equivalent to the NSA
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identify me as the user corresponding to the phone’s dataset.

By using the application "Track my Life” [24] created by a
student of the Technische Universitdt Miinchen, my loca-
tion was recorded whenever I spent more than two hours
at the same place. The locations most frequently tracked
were my apartment, the university buildings, the gym and
friends’ places. In Figure 2, these top locations are visual-
ized. The size of the points is proportional to the amount
of data gathered at that location.

While over 10.000 people are studying at the university cam-
pus I am going to, only few of them live in an area of 500
meters to my home. But still, the amount of possible per-
sons corresponding with this dataset is at about 10 people.

By adding more locations into the perspective, like the friends
visited or the international group I am attending on a weekly
basis, I am soon the only possible match for the mobility
trace given.

This already shows that the data needed in order to define
mobility traces is not as big as one might initially expect.
However, in order to link a person correctly, knowledge of
the person is required. This knowledge may be asymmetric
as for many persons information is accessible through social
networks. This topic will be discussed more thoroughly in
chapter five.

Further, I reviewed my call and messaging protocol during
the past month. This revealed, that interaction is made on
average every three hours® without consideration of sleep.
The contacts with whom I interacted are spread all across
the country, some of them were even outside of Germany
while the interaction took place. Factors as the time between
interactions and the entropy of contacts can be used in order
to predict traits of my personality as will be described more
thoroughly in chapter three.

3. PERSONALITY PREDICTION

No matter whether a person is waiting for a train, enjoying
his or her lunch break or at work - the mobile phone is always
close by. In fact, many people interact more with their cell
phones than with other people.

When other people spend a lot of time with us, they can
usually identify our personality quite well by the way we are
interacting with them. Does our interaction with our mobile
phones provide enough data that our personality traits can
be predicted only by review of the data gathered?

Smartphones are used for various purposes; among the most
frequently used services are messaging, taking photos, ac-
cessing social networks and playing games. By analyzing
the content of these messages, reviewing their activities in
social networks or evaluating the frequency of games played,
it would not be too hard to predict the personality quite pre-
cisely. In Figure 3, the most frequent usages as determined
in a study held in the USA in 2012 are visualized. Especially
the evaluation of sites liked on Facebook are accessable to

3Calculated based on 227 interactions within the time be-
tween 03/22/14 and 02/22/14
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Most popular activities of U.S. smartphone audiences as of December 2012
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Figure 3: Mobile content usage[22]

everybody and a very strong indicator in order to predict
personality traits. While gender and race were identified
in over 90% of the cases, sensitive information like religion,
sexual- or political orientation were predicted correctly in
most cases as well. However, only the provider or the op-
erator are allowed to gather these information legally and
privacy concerns would arise most certainly.

Prediction based on mobile phone data
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Figure 4: Big five personality traits and the com-
parision of prediction rates

However, researches have come up with a different approach
to predict personality by reviewing information that is easily
accessible and less private[19, 2].

Psychologists define five major personality traits [6], also
known as the ”"Big Five.” They are openness, agreableness,
conscientousness, extraversion and neurotism. During a study
at the Massachusetts Institute of Technology [2], a predic-
tion upon persons’ personalities was made only by reviewing
data gathered by cell phones. While the conclusion that a
person that is frequently interacting with his mobile phone
by writing messages to friends or calling them is more likely
to be more open than others appears to be obvious, other
connections between cell phone usage and psychology are far
less trivial.

In this study, a distinction between interacting by calling
somebody or by texting somebody was made, as an open,
extroverted individual is more likely to use a direct form of
communication than one who is not. These interactions have
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been analyzed scientifically by reviewing data regarding the
regularity and the diversity of phone usage, the individual’s
spatio behaviour, active behaviour and basic phone use. As
useful indicators, average and variance of inter-event time
for calls and/or messages, the entropy of contacts or places
and the percentage of initiated texts or calls was defined.

Those indicators have been linked to the personality traits
initially presented, giving the researchers the possibility to
predict the person’s personality. The predictions after re-
view of this data have proven to be on average 42% better
than random. This is visualized in Figure 4. When taking
into account information like gender or age, the accuracy was
improved even further. In order to make these predictions,
only basic mobile phone data was reviewed. Hence, predic-
tions can not only be made for persons owning a smartphone
but also those who stick to more classical models.

These predictions, however, can be used for personalized
marketing as the marketer can target the right kind of cus-
tomer with the right kind of advertisement in order to trigger
a purchase. A person that is highly agreeable is more likely
to be effected by a marketing campaign than one who is
not. Combined with the other information gathered by the
cell phone like location, mobility trace and check-ins in so-
cial networks, it offers a great opportunity to advertise their
store which is located right on the costumer’s usual way in
order to get to his work place or to advertise places similar
to the ones visited such as ski resorts or amusement parks.

Further, not all persons interact digitally the same way as
they would do in "real life”. On the one hand, a shy person
tends to interact via texting instead of talking to the person
directly. On the other hand, a socially active person may
not interact a lot via cell phone as he or she does not have
the time or the desire to do so. The criteria on which the
personality traits are mapped surely correspond with many
personality traits of many people but most definitely not
with all of them.

Still, the prediction has proven to be accurate in more than
two thirds of all cases as a study held in Barcelona [18] re-
vealed in which the data of 600 volunteers was collected dur-
ing six months. The personality traits predicted were com-
pared to the results of a personality test every participant
took in the beginning of the experiment. Future research
will have to improve these numbers in order for personality
prediction to be seen as a key factor. In order to do so, the
criteria reviewed will have to be extended or other sources
of information will have to be accessed.

4. PERSONALITY ADAPTION

As seen before, every person interacts differently with his
mobile phone. When people interact with each other, they
are adapting to other people’s roles in society as they will
talk differently to a police officer, a famous actor or the nice
old neighbor from across the street. Adaption is not only
made to the role a person plays in our lives, but also to the
emotional state somebody is in. When somebody is sad, we
are trying to cheer that person up, when another person is
excited, we try to calm him down. In the same way, the
other person adapts to us. It is a bidirectional exchange of
various signals that defines whether we can or cannot get
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along with somebody else.

As discussed earlier, interaction with the cell phone is very
frequent and still increasing. So, in order to improve the
interaction, the cell phone should act like a "real” person
and adapt to our needs and habits. Although the following
[18] is to be seen as a quick gaze into the future, most of the
technology is already available today.

First of all, the phone has to get the opportunity to learn, so
it analyzes our personality by evaluation of e.g. inter-event
time, entropy of places visited or the amount of contacts
interacted with regularly as described in chapter four, it
gathers data regarding the location or, the personal infor-
mation as described in second chapter and it has to get used
to our habits such as checking the weather forecast in the
morning, checking for the next train in order to get to our
workplace or having a look at the current traffic situation
in order to not be stuck in traffic jams. After the learning
process, the cell phone could do all of this automatically in
order to save its owner some time. When leaving the house
in the morning, the cell phone could give advice whether to
take the train or the subway in order to get to the workplace
as all information is accessible for it.

However, it can do much more than just adapting to our
habits. Our phone can become much more than just a
phone - It may become a partner that guides us comfortably
through each day. As devices like Google glass or Galaxy
Gear are on the rise, this offers new opportunities for inter-
action on the base of big data. A watch-like gadget may
easily be equipped with a heart rate sensor. If this sensor
detects stress, the phone could play the favorite song of its
owner in order to calm him down. Blood sugar levels could
be tested as well and the person could be notified by the
smartphone when anomalies are detected[7] which would be
a blessing for people suffering from diabetes.

So, in the future even though we may have the same type of
phone as a friend of ours, the phones may behave in a com-
pletely different way as they are adapted to personal needs.
This development is already set in motion, the technology
is ready and future is about to become reality.

S. UNIQUE IN THE CROWD

In this chapter, the central topic of the paper will be dealt
with. Are our mobility traces unique? And, if they are,
what exactly does that mean for us? Is there anything one
can do about it?

5.1 Are we unique?

According to dictionaries, uniqueness describes the state of
being the only one of its kind, without an equal or equivalent.
[16] Every person is unique but is his phone data unique as
well? Is it possible to determine which phone data corre-
sponds with which person despite of anonymization of the
data sets?

As described before, each cell phone reveals its location as
soon as it is connected to a wireless network, the GSM net-
work or the GPS function is activated. From now on, fo-
cus will be laid upon determining the location via tracking
through the GSM network which allows an accuracy of up
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to 100 meters. By combining this information with the cur-
rent time, spatio-temporal data is created. Together with
all other kinds of information gathered, datasets are cre-
ated. These datasets are simply anonymized - similar to the
anonymity, carriers provide when they sell the data aggre-
gated with other users to third parties. Hence, those sets
do not contain any personal data such as name, personal
address or other distinctive personal identifiers. So, what
will be shown is the fact that without any former knowledge
about the person, it is possible to gain important informa-
tion.
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Figure 5: Mobility trace of a single dataset[1]

In Figure 5, the actual mobility trace is depicted in [A]. In
[B] the position is depicted by analyzing the signal ranges
of the base station that recorded the interaction. In [C] this
information aggregated over longer time periods and base
station’s ranges are grouped.

What can we conclude out of the spatio-temporal data?
When the location is tracked at 3am, it is most likely to
be the person’s home address while a location tracked at
10am is most likely to be that person’s workplace. However,
usually more than one person is living within a radius of
100 meters, same goes for workplaces. Hence, two points of
spatio-temporal data is in most cases not enough in order to
determine the phone user corresponding with the data.

So, in terms of mobility traces, this leads to the conclusion
that we can only speak of a unique mobility trace when no
other trace contains the same locations at the same time.
Hence, a location traced at the Marienplatz in Munich at
5am is more likely to make a trace unique than the same
place traced in the afternoon. With a population of slightly
under 1.4 million, Munich is the third largest city of Ger-
many. In 2013, an amount of 115 million mobile phone con-
tracts were registered [21] in Germany. Assuming that mo-
bile phone contracts are uniformly distributed in the popula-
tion (and so, there are no variances due to regional aspects)
that 1.75% of the contracts nationwide may be registered
in Munich which leads to a total number of about 2 million
contracts. As shown before in Figure 1, Munich is covered
by an immense amount of GSM base stations, so the resolu-
tion of the antennas used is yery high. Is it possible to find
unique mobility traces in a city as big as Munich?

It is, and it depends on the amount p of the spatio-temporal
data extracted as well as on the cardinality of I which is the
set that includes all spatio-temporal points. While those
points are determined automatically on a regular basis, fur-
ther interaction due to frequent phone calls or text messag-
ing will increase the amount of points as shown in Figure 6.
Hence, increased interaction at the same location will blur
the result as the probability of randomly choosing a differ-
ent location decreases. The higher p, the more increases the
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amount of interactions[1]

probability that the mobility trace becomes unique. If the lo-
cation at noon and at midnight is extracted, this most likely
is not enough to find unique traces. By adding a third loca-
tion to the set, the cardinality of the subset of traces, that
still have the same locations at the same times decreases. It
may decrease to a cardinality of 1 and |S(Ip)| = 1 means
that the trace has become unique as shown in Figure 7A and
B.
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Figure 7: Uniqueness in respect to p[1]

A similar study [1] over 15 months with datasets of 1.5 mil-
lion people has shown that four randomly chosen spatio-
temporal points uniquely identify 95% of the traces while
two points still identify more than 50%. By aggregating
calls into three hour periods or even six hour periods and by
grouping adjacent cell phone ranges, the uniqueness which
is characterized by e decreases. The uniqueness of a trace
can be calculated by the function € = o — (vh)? in which v
is representing the resolution of antennas and h the resolu-
tion of hours. Hence, the output data is highly sensible to
aggregation and traces at a high resolution are more likely
to be unique. Statistically, uniqueness is higher when res-
olution of either antennas or time is coarse and the other
one high. However, by modifying the estimators o and (3,
the uniqueness € decreases by a constant factor. This can
be compensated by increasing the amount p of points re-
viewed. If p is high enough, the uniqueness € will be high
enough despite of the coarse resolution.

So, it is possible to uniquely identify mobile traces. But is
it also possible to link one to a specific person and so, to de-
anonymize the dataset? As for now, only the location data
has been used. Adding the data from social networks, eval-
uating photos posted on Instagram, check-ins at restaurants
and meetings with friends in "real life” will create a social
graph which can be evaluated accordingly. A study held in
2012 [3] showed that 80% of the traces could successfully
be linked while only 8% of the traces were linked incorrectly
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Figure 8: Uniqueness density with p = 4 (A) and
p=10 (B)[1]

while the remainder of the set could not be identified without
a doubt. In this study, a contact graph based on the mo-
bility trace is created. Additionally to that, a social graph
consisting out of data that is publicly available at social net-
works as Facebook or LinkedIn is created. Those graphs are
compared through various algorithms such as lowest edit
distance®. If an accordance between the graphs is found,
e.g. when two persons only have one mutual friend in a so-
cial network and meet regularly with each other and a third
person in "real life”, those traces would be very likely to be
identified. The more vertices are identified, the easier it will
be to identify the remainder, especially if the vertices are
central and have many outgoing edges.

5.2 How can privacy be reclaimed?

But what does it mean for the individual when his anony-
mized mobility trace can not only be identified uniquely but
also linked back to his personal data? It is a major threat!
When the home address has been successfully linked to a
mobility trace, it is a good target for thieves as they could
find out easily during what hours the home owners are usu-
ally at work, school or at the gym. Frequent visits in a
hospital could be interpreted as an indicator for bad health.
If this information was accessible to an insurance company,
monthly fees will either be a lot higher than usual or the per-
son might even be rejected by the insurance company. These
are only two of many possible scenarios of what might hap-
pen, if de-anonymized mobility traces were publicly avail-
able. They already make clear, that this must be prevented
from happening. But how can this be prevented?

"Immediately throw away your smartphones!”, some might
postulate. This however is most certainly not a good so-
lution as that can only be seen as a hysteric over-reaction.
It is necessary though that information awareness is built
up. When the user is in control of the data, he knows which
information is shared and can administrate it accordingly.

In order to do so, insight about the data provided needs
to be gained. Often, it is hard to retrace the information
access granted in the telephone’s operating system. Thus,
programs like TaintDroid[8] were developed in order to vi-
sualize the sensitive information shared. This program does
not only visualize the data but also determines whether an
application is accessing information it is not supposed to.
Knowing where data is leaked is only the first step. Actions
must be taken in order to stop the leakage.

4Minimal change due to adding or removing vertices
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There are many different models how personal data can be
administrated by the phone user so he stays in control. One
possibility proposed by the same researcher [4] who also con-
ducted the study "Unique in the crowd” described before, is
to setup personal data stores. Those were to be filled with
data collected by the cell phone and given by the phone
owner. If an application or different service needs personal
information, the owner can grant the right to access infor-
mation to the respective service. As the data storage is
self-administrated, the user may delete personal data at any
time and make his personal information inaccessible. This
however, is only an idea how to solve this problem and would
require a change of laws that prevents companies from sav-
ing or selling data. A change is not in sight, yet.

6. CONCLUSION

In this paper, I have described what kind of data is gathered
by the usage of the cell phone and to whom it is accessible.
With this information being processed for personality pre-
diction and personality adaption, the window of opportuni-
ties for the smartphone of the future is wide open. However,
every person has to decide for his- or herself, whether he or
she wants to keep feeding the phone with valuable personal
data. Is the product received valuable enough to weigh up
the data provided? However, to isolate oneself from this de-
velopment is a tilt at windmills. Being a socially connected
individual will require you to give up some of your privacy.
Being unique in the crowd, however, is a problem that will
have to be solved in order to protect the individuals’ priva-
cies. The scenarios described must be prevented; so, the user
needs to regain control which, however, cannot be achieved
without the help of the respective government. It will be a
struggle but every way begins with a first step... And if the
whole crowd is moving, the persons involved are no longer
unique but uniform.
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