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Vorwort

Wir prasentieren Ihnen hiermit die Proceedings zu den Seminaren ,Future Internet“ (FI) und
“Innovative Internettechnologien und Mobilkommunikation” (IITM), die im Wintersemester
2012/2013 an der Fakultéat Informatik der Technischen Universitdt MUnchen stattfanden.

Im Seminar FI wurden Beitrdge zu unterschiedlichen Fragestellungen aus den Gebieten
Internettechnologien und Mobilkommunikation vorgestellt. Die folgenden Themenbereiche wurden
abgedeckt:

Internetzensur: Methoden und deren Beobachtungen
Monitoring von Internetabschaltungen

Ubertooth — Bluetooth Monitoring und Injection
RFID — Uberblick

NFC — Mdglichkeiten und Risiken

CCN - Content-Centric Networking

Alternativen zu X.509

Im Seminar IITM wurden Vortrdge zu verschiedenen Themen im Forschungsbereich Sensorknoten
vorgestellt. Die folgenden Themenbereiche wurden abgedeckt:

Rootkits

Software Defined Networking mit OpenFlow
Ressourcen Management Tools

Einfache PKI

Was sind “individual-related” Daten?

Wir hoffen, dass Sie den Beitragen dieser Seminare wertvolle Anregungen entnehmen konnen. Falls
Sie weiteres Interesse an unseren Arbeiten habe, so finden Sie weitere Informationen auf unserer
Homepage http://www.net.in.tum.de.

Minchen, Februar 2013

Georg Carle Corinna Schmitt



Preface

We are very pleased to present you the interesting program of our main seminars on “Future Internet”
(FI) and “Innovative Internet Technologies and Mobil Communication” (IITM) which took place in
the winter semester 2012/2013

In the seminar FI we deal with issues of Future Internet. The seminar language was German, and the
majority of the seminar papers are also in German. The following topics are covered by this seminar:

Internet Censorship: Methodes and their Observations
Controlled Internet Outage Monitoring

Ubertooth — Bluetooth Monitoring and Injection
Radio-Fequency Identification — Overview

NFC — Possibilities and Risks

Content-Centric Networking

Alternatives to X.509

In the seminar 1ITM talks to different topics in innovate internet technologies and mobile
communications were presented. The seminar language was German, and also the seminar papers. The
following topics are covered by this seminar:

Rootkits

Software Defined Networking with OpenFlow
Resource Management Tools

Simple PKI

What is individual-related data?

We hope that you appreciate the contributions of these seminars. If you are interested in further
information about our work, please visit our homepage http://www.net.in.tum.de.

Munich, February 2013
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Internetzensur: Methoden und deren Beobachtung

Gerhard Hagerer
Betreuer: Lukas Schwaighofer
Seminar Future Internet WS2012/2013
Lehrstuhl Netzarchitekturen und Netzdienste
Fakultat fur Informatik, Technische Universitdt Miinchen
Email: gerhard.hagerer@in.tum.de

ZUSAMMENFASSUNG

In der vorliegenden Arbeit geht es um Internetzensur im
Sinne von Internetausfillen, wie sie auf Anordnung von den
Regierungen in Agypten und Libyen zu Beginn des Jahres
2011 im Zusammenhang mit den dort auftretenden Revolu-
tionen passierten. Im Referenzpaper [1] wurden diese durch
BGP-Routenaktualisierungen und unangeforderten Daten-
verkehr (Internet Background Radiation) in Darknets durch
Network Telescopes mit Erfolg beobachtet. Dabei konnten
zwei Abschaltmethoden unterschieden werden: der Einsatz
von Paketfiltern sowie Techniken, die dem Abtrennen gan-
zer Teilnetze des Internets (autonome Systeme) gleichkom-
men. Diese Themen werden in ihrer Theorie ausfiihrlich all-
gemeinverstindlich erkldart, um im Anschluss daran die In-
ternetausfiille der Revolutionen in Agypten und Libyen tech-
nisch analysieren zu kénnen.

Schliisselworter

Ausfille, Verbindungsabbruch, Zensur, Darknet, Network
Telescope, Internet Background Radiation

1 Einfithrung

In der heutigen Zeit wird uns zunehmend bewusst, wel-
che gesellschaftlichen und politischen Konsequenzen moder-
ne Technologien wie das Internet haben. Soziale Netzwer-
ke wie Facebook und Twitter ermdglichen vielen Menschen
weltweit eine einfache, schnelle und starke Vernetzung mit-
einander. Dadurch ist es besser als jemals zuvor moglich, sich
mit anderen online zu organisieren und auszutauschen. Diese
moderne Entwicklung widerspricht dem Interesse von totali-
tdren Regierungen, welche freie Meinungsduflerung und das
Versammlungsrecht in ihren Léndern zu unterdriicken ver-
suchen. Somit machen diese das freie Internet zum Feind
und versuchen dieses einzuschranken. Dies wird mit den
Mitteln der modernen Zensurtechnologie zu erreichen ge-
sucht: entweder werden regierungskritische digitale Inhal-
te von hochster Instanz blockiert und kénnen nicht herun-
tergeladen werden oder Internetbenutzern wird der Zugang
zum Internet génzlich verwehrt. Was in der Onlinewelt al-
lerdings passiert, wenn eine ganze Bevdlkerung sich gegen
ihre eigene Regierung zusammenschliefit, konnte am Anfang
des Jahres 2011 im Zuge des arabischen Friihlings beobach-
tet werden: Agypten und Libyen erlitten vollstindige, von
den dortigen Regierungen veranlasste Internetausfille, was
weltweit sichtbare Verdnderungen im Internet ausloste, so-
wohl in Routingtabellen von BGP-Routern als auch in der
Grundlast des Datenverkehrs [2] [3]. Es kann insofern von
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einer globalen digitalen Erschiitterung gesprochen werden,
wie sie bis zu diesem Zeitpunkt noch nie vorgekommen ist.
Es dauerte nicht lang, bis Regional Internet Registries und
Network Telescopes entprechende Daten verdffentlichten, die
alsbald zum Objekt von Forschungen iiber die Beobachtung
von Internetausfillen wurden. In diesem Zusammenhang ist
insbesondere das Paper “Analysis of Country-wide Internet
Outages Caused by Censorship” [1] zu erwihnen, welches
besagte Ereignisse in Agypten und Libyen zum Forschungs-
gegenstand hat. Die vorliegende Arbeit nimmt im Wesent-
lichen auf dieses Bezug, um die in den beiden Lindern an-
gewendeten Internetabschaltungen technisch zu analysieren.
Folgende Technologien sind dafiir relevant und also solche
Gegenstand genauerer Betrachtung:

e das Internet als Verbund von vielen autonomen Syste-
men (Kapitel 2)

e das Border Gateway Protocol (BGP) als wichtigstes
Element zur Wegefindung im Internet zwischen auto-
nomen Systemen (Kapitel 3)

— BGP-Withdrawals als Folge von Internetausfillen

— Geolocation Datenbanken, Regional Internet Re-
gistries und Network Telescopes als Datenquellen,
um Internetausfille zu beobachten

e Paketfilter als weiteres Werkzeug, um Internetzensur
umzusetzen (Kapitel 4)

Diese Punkte werden ergénzt durch Kapitel 5, in welchem
die in den Revolutionen angefallenen Daten analysiert wer-
den, um anhand davon die vorher erklirte Theorie zur Zen-
sur und zu Internetabschaltungen zu veranschaulichen.

2 Begriffe und Funktionsweise des Internets

Um die verschiedenen Maoglichkeiten der beabsichtigten
Internetabschaltung bzw. -zensur verstehen zu konnen, ist es
erforderlich, die Funktionsweise, die Organisationsform und
entsprechende Fachbegriffe des Internets zu kennen. Diese
Dinge werden in diesem Kapitel erldutert.

2.1 Internet und autonome Systeme

Das Internet ist ein grofles, dezentral organisiertes Com-
puternetzwerk bestehend aus vielen kleineren Netzwerken,
genannt autonome Systeme (engl. autonomous Systems, Ab-
kiirzung: ASs). Ein Internet-Service-Provider (Abkiirzung:
ISP), eventuell auch eine Universitéit oder eine grofere Fir-
ma, stellt seinen Endkunden einen Zugang zum eigenen
Netzwerk beziehungsweise AS zur Verfiigung. Dieses ist mit
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mindestens einem anderen autonomen System anderer ISPs
verbunden. Es besteht zwischen zwei beliebigen ASs immer
eine Verbindung, entweder direkt oder indirekt iiber mehre-
re andere AS. Folglich existiert zwischen allen Endkunden
immer mindestens eine Route. Das resultierende Netz wird
Internet genannt. [4]

AS

H—I—H
@ AS

Abbildung 1: Schematische Darstellung von autono-
men Systemen (ASs)

2.2 Routing

Wie auf Abbildung 1 ersichtlich besteht ein AS aus zwei
Arten von vermittelnden Knotenpunkten (Routern): Welche
mit Verbindungen nach auflen und innen (fiir die vorliegen-
de Arbeit genannt Exterior Gateways) und welche mit aus-
schliellich inneren Verbindungen. Exterior Gateways stellen
die Schnittstellen eines AS zu anderen ASs und damit zum
Rest der Welt dar. Somit sind diese Knotenpunkte fiir die
globale externe Routenfindung zusténdig. Die anderen dage-
gen dienen nur der internen Routenfindung innerhalb eines
AS. Dementsprechend wird im Allgemeinen zwischen zwei
Routingprotokollfamilien unterschieden: Ezterior Gateway
Protocols und Interior Gateway Protocols. Ersterer Proto-
kollart ist das Border Gateway Protocol (BGP) zuzuordnen,
welches als weltweiter Standard Anwendung im Internet fin-
det. BGP wird in Unterkapitel 3.1 erldutert. [4] [5]

2.3 IP-Vergabe und Regional Internet Regis-
tries

Ein ISP beantragt fiir seine ASs jeweils IP-Adressbereiche
und eine global eindeutige Nummer (AS-Nummern) bei der
auf dem jeweiligen Kontinent zustdndigen Regional Internet
Registry (RIR) (diese bekommt diese Daten wiederum von
der TANA zugewiesen, siehe dafiir [6]) - die Zustédndigkeiten
der RIRs sind auf Abbildung 2 zu erkennen. Anschlielend
kann er die IP-Adressen an seine Endkunden weitergeben.
Diese gehen damit ins Internet, um Daten weltweit zu sen-
den und zu empfangen. Die AS-Nummern sind zwischen den
verschiedenen ASs fiir die eindeutige Identifikation bei der
Routenfindung der Daten (Routing) notwendig. Im Speziel-
len wird darauf im Unterkapitel 3.1 eingegangen. [5] [7]
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Abbildung 2: Weltweite Zustindigkeiten von Regio-
nal Internet Registries (RIRs) [7]

3 BGP

In diesem Kapitel soll die externe Routenfindung genauer
betrachtet werden, um zu sehen, wie das BGP-Routing im
Internet zwischen den verschiedenen ASs funktioniert (Un-
terkapitel 3.1). Dabei wird auch erldutert, durch welche Ein-
griffe hier Internetzensur im Sinne von gezielten Internetab-
schaltungen ermoglicht wird (Unterkapitel 3.2). Zudem wird
auf zwei Methoden fiir die externe Messung solcher Ereignis-
se (mittels Steuerungsdaten und Nutzdaten) eingegangen.
Beispiele fiir die beschriebenen Zensurmafinahmen finden
sich im Kapitel 5. Alle diese Themen gehen, soweit nicht
anders vermerkt, zuriick auf eine wissenschaftliche Arbeit
zum Thema Internetausfiille und ihre Beobachtbarkeit [1].

3.1 Funktionsweise von BGP-Routing

Im Internet sind die am BGP-Routing teilnehmenden
Router die Exterior Gateways der ASs. Diese speichern in
ihren Routingtabellen Eintrdge ab, welche alle moglichen
Routen zum jeweiligen IP-Adressraum, der seinerseits ei-
ne Menge von IP-Adressen umfasst, enthalten. Diese Rou-
ten sind als Vektoren von AS-Nummern der ASs gegeben,
die als vermittelnde Knotenpunkte auf dem Weg zum IP-
Zieladressraum liegen.

Ein neues AS macht sich mittels dessen Exterior Gate-
way (auch BGP-Router genannt) im Internet global be-
kannt, indem es anderen ASs seine Existenz bekanntgibt
(BGP-Announcement). Es iibermittelt an benachbarte ASs
(bzw. deren BGP-Router) im Wesentlichen folgende Infor-
mationen: seinen IP-Adressraum, seine AS-Nummer und al-
le durch ihn erreichbaren IP-Adressriaume einschliellich der
dazugehorigen AS-Routenvektoren (UPDATE-Nachricht).
Die benachrichtigten BGP-Router ergénzen ihre Routing-
tabellen um die neuen IP-Adressrdume und benachrichti-
gen selber wiederum ihre externen Nachbarn iiber die neuen
Routeninformationen (UPDATE-Nachricht) und so fort, bis
alle BGP-Router des Internets mit der neuen Information
versorgt sind. Damit ist ein neuer IP-Adressraum von iiber-
all auf der Welt her ansprechbar.

Um den Online-Status gegenseitig zu iiberpriifen, tei-
len sich benachbarte BGP-Router diesen in regelméfigen
Zeitabstinden durch KEEPALIVE-Nachrichten mit. Wenn
die Zeitspanne zwischen zwei KEEPALIVE-Nachrichten von
einem BGP-Router zu lang wird, so gilt dessen AS bzw. IP-
Adressraum vom benachbarten Router aus betrachtet zu-
néchst als nicht mehr erreichbar und der darauf verweisende
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Eintrag wird aus der BGP-Routingtabelle gestrichen (BGP-
Withdrawal). Es kann danach jedoch wieder zu einem BGP-
Announcement kommen, sofern es eine andere noch beste-
hende Verbindung zum AS gibt. Diese Verbindung kann ge-
gebenenfalls indirekt iiber andere BGP-Router und ASs lau-
fen - Abbildung 1 liefert eine Veranschaulichung fiir mehre-
re mogliche Routen zwischen verschiedenen ASs. Derarti-
ge Anderungen, wie das Loschen oder das Modifizieren von
Eintrégen, werden wiederum im Internet mittels UPDATE-
Nachrichten verbreitet. [8]

3.2 BGP-Withdrawals und Internetzensur

BGP-Withdrawals kénnen z.B. durch eine Trennung des
BGP-Routers vom Netz durch Ziehen des Netzwerkkabels
oder durch entsprechende Anderungen der Konfiguration
des jeweiligen BGP-Routers ausgelost werden. In der Fol-
ge ist das mit den BGP-Routern assoziierte AS und der
entsprechende IP-Adressraum vom Internet abgetrennt. Das
bedeutet, dass alle zugehdrigen Endnutzer (Clients wie Ser-
ver) andere Endnutzer auflerhalb des ASs nicht kontaktie-
ren bzw. nicht von ihnen kontaktiert werden koénnen. Es
gibt keine Moglichkeit, diese Internetsperre zu umgehen,
wie das beispielsweise bei Paketfiltermechanismen denkbar
wire. Allerdings kann es sein, dass Teilnehmer innerhalb
des ASs noch untereinander kommunizieren kénnen, sofern
den Routern innerhalb des AS noch normal funktionieren.
Somit ist es moglich, gezielt ganze Gruppen von Endnut-
zern vom Internet abzukoppeln. Insofern kann diesbeziiglich
nicht nur von einem Internetzensur-, sondern auch von einem
Internetabschaltungs- bzw. Internetausfallmechanismus ge-
sprochen werden.

3.3 Globale Messbarkeit von

Withdrawals

Es stellt sich die Frage, ob es Moglichkeiten gibt von aufler-
halb zeitnah herauszufinden, wo auf der Welt derartige In-
ternetabschaltungen stattfinden. Dies ist insbesondere dann
interessant, wenn grofflichige Internetausfille mit histori-
schen Ereignissen wie Revolutionen oder Biirgerkriegen in
Zusammenhang stehen. Das Vorgehen von Regierungen ge-
gen die eigene Bevolkerung wiirde damit online global beob-
achtbar.

In den folgenden Unterkapiteln wird eine Methode zur Ein-
grenzung des zu iiberwachenden IP-Adressbereichs und zwei
Messmethoden fiir die Uberwachung von BGP-Withdrawals
vorgestellt. Letztere sind in zwei Kategorien unterteilbar. Ei-
nerseits konnen BGP-UPDATE-Nachrichten an gut vernetz-
ten BGP-Routern darauthin analysiert werden, ob und wel-
che BGP-Withdrawals darin sichtbar werden. Diese Art von
Analyse bezieht sich nur auf Routingdaten, welche als sol-
che ausschliellich zwischen BGP-Routern ausgetauscht wer-
den (Steuerebene, engl. Control Plane). Andererseits konnen
normale Pakete, sprich Nutzdaten, beim Empfanger beob-
achtet werden. Hat dieser die Pakete vorher nicht angefor-
dert spricht man von unangefordertem Datenverkehr. Die
kontinuierliche Analyse der Quell-IP-Adressen dieser Daten
in einem entsprechend groflem Mafistab mittels Network Te-
lescopes machen BGP-Withdrawals sichtbar, wenn derartige
Messungen iiber einen gewissen Zeitraum hinweg durchge-
fithrt werden. BGP-Router dienen dabei weder als Sender
noch als Empfénger fiir diese Art von Daten, sondern leiten
diese nur weiter (Nutzdatenebene, engl. Data Plane). [9]

BGP-
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3.3.1 Ortung von BGP-Withdrawals

Um genaue Aussagen iiber Internetausfille in einer
bestimmten Region auf der Welt zu machen, ist es notwen-
dig, den beobachteten IP-Bereich darauf einzuschrianken.
Dadurch wird eine weniger aufwéindige und weitaus solidere
Messung von BGP-Withdrawals moglich.

Die fiinf RIRs (siehe Abbildung 2) stellen auf ihren Web-
seiten die Informationen dariiber zur Verfiigung, welchem
Land welches AS bzw. welche AS-Nummer zugewiesen
ist. Dabei muss sich ein AS nicht zwangsweise komplett
im entsprechenden Land befinden, genauso wie ASs aus
anderen Landern Endnutzern im beobachteten Land Inter-
net zur Verfiigung stellen konnen. Jedoch fallen in vielen
Landern diese Ungenauigkeiten bei den Messungen kaum
auf. Somit verfilschen sie nicht die Aussagen {iber plotzliche
grofle Ausfélle vor Ort, wie in den angefiihrten Beispielen
(Kapitel 5) zu beobachten ist.

Ist bekannt, welche ASs im zu beobachteten Land liegen,
liefern offentlich zugéngliche Datenbankabfragen der RIRs
iiber die AS-Nummern die IP-Adressbereiche, die diesen
zugeordnet sind. Infolgedessen ist der IP-Bereich fiir ein
Land fiir jedermann verfiigbar, sofern kleinere Unwigbar-
keiten ignoriert werden.

Dariiberhinaus bieten kommerzielle Anbieter eigene
Geolocation-Datenbanken an, welche zur Uberpriifung
herangezogen werden konnen. Beispiele hierfiir werden in
Unterkapitel 5.1 gegeben.

3.3.2  Messbarkeit der Routingdaten

Es soll nun vorgestellt werden, welche Datenquellen fiir
die Routingdaten zur Verfiigung stehen, welche Arten von
Daten dies sind und welche Aussagen beziiglich BGP With-
drawals daraus ableitbar sind.

Wie zu Beginn dieses Kapitels bereits erwéhnt, sind bei
den Routingdaten die UPDATE-Nachrichten, die zwischen
den BGP-Routern versendet werden, von Interesse. Ein
Blick in diese Nachrichten gibt Aufschluss dariiber, wel-
che Verdnderungen (Announcements und Withdrawals) in
der jeweiligen Routingtabelle stattgefunden haben. Diese
Nachrichten werden im Internet innerhalb der Control Pla-
ne zwischen durch Announcements bekanntgegebenen BGP-
Routern ausgetauscht und in deren Routingtabellen die-
sen abgespeichert. Hierbei sei darauf hingewiesen, dass die
Routingtabellen von BGP-Routern in Bezug auf die ver-
schieden zugewiesenen IP-Adressriaume vollstéindig, eindeu-
tig und damit in der Tat sehr grof} sind.

Es kann ein Ziel sein, zeitliche Verzdgerungen zwischen
BGP-Announcements/-Withdrawals und deren Bekannt-
werden bei entfernteren BGP-Routern gering zu halten. Ist
dies der Fall, so erscheint es sinnvoll, einen gut vernetzten
BGP-Router fiir das Speichern der UPDATE-Nachrichten
zu verwenden. Dies hat eine geringere Anzahl Hops zwischen
Ziel und Empfénger zur Folge und damit auch geringere La-
tenzzeiten.

In der Praxis sind vor allem Forschungseinrichtungen so-
wie die RIRs an den besagten BGP-Daten interessiert. Die
Daten werden benutzt, um BGP-Phinomene zu erforschen
und das BGP weiterzuentwickeln. Besagte Einrichtungen
stellen entsprechende Rohdatensétze zum Download bereit
sowie weitere Tools, z.B. zur Analyse und Visualisierung. Es
wird im Kapitel 5 auf konkrete Beispieldatenbanken hinge-
wiesen.
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3.3.3 Messbarkeit von Nutzdaten

Im Gegensatz zu Routingdaten, die nur zwischen BGP-
Routern ausgetauscht werden, machen Nutzdaten den ei-
gentlichen Datenverkehr zwischen Endnutzern aus. Es wer-
den Pakete zwischen zwei Rechnern, Sender und Empfan-
ger, iibertragen. Beide besitzen eine eindeutige IP-Adresse,
um das Routing hin (Anfrage) und zuriick (Antwort) zu
ermoglichen. Das Filschen der Absenderadresse nennt sich
IP-Spoofing (siehe Abbildung 3). Die Folge davon ist eine
Antwort des Empfiangers hin zu einer anderen IP-Adresse
als der des urspriinglichen Senders. Die dadurch im Internet
verursachten Daten werden Internet Background Radiation
(IBR) genannt [10]. Die IBR bildet eine gewisse kontinuierli-
che iiberall vorhandene Grundlast im globalen Datenverkehr
und kann somit als eine Art Grundrauschen im Internet ver-
standen werden.

1P- fin
Paket von A hat IP-Adresse von C

b4

Empfangsbestatigung an
gefélschte Sender-IP-Adresse C

B4

Abbildung 3: Darstellung von IP-Spoofing. Die
Quell-IP-Adresse eines Pakets wird gefilscht. Die
Bestétigung geht an einen anderen Sender.

Es gibt mehrere Ursachen fiir IBR:

e DoS-Attacken

Diese kommen zustande, indem gezielt eine sehr grofie
Menge von Anfragen an Computersysteme gesendet
werden [11] mit dem Ziel, diese unter Uberlast zu-
sammenbrechen zu lassen. Hat jede dieser Anfragen
aufgrund von Spoofing eine gefélschte IP-Adresse, wie
dies bei DoS-Attacken tatsédchlich Anwendung findet
(siehe z.B. [1] Kapitel 5.1.3), wird die Antwort an diese
gesendet und damit IBR erzeugt. Dadurch tritt spon-
tan fiir begrenzte Zeit eine grofie Menge IBR auf (auch
backscatter-traffic genannt).

e Scannen von IP-Adressrdumen
Um herauszufinden, ob sich hinter einer beliebigen IP-
Adresse ein Empfinger befindet, wird an diese eine
Anfrage gestellt (z.B. via Ping). Bei Durchfiithrung in
groffem Stil mit vielen IP-Adressen ist eine entspre-
chende Menge von IBR die Konsequenz. Insbesondere
Wiirmer wie der Conficker- Wurm verfahren auf die-
se Art und Weise, wodurch neue Opfer aufgefunden
und infiziert werden. Die Verbreitung des Conficker-
Wurms ist grofl genug, dass dieser global ein konti-
nuierliches Mafl an IBR erzeugt (siehe [1] Kapitel 4.3).
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Diese Art von eigentlich unerwiinschtem Datenverkehr
erweist sich ironischerweise bei IBR-Messungen als be-
sonders hilfreich.

e Fehlerhafte oder schlechte Netzwerkkonfigura-
tionen
Durch fehlerhafte Einstellungen, z.B. falsche IP-
Einstellungen von DNS-Servern oder fehlerhafte Firm-
ware bzw. schlechte Konfigurationen von Routern, die
wiederum falsche IP-Zuweisungen zur Folge haben,
kommt ebenso IBR auf.

Wird die IBR, die aus bestimmten IP-Adressbereichen
stammt, z.B. denen eines Landes, iiber eine gewisse Zeit hin-
weg kontinuierlich aufgezeichnet, so weisen starke plétzliche
Abnahmen von IBR auf Internetausfiille oder -abtrennungen
zu den entsprechenden Zeitpunkten hin.

Die Werkzeuge fiir die Aufzeichnung von IBR sind
sogenannte Network Telescopes. Diese benutzen IP-
Adressriume, die keinen Rechnern zugewiesen sind (Dar-
knets), um die daran adressierten Pakete und deren Quell-
IP-Adresse aufzuzeichnen. Auch wenn diese Adressrdume
nur einen sehr kleinen Bruchteil des gesamten Internets aus-
machen kénnen, so konnte in Experimenten herausgefunden
werden, dass Internetausfille sich in IBR-Messungen inner-
halb von Darknets via Network Telescopes deutlich nieder-
schlagen (siehe [1] Kapitel 5). In der Konsequenz sind Inter-
netabtrennungen iiber Nutzdatenanalyse in Darknets global
und zu jeder Zeit sichtbar, wobei insbesondere Wiirmern ei-
ne Schliisselrolle zukommt. Dies wird in den Beispielen dieser
Arbeit (Kapitel 5) gezeigt werden.

4 Paketfilter

Auch wenn BGP-Withdrawals kein triviales Themenge-
biet sind, sind diese doch leicht durch Ziehen des Netzwerk-
steckers zu erzeugen. Der Effekt mag fiir Regierungen inter-
essant sein, um schnell und unkompliziert eine ganze Bevol-
kerung vom Internet abzutrennen. Allerdings lésst sich mit-
tels dieser Methode nicht beliebig nach Quell-IP-Adresse dif-
ferenzieren, so dass schnell ein ganzer IP-Adressblock, aber
nicht spezielle IP-Adressen vom Internet abgetrennt werden
konnen. Insofern ist eine spezifischere Auswahl an Institu-
tionen, die in einem Land besser online bleiben, nicht ohne
weiteres moglich: wichtige Unternehmen, Banken, Stadtwer-
ke und viele weitere sind auf das Funktionieren einer moder-
nen Kommunikationsinfrastruktur angewiesen, um ein Land
nicht vollends im Chaos versinken zu lassen. Ein weiteres
Manko der der BGP-Withdrawals ist zudem die fehlende
Moglichkeit, lediglich den Zugriff auf bestimme Bereiche des
globalen Internets zu verhindern. In Anbetracht der wach-
senden Rolle von sozialen Netzwerken wie Facebook und
Twitter zwecks Nachrichtenaustausch und Demonstrations-
organisation erscheint eine entsprechende Restriktion des
Zugriffs auf derartige Plattformen fiir totalitdre Regierungen
ebenso als attraktiv [12]. Dafiir sind Paketfilter das geeigne-
te Mittel, deren Funktionsweise im Folgenden kurz dargelegt
wird.

4.1 Funktionsweise

Das Ziel eines Paketfilters ist es, den in Form von Paketen
in und aus einem Netzwerk kommenden Datenverkehr nach
bestimmten Kriterien - z.B. Quell- und Ziel-IP-Adresse - zu
filtern. Dies wird durch eine Software realisiert, die als Teil
einer Firewall auf Routern oder anderen Netzwerkgerdten
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zum Einsatz kommt. Dabei wird in Filterregeln definiert,
welche Pakete durchgelassen und welche verworfen werden.
Dafiir wird jedes eintreffende Paket vom Filter getffnet und
dessen Inhalt auf die angegebenen Kriterien iiberpriift. [13]

4.2 Einsatzmoglichkeiten

Solche Systeme werden standardméBig in sehr vielen Netz-
werken benutzt und dienen in erster Linie der Sicherheit, da
dadurch unerwiinschter Zugriff von auflen ins eigene Netz
unterbunden werden kann. Erweiterte Paketfilter konnen
ebenso als Kinderschutz zu Hause eingesetzt werden, indem
nicht nur nach Quell- oder Zieladresse von Seiten mit jugend-
gefihrdenden Inhalten, sondern auch nach Inhalt selbst, z.B.
bestimmten Stichworten, gefiltert wird. Nach unter anderem
genau diesem Prinzip funktionieren auch sehr grofle Zensu-
rinfrastrukturen wie beispielsweise in China [14]. In dieser
Arbeit wird in Unterkapitel 5.3 im Zusammenhang mit der
Revolution in Libyen auf eine weitere Anwendung eines Pa-
ketfilters eingegangen.

S Beispiele

Innerhalb dieses Unterkapitels werden nun Beispiele dar-
gelegt, die zeigen sollen, wie sich Internetausfille praktisch
in Routing- und Nutzdaten bemerkbar gemacht haben. Es
werden zwei historische Ereignisse angefiihrt: die Revolutio-
nen in Agypten und Libyen. Beide fanden im Jahre 2011 im
Zuge des arabischen Friihlings statt. Bei beiden Ereignissen
wurde auf Anlass der damaligen Regierungen das Internet
abgeschaltet (siehe dazu auch Unterkapitel 3.2). In welchen
Datenquellen sich die hieraus resultierten BGP-Withdrawals
niedergeschlagen haben ist Bestandteil von Unterkapitel 5.1.
Im Anschluss daran werden die Daten fiir jedes Land ana-
lysiert - siche Agypten (Unterkapitel 5.2)) und Libyen (Un-
terkapitel 5.3).

5.1 Datenquellen
Um Routing- und Nutzdaten aus bestimmten Léndern be-
obachten zu kénnen, miissen die den Léndern zugewiesenen

IP-Adressrdume herausgefunden werden (siehe Ortung von
BGP-Withdrawals (Unterkapitel 3.3.1)).

5.1.1 Ortung

Da sowohl Libyen als auch Agypten in Afrika liegen, ist
somit AfriNIC [15] die zusténdige RIR. Dessen Datenbanken
geben Aufschluss iiber die ASs, welche im jeweiligen Land
liegen. Zusétzlich sind diese Landerzuweisungen durch wei-
tere unabhéngige Geolocation Datenbanken iiberpriifbar, wie
zum Beispiel die von MaxMind [16]. In den vorliegenden Bei-
spielen waren die Unterschiede dieser beiden Datenbanken
allerdings klein und haben fiir die in dieser Arbeit gemach-
ten Beobachtungen keine Relevanz (fiir genaueres siehe [1],
Kapitel 4.1.1).

5.1.2  Routingdaten

Die Datenquellen fiir BGP-UPDATES, welche weltwei-
te Informationen von BGP-Withdrawals enthalten, werden
einerseits von der University of Oregon respektive dessen
RouteViews Projekt [17], andererseits von RIPE NCC bzw.
RIPEstat zur Verfiigung gestellt [18]. RIPE NCC stellt
zudem fiir die bei beiden Ereignissen gemachten BGP-
Beobachtungen separate Webseiten mit Daten und Analysen
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parat [2] [3]. Die Kombination dieser beiden Datenbanken -
RouteViews und RIPE NCC - ergibt die Grundlage der ana-
lysierten BGP-UPDATES (siehe [1], Kapitel 4.1.2).

5.1.3 Nutzdaten

Fiir die Aufzeichnung von IBR (siehe Unterkapitel 3.3.3)
in den folgenden Beispielen wird auf die Daten vom UCSD
Network Telscope des Internetverbunds CAIDA [19] (Co-
operative Association for Internet Data Analysis) zuriickge-
griffen. Das davon beobachtete Darknet macht 1/256tel des
gesamten IPv4-Adressraums aus (siehe [1], Kapitel 4.3). Die-
ser Adressraum mag sehr klein im Verhéltnis zum gesamten
Internetadressraum erscheinen. Es zeigt sich jedoch in den
betrachteten IBR-Messungen, dass die Internetausfille darin
eindeutig sichtbar werden.

5.2 Revolution Agypten

Die Revolution Agyptens vollzog sich in den Anfangsmo-
naten des Jahres 2011. Sie wurde von groflen Unruhen und
Protesten im Land begleitet, welche vor allem iiber soziale
Netzwerke wie Facebook organisiert wurden [20]. Infolgedes-
sen ging die dgyptische Regierung massiv gegen die eigene
Bevolkerung vor [21]: beinahe das ganze Land wurde am
27.01.2011 kurz vor Mitternacht vom Internet abgetrennt.
Nur wenige wichtige Institute, wie z.B. die d4gyptische Borse,
blieben von auflerhalb des Landes erreichbar. Dieses Ereignis
ist von historischer Bedeutung, da es die erste beabsichtigte
Abtrennung eines ganzen Landes vom Internet war [22].

5.2.1 Analyse der Routingdaten

Erste kleinere Anzeichen fiir den Verlust von IPv4-
Internetrouten nach Agypten, sprich BGP-Withdrawals,
wurden ab 20:30 Uhr UTC von den BGP-Datenquellen auf-
gezeichnet (siehe Abbildung 4). Nach wenigen sehr kleinen
Withdrawals wurden die meisten dgyptischen IPv4-Adressen
auf einen Schlag zwischen 22:15 Uhr und 22:40 Uhr von au-
Ben unerreichbar. Die neueren - und standardméflig von den
meisten Nutzern nicht verwendeten - IPv6-Adressen waren
jedoch davon unberiihrt und blieben damit wahrend des ge-
samten Ausfalls online.
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Abbildung 4: Darstellung der BGP-Withdrawals

im Zuge der Internettrennung von Agypten am
27.1.2011 [1]
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Der Internetausfall hielt an bis zum 2.2.2011 am Mor-

gen (siehe Abbildung 5). Die ersten vorher getrennten IPv4-
Adressen waren ab 9:30 Uhr wieder verfiigbar. Um 10:00
Uhr war fast das ganze Land wieder online, bis um 11:45
Uhr wurde die urspriingliche Konnektivitit vollstindig wie-
derhergestellt.
Anhang der Abnahme der erreichbaren IPv4-Adressen ldsst
sich feststellen, dass das Offline- und Onlineschalten Agyp-
tens nicht viel Zeit beanspruchte und jeweils innerhalb einer
halben Stunde fast vollstédndig vollzogen wurde.
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Abbildung 5: Darstellung der BGP-Announcements
der Internettrennung in Agypten am 2.2.2011 [1]

5.2.2 Analyse der Nutzdaten

Es wurde bereits in Unterkapitel 3.3.3 erklart, inwieweit
plotzliche Schwankungen in den Nutzdaten, genauer gesagt
in der IBR, aus beobachteten IP-Adressbereichen auf BGP-
Withdrawals hinweisen. Abbildung 6 ist ein Diagramm, wel-
ches die von CAIDAs Network Telescope gemessene IBR aus
Agyptens IP-Adressraumen iiber die Zeit des Internetaus-
falls hinweg kontinuierlich darstellt.

Bei dessen Betrachtung fallen die sinus-artigen Daten-
verkehrsschwankungen auf, die auf wechselhafte Benutzung
des Internets bei Tag und bei Nacht hinweisen. Dariiber-
hinaus ist ein deutliches Abnehmen der IBR offensicht-
lich, beginnend kurz vor dem 28.1.2011 und anhaltend bis
zum 2.2.2011. Diese Zeitspanne entspricht der in den vo-
rigen BGP-Verinderungen beschriebenen Offlinezeit Agyp-
tens. Somit ist dies ein deutlicher Hinweis dafiir, dass IBR-
Messungen in Darknets via Network Telescopes Aufschluss
iiber Internetausfiille geben kénnen. Dies ist im Gegensatz
zur Messung der BGP-Routingdaten eine in diesem Maflstab
erstmals gemachte Beobachtung, was als besondere Leistung
des Papers “Analysis of Country-wide Internet Outages Cau-
sed by Censorship” [1] hervorzuheben ist. Das verdeutlicht,
wie viel IBR aus einem relativ kleinem Adressraum ins ge-
samte Internet verteilt wird. Eine sehr kleine Teilmenge -
rund 1/256tel, die Grofie des iiberwachten Darknets - dieser
extrem gestreuten Daten reicht vollkommen aus, um stich-
haltige Aussagen iiber Interneterschiitterungen weltweit ma-
chen zu kénnen. Besonders interessant ist hierbei die Diffe-
renzierung der Datensorten, aus welchen die IBR besteht.

Wie aus Abbildung 7 hervorgeht, kommt die IBR wahrend
des Internetausfalls ausschliefllich von mit dem Conficker-
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Abbildung 6: Die wihrend der Internettrennung
aufgezeichnete IBR aus Agypten [1]

Wurm infizierten Rechnern, welche nicht durch die Regie-
rung vom Internet getrennt wurden. Hier wird einem be-
sonders stark vor Augen gefiihrt, wie grofl die Datenbelas-
tung fiirs Internet durch den Conficker-Wurm ist. Sogar ein
kleiner Bruchteil des dgyptischen Internets ist so stark mit
dem Wurm durchsetzt, dass dieser global aus verhdltnismé-
Big kleinen Darknets heraus messbar ist.

Der Backscatter-Traffic befindet sich fast ununterbrochen
auf 0-Niveau mit kurzen, aber sehr ausschlagenden Ausnah-
men vom 2. bis 4.2.2011. Dies weist auf DoS-Attacken hin,
die wiahrend der dgyptischen Revolution gegen das Regime
ausgefithrt wurden. Diese Attacken stehen in Zusammen-
hang mit Ankiindigungen der Hackergruppe Anonymous,
welche in einem kurz vorher veréffentlichten Brief derarti-
ge Attacken ankiindigte [23].

Alle weiteren Internetdaten (subsumiert unter “other”) sin-
ken auf ein verhiltnisméfig sehr kleines Niveau ab.

packets per second

Abbildung 7: Differenzierung der IBR nach Daten-
verkehr durch Conficker, Backscatter und anderen
Ursachen [1]
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5.3 Revolution Libyen

In Libyen begannen erste Proteste mit dem Aufkeimen der
dgyptischen Revolution. Die Proteste steigerten sich zuneh-
mends, bis sich am 16.2.2011 ein Biirgerkrieg zwischen der
Regierung und oppositionellen Gruppen ankiindigte [12]. In
der Folge koppelte die Regierung am 18.2.2011 fast ganz Li-
byen iiber Nacht vom Internet ab. Dies wurde ein weiteres
Mal in der darauf folgenden Nacht wiederholt. Dariiberhin-
aus wurde fortan von erschwertem Zugang zu sozialen Me-
dien wie Facebook und Twitter berichtet [12]. Am 2.3.2011
startete eine weitere Offensive der Regierung [24]. Infolge-
dessen kam es zu Luftangriffen gegen die Opposition und
am 3.3.2011 zu einem weiteren Internetshutdown, der dies-
mal knapp 4 Tage anhielt. [1]

Im Beispiel von Libyen ist der zweite und der dritte Inter-
netausfall von anderer technischer Natur als der aus Agyp-
ten.

5.3.1 Analyse der Routingdaten

Da fiir den dritten Ausfall keine BGP-Routingdaten an-
gefallen sind, werden nur die ersten beiden anhand der
BGP-Withdrawals in Abbildung 8 dargestellt. Diese sind in
der Abbildung differenziert nach den ASs, in welchen IP-
Adressen zuriickgezogen wurden. Fiir die Analysen in dieser
Arbeit wird nur das landesweit grosste AS (LyStateAS) be-
trachtet.
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Abbildung 8: BGP-Withdrawals vom 18. und
19.2.2011, differenziert nach drei libyschen ASs. Sa-
tAS1 versorgt Libyen via Satellit mit Internet. [1]

Ersichtlich sind die Ausfille, die jeweils am 18. und
19.2.2011 kurz vor Mitternacht beginnen, anhand der An-
zahl der erreichbaren IPv4-Adressrdume. Waren beim ers-
ten die IP-Adressen ca. sechs Stunden entzogen, so war dies
beim zweiten nur ungefahr eine Stunde der Fall. Die BGP-
Withdrawals und -Announcements der IP-Adressriaume pas-
sierten jeweils auf einen Schlag.

5.3.2 Analyse der Nutzdaten

Eine Analyse der vom Network Telescope gemessenen IBR,
(siehe Abbildung 9) des gleichen Zeitraums zeigt ein voll-
stdndigeres Bild.

Beide Ausfille sind hier durch die beiden groferen Liicken
im Datenverkehr zu erkennen. Wiahrend die hier betrachtete
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Abbildung 9: IBR aus Libyen, aufgezeichnet vom 18.
bis 21.2.2011. Die zwei grofien Liicken spiegeln die
zwei Internetausfille wieder. [1]

Dauer des ersten Ausfalls der aus Abbildung 8 entspricht,
liegt die Sache beim zweiten anders.

Dessen Dauer betriagt in Abbildung 9 ca. 8 Stunden, was
um ein Vielfaches ldnger ist, als es die vorher betrachteten
BGP-Routingdaten in Abbildung 8 vermuten lielen. Zudem
entspricht diese ldngere Zeitspanne der tatséichlichen Off-
linezeit. Das bedeutet, dass eine weitere Zensurmafinahme
jenseits von BGP-Withdrawals zum Einsatz gekommen sein
muss, wenn der Datenverkehr selbst nach dem Wiederher-
stellen der BGP-Routen gleichermaflen reduziert blieb.

Dies weist auf den Einsatz eines Paketfilters (siehe dafiir
Kapitel 4) hin, welcher kurz nach dem Entzug der BGP-
Routen installiert und aktiviert worden ist. Er kommt an der
Stelle zur Geltung, wo die BGP-Routen wiederhergestellt
werden - Abbildung 8, 20.2. kurz vor 00:00 Uhr - und ist
fortan fiir den Internetausfall - wie in Abbildung 9 ab 00:00
Uhr ersichtlich - verantwortlich. Was seine Funktionsweise
angeht, so verwirft er alle ein- und ausgehenden Pakete. Die
Folge ist, dass die Endnutzer, welche normalerweise iiber
den entsprechenden Router online gehen, iiber diesen kei-
ne Pakete ins Internet verschicken oder von dort empfangen
konnen. Der Effekt ist fiir den Endnutzer nicht ohne Wei-
teres von einem BGP-Withdrawal zu unterscheiden. Nur in
den hier abgebildeten Messungen ist der Unterschied durch
den Vergleich der BGP-Routingdaten mit der IBR sichtbar.

5.3.3 Anmerkungen
Es sei der Vollstandigkeit halber auf zwei Details verwie-
sen:

e Die mediale Berichterstattung erwéhnte schon vor den
Internetabschaltungen einen erschwerten Zugriff auf
soziale Netzwerke [12]. Dies ist ein Hinweis auf wei-
tere Paketfilter, die bereits vorher zum Einsatz kamen
und deren Filterregeln entsprechende Webseiten blo-
ckierten.

e Beim dritten Internetausfall Libyens kommt anni-
hernd derselbe Paketfilter wie beim zweiten zum Ein-
satz, BGP-Withdrawals finden dort allerdings nicht
statt. Fiir Details wird auf das Referenzpaper verwie-
sen (siehe [1], Kapitel 5.2).
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6 Schluss

Es wurden im Zusammenhang mit Zensur zwei Inter-

netausfallarten sowie Methoden zu deren Beobachtung be-
schrieben. Dabei wurde gezeigt, dass sich Ausfélle, die BGP-
Withdrawals zur Folge haben, von Ausfillen, die durch Pa-
ketfiltermechanismen zustande kommen, unterscheiden. Ers-
tere kommen einem Abtrennen des Internetkabels an BGP-
Routern gleich und sind global durch Anderungen in den
BGP-Routingtabellen zu beobachten. Beide hingegen koén-
nen von Network Telescopes bemerkt werden, da die IBR
in Darknets durch beide Ausfallarten sichtbar abnimmt.
Dem Conficker-Wurm, der ein erhebliches Datenvolumen im
Internet verursacht, kommt hierbei eine besondere Bedeu-
tung zu. Durch die unterschiedlichen Messergebnisse auf der
BGP-Steuerungsebene ist es méglich beide Ausfallarten von-
einander zu unterscheiden.
Dariiberhinaus hat das Beispiel Libyens gezeigt, dass mit
zunehmender Erfahrung der Zensoren Paketfilter bevorzugt
eingesetzt werden. Dies ist auf die Filterregeln zuriickzufiih-
ren, welche eine feinere Anpassung der Zensur und des Aus-
falls ermoglichen. In die Zukunft projiziert bedeutet dies,
dass bei derartigen Ereignissen keine BGP-Withdrawals
mehr zu erwarten sind und die Beobachtung derartiger
Online-Erschiitterungen iiber Network Telescopes erfolgen
miissen, wie dies im Referenzpapier das erste Mal in der
Form durchgefiihrt wurde [1].
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ABSTRACT

This paper is about the measurement of Internet outages
with a focus on the Border Gateway Protocol, as one of the
most common routing protocols. First some background
information about the protocol and its tasks are described,
followed by a concrete example of last year’s events in Egypt.
Thereafter a self-made analysis regarding the earthquake
in New Zealand in 2011 is presented. Finally a conclusion
about Internet outages and their monitoring with data col-
lected by the Border Gateway Protocol is given. The con-
clusion also includes a short passage about recent papers
and methods involving Internet outage monitoring in cur-
rent academic research with a focus on the role of BGP
within those.
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1. INTRODUCTION

Routing protocols are indispensable on the Internet nowa-
days. Their goal is to guarantee the ability of communica-
tion between different networks and they attempt to find
an efficient way to get packages from its source to its desti-
nation. Furthermore modern routing protocols often coun-
teract events like natural disasters and even political cen-
sorship actions, as they are designed to be resilient against
communication interruptions. Due to this routing protocols
are trying to circumvent these interruptions and to establish
new paths to those effected networks. Nevertheless there are
events, either triggered by political or natural issues, which
lead to serious connectivity disruptions or even result in an
outage of a whole geographical area.

Natural disasters like the massive earthquake in Japan with
8.9 magnitude on March 11th of 2011 can lead to outages.
For example the mentioned earthquake caused the destruc-
tion of technical equipment, especially undersea cables nec-
essary for connecting the Japanese islands with the Asian
coastline [1]. But also smaller and more regional events like
bad weather can lead to a temporary Internet outage in
smaller areas [2].

But natural incidents are not the only events that can cause
such critical Internet outages. Governments and dictator-
ships are able to force (state-owned) providers to cut their
lines and to disable their services as a method of censorship.
Political issues like these were, for example, observed during
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the uprising in Egypt and Libya at the beginning of 2011 [3].
Another incident happened in 2008 during Pakistan’s try to
deny access to YouTube. During this operation a Pakistani
Internet service provider unintentionally announced routes
globally and hijacked the YouTube traffic [4]. The most re-
cent example is the ongoing civil war in Syria, which led to
a temporary Internet outage of Syria in June 2012 [5].

In this paper we will only have a look at events related to
the Border Gateway Protocol and its behaviour. BGP is the
major protocol for inter-domain-routing between interna-
tional providers. Due to the popularity of BGP, official Au-
tonomous Systems are expected to be able to communicate
with BGP. This is the reason why changes made through
the protocol can get propagated throughout the world and
therefore lead to global scale changes of routing decisions of
core networks. Finally such path changes through BGP can
result in different packet flows and connectivity of Internet
hosts all around the world.

2. BACKGROUND

This chapter describes the techniques, protocols and stan-
dards of the major routing and reachability information shar-
ing issues currently used on the Internet.

2.1 Autonomous Systems

Nowadays the Internet is a giant interconnected network
consisting of a huge amount of independent networks with
different sizes and geographical locations. An Autonomous
System (AS) is a network, which consists of a collection of
Internet Protocol routing prefixes under the control of at
least one network operator [6]. Typically providers of such
networks are Internet Service Providers (ISP) and big com-
panies with multiple connections to different networks. As
part of the official process to get registered as an AS, an
organisation has to request an Autonomous System Num-
ber (ASN). This 32 bit ASN [7] is used to uniquely identify
an AS and is assigned to an organisation by the Internet
Assigned Numbers Authority (IANA) and its regional rep-
resentatives, the Regional Internet Registries (RIR).

2.2 Border Gateway Protocol

The Border Gateway Protocol is a protocol for exchang-
ing network layer reachability information (NLRI) between
and within autonomous systems. The first version of BGP
was introduced in 1989. Until now there have been several
changes to the standard and therefore different versions of
BGP with version 4 being the current one [8].
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Routers communicating through BGP are called peers as
they are equally privileged participants during the commu-
nication. To establish a certain reliability of the messages,
BGP makes use of the Internet Protocol and the Trans-
port Control Protocol (TCP/IP). Traditionally BGP can be
found on TCP port 179.
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| As 1337 }

Figure 1: Difference between EBGP and IBGP

If the Border Gateway Protocol is used to share NLRI be-
tween autonomous systems it is called External BGP (EBGP).
Naturally those exterior exchanges are done between edge
routers of different AS while interior information exchanges
do not necessarily happen only between edge routers of an
AS. An exchange within an AS and between its routers is
called Internal BGP (IBGP) like figure 1 demonstrates. This
paper is focusing on EBGP as it analyses outages of whole
IP ranges within a global scale.

2.2.1 Making routing decisions with BGP4

A BGP4 router is equipped with a special kind of database,
the Routing Information Base (RIB) which is made up of
two different parts. The central database within the RIB is
the routing table. This is the place where all the information
needed for making routing decisions is stored. A policy, re-
ferred to as local RIB, defines how incoming information of
adjacent routers is treated and which information is passed
on to other adjacent peers afterwards. The local RIB is also
responsible for writing received information to the routing
table. Therefore it is possible to call the local RIB a kind
of configuration for a router. Figure 2 explains the relations
of the different sections involved in routing decisions in a
graphical way. Since companies typically try to minimize
their costs, this configuration is often not purely based on
technical facts but on economical reasons. These costs are
usually based on the amount of traffic transmitted to an-
other network and can therefore lead to slower but more
economical routing decisions [9]. Due to this reason not all
routes learned through BGP are automatically stored within
the routing table itself. Furthermore, there is always exactly
one route to an unique IP prefix stored in the routing table.

Local RIB

Adjacent In

Y

Adjacent Out

Routing
Table

Figure 2: Scheme of the Routing Information Base
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Another fundamental rule which all routing decisions are
based on is the usage of the most specific IP prefix available.
Technical manuals are calling this strategy the longest prefix
match [10]. The length of the prefix can easily be determined
by looking at the length of the subnet-mask of an entry in
the RIB. Figure 3 shows an example usage of this strategy.

Router

T - N\

{ Routing Table )

A v
~

Packet to
123.0.10.1

.

123.0.0.0/8

Figure 3: Example usage of the longest prefix match

2.2.2 Information exchange through BGP4

Every BGP message, regardless of its type, consists of a 19-
byte header followed by a payload of variable length. Within
the header block there is a type field which contains one
out of five defined BGP message types. In this paper just
the types OPEN, UPDATE, NOTIFICATION and KEEPALIVE are
of particular interest [8]. Therefore the ROUTE-REFRESH mes-
sage type is not explained nor used in this paper [11].

The first action two peers have to do to exchange reach-
ability information is the establishment of a TCP channel
between them. The peers try to keep this connection alive
during their whole uptime. If a BGP session between two
peers exists they are called neighbours. After the TCP hand-
shake is done the initiator of the BGP session sends an OPEN
message to the other peer. In the payload of the message
there is the unique ASN of which the source router is part
of. It also contains a unique ID of the sending router. Usu-
ally the router ID is the IP address of the router if BGP is
used in combination with TCP/IP. An accepted OPEN mes-
sage is indicated by responding with a KEEPALIVE message
as this message type consists only of the header block and an
empty payload. If both peers sent their OPEN messages and
received an KEEPALIVE message afterwards, the exchange of
reachability information is able to start.

\
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“~—|Router| Router|
A B
TCP Handshake
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OPEN = (1337,A)
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Figure 4: Example BGP session
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But the KEEPALIVE messages do have another important
function within the protocol. They are used as a kind of
heartbeat message between two peers. If a peer doesn’t re-
ceive a KEEPALIVE message in a certain defined timespan
the other peer is assumed to be not available. As a result
of this, all routes announced by this peer that were stored
in the RIB are treated as invalid and are not used anymore.
The router immediately tries to figure out the best route to
the affected IP ranges. If there is an alternative route avail-
able the router propagates this new route to its neighbours.
If the router was not able to find another route a withdrawal
is sent to the neighbours as the router is not able to forward
packages to this IP range any more.

With the UPDATE message type it is possible for a router to
announce new routes to a certain IP range. Included in the
message there is always a detailed path-information with all
AS on the way to the destination IP range. So other routers
can use the whole path to determine if the newly announced
route is better than their current one. Therefore an UPDATE
message can also be seen as the promise of a peer to forward
any datagrams towards the announced prefix.

Furthermore, the UPDATE message can also be used to with-
draw previously announced routes. Due to different fields
within those messages, it is perfectly valid and possible to
withdraw routes and announce new ones in one single mes-
sage. IP ranges are always given in CIDR [12] notion like
127.0.0.0/8. It is also possible to do an implicit withdrawal
which is done when a new route to an IP range is announced
even if there still is an existing one stored on the router. In
this case the old route is overwritten with the new one.

A NOTIFICATION message is only sent from a peer to indicate
that there was some kind of error in either receiving or pro-
cessing the last BGP message. Therefore this message type
contains fields like error code, error subcode and optional in-
formation about the reason of sending this message. Some
critical errors can also lead to a truncation of the session.

3. ANALYSIS

In this section two events are analysed. One being an event
triggered by political issues, the other one was caused by a
natural disaster. Both events left traces detectable by hav-
ing a closer look at publicly available BGP archives. The
analysis of the political motivated censorship observed in
January 2011 in Egypt is based on existing papers and ar-
ticles. Contrastingly, the analysis of the earthquake near
Christchurch in New Zealand in February 2011 is done by
the author in coordination with his supervisor.

3.1 Uprising in Egypt in 2011

During the so called “Arab Spring” there have been several
uprisings in African and Arabic countries including Egypt as
one of the first countries where protests started [13]. These
Egyptian protests were organized using social networks and
messaging services on the Internet [14]. Over time the up-
rising in the capital Cairo became regular and increased in
numbers and even similar events started to happen in other
major cities of Egypt. Finally those events resulted in the
resignation of the Egyptian President Hosni Mubarak on
the 11th of February and in massive changes in the political
system of Egypt [15].
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Nevertheless the former government decided to take actions
against the protests in form of blocking the communication
infrastructure of the demonstrating people. The government
censored access to social media portals and messaging ser-
vices for Egyptian Internet users on January the 25th 2011
[3]. Although the government officially denied the existence
of an order to block services like Twitter and Facebook [16],
there were users that verified the blocking of services [17]
and even Facebook announced a drop in user activities of
its Egyptian users during this time [18].

3.1.1 BGP as a method of censorship

Because the blockade of websites did not stop the protests
from happening and even increased them throughout Egypt
the government ordered a complete blockade of all Internet
traffic for Egyptian people. Due to this decision a whole
country including 20 million Internet users [19] temporarily
vanished from the Internet for about four days.

To understand how this massive blockade of nearly all Internet-
based communication happened, it is necessary to have a
look at the Egyptian Internet infrastructure which is domi-
nated by a few big players with the Ramses Exchange being
the major hub for their international Internet communica-
tion. The Ramses Internet Exchange is one of the biggest
Internet exchange points in Northern Africa and the Middle
East, connecting Egypt with other countries through sub-
marine cables in the Suez canal [20]. Sources claim that
all those big ISPs and of course the Ramses Exchange are
controlled by the state [21].
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Figure 5: Announced Egyptian IPv4 prefixes as seen
from AS20928 on the 27th of January 2011

Keeping this information in mind, it is easier to under-
stand how the simultaneous withdrawal of nearly all Egyp-
tian IPv4 prefixes at around 22:34 UTC on the 27th of Jan-
uary 2011 could happen [22]. Other outage measure meth-
ods like the Internet Telescope also observed a significant
drop of traffic from Egypt hosts during this time [3]. Fig-
ure 5 was created by James Cowie [22] and shows the ap-
proximate time of the withdrawals made by Egyptian ISPs
through BGP. In the first hours of the 28th of January there
were only a few IPv4 prefixes left announced. Nevertheless
it was reported that the Egyptian Stock Exchange was still
accessible via AS20928 (Noor Group) after nearly all Egyp-
tian IPv4 prefixes were withdrawn [22].
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800 Globally Reachable Egyptian Networks (Jan 2011)
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Figure 6: Detailed time-line of the withdrawals of
all major Egyptian ISPs

Figure 6 shows a timeline including the exact minutes of
the withdrawals made by the major Egyptian ISPs, which
was published by James Cowie of Renesys [22]. Accord-
ing to Cowie the national ISP, Telecom Egypt (AS8452)
started to withdraw its previously announced IPv4 prefixes
at 22:12 UTC with Raya Telecom acted similar at 22:13
UTC. Exactly four minutes later, at 22:17 UTC, Link Egypt
(AS24863) began to withdraw their prefixes, too. They were
followed by Etisalat Misr (AS32992) at 22:19 UTC and In-
ternet Egypt (AS5536) at 22:25 UTC. Converted to Egyp-
tian local time the withdrawals started at midnight. These
observed facts lead to the assumption, that all those ISPs
received some kind of order from state officials to take down
their services. Considering the few minutes between their
actions, the order was maybe transmitted in form of a phone
call. Few days later Vodafone Egypt confirmed in a press
release that their services were shut down on demand of the
Egyptian authorities [24].
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Figure 7: Announced Egyptian IPv4 prefixes as seen
from AS20928 on the 2nd of February 2011

The total denial of virtually every Internet communication
within Egypt lasted until the 2nd of February. At around
9:30 UTC the first IPv4 prefixes were announced again and
a few hours later, at around 11:30 UTC, all Egyptian ISPs
returned Internet access to all their customers. Figure 7 was
also created by Renesys [23] and visualizes the return of the
Egyptian IPv4 prefixes and therefore the end of the massive
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Internet outage in Egypt.

Globally Reachable Egyptian Networks (Feb 2011)
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Figure 8: Detailed time-line of announcements made
by major Egyptian ISPs

Figure 8 was also created by James Cowie of Renesys [23]
and shows the detailed time-line of the readvertisements of
routes to their IPv4 prefixes made by the Egyptian ISPs at
February 2nd. The fact that all ISPs announced their routes
at approximately the same time also indicates a governmen-
tal order to end the censorship actions.

3.2 Christchurch earthquake in 2011

In 2011 one of the strongest earthquakes seen in New Zealand
hit the city of Christchurch killing 185 people [25]. A mag-
nitude of 6.1 was measured during the quake which was lo-
cated 10 kilometres south-west of the city of Christchurch
[26]. The second largest city of New Zealand was struck by
a first quake at 12:51 local time on the 22nd of February
2011 (February 21st 23:51 UTC). A first aftershock was ex-
perienced 13 minutes later at 00:04 UTC with a magnitude
of 5.8. Thereafter two more aftershocks were observed at
01:50 UTC and 01:51 UTC, both with a magnitude greater
than 5. The last shock had a magnitude of 5.0 and was de-
tected at 03:01 UTC, which was 193 minutes after the major
earthquake [27].

Those quakes did not only affect buildings and people, but
also technical infrastructure like power lines and the water
systems were damaged and unusable in some of the suburban
parts of the city [29]. Power outages were affirmed in over 80
percent of the city affecting approximately 160,000 people.
Within five days the power cuts were repaired and 82 percent
of the affected households had power again. Nevertheless
some central parts of the city were without power until May
1st [28]. Even with the local electrical companies solving
the problem in a rather short timespan, there could still be
visible damage in global Internet communication during the
earthquake. In the next paragraph of this paper the effect of
the earthquake on the announced prefixes of Christchurchs
Internet is described in detail.

3.2.1 Geo-location of IPv4 ranges

To determine the effect of the quake on the Internet of
Christchurch the first thing that needs to be done is to define
the structure and size of Christchurchs Internet. Therefore
it is assumed that all IP addresses related to the city of
Christchurch by a geo-location database can be seen as the
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“Internet of Christchurch”. This approach leaves out that
these networks are maybe not directly connected with each
other within the geographical area of Christchurch, but sim-
ilar approaches are used in papers by various researchers
[1, 3, 2]. To get the data needed to assign IP addresses to
geographical locations the GeoLite City Database of Max-
Mind was used [30]. The comma separated files (CSV) were
imported to a SQL-powered database. By querying this
database also more complex requests were possible to deter-
mine the location of certain IPv4 addresses or even whole
IPv4 ranges. Doing this resulted in exactly 320 IPv4 ranges
that MaxMind believes to be located in New Zealand’s sec-
ond largest city.

3.2.2  Allocation of IPv4 ranges to AS

As those IP ranges are not always announced as a sepa-
rate range through BGP, but as part of a bigger range, it
was necessary to find out which announced IP prefixes those
ranges belong to. This was done by calculating the smallest
IP address possible laying within an IP range and probing
which route a packet destinated to this address would be go-
ing. By using routing tables the AS responsible for certain
IP ranges can be easily determined. In this paper the pub-
licly available BGP dumps of RIPE NCC were used [31]. By
doing this a list with 146 IP ranges has been created. This
number means that the 320 ranges found in the geo-location
database can be summarised to 146 bigger ranges actually
propagated with BGP. Those ranges were announced by 25
different AS with AS4771 (Telecom New Zealand) being the
biggest amongst them with 117 announced prefixes. A total
of 4 prefixes of the geo-location database were not in use.
Figure 9 visualizes the results of this part of the analysis.
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Figure 9: Amount of announced IPv4 prefixes lo-
cated in Christchurch segmented on base of ASNs

3.2.3 Analysis of BGP data dumps

To analyse what actually happened during the earthquake
and in the hours later, BGP dumps were necessary. RIPE
NCC publishes a complete and uncensored dump of the
BGP data received by their routers all around the world
[31]. Quite a lot of Christchurch’s AS are either directly
or indirectly peered with Netgate (AS4648) [32] as is the
Telecom New Zealand, as the biggest ISP in Christchurch.
Netgate itself is peered with certain members of London In-
ternet exchange point (LINX), like Easynet Global Services
(AS4589) and Hurricane Electric (AS6939) [32, 33]. This
is why the raw BGP data dumps of a router based within
LINX in London was used as source for further analysis [34].
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After converting the raw BGP data dumps with 1ibbgpdump
[35] developed by RIPE, it was possible to perform a detailed
search about any announcements or withdrawals made, in-
volving one of the prefixes of Christchurch. A timespan of
four hours, from 23:00 UTC on 21st until 04:00 UTC on
22nd of February 2011, was regarded in this analysis.

The results of analysing the BGP dumps showed that the
impact of the earthquake on the Internet was quite small. Of
all 146 IPv4 prefixes checked there were only three subject
to route-changes or withdrawals in the timespan analysed.
Figure 10 displays the exact timestamps of the earthquakes
according to the Earthquake Commission of New Zealand
[36] and the withdrawals as seen at LINX in London.

Due to this it can be assumed that the undersea cables con-
necting New Zealand with the rest of the world were not
badly damaged. The events triggered by such a damage
to important core infrastructure could be observed during
the massive earthquake in Japan on March 11th of 2011.
During the hours after the Japanese quake there were sev-
eral announcements changing routes to Japanese prefixes
observed [1]. Nevertheless, during the first hours after the
quake at Christchurch there were no such changes in routing
detectable, at least not for IPv4 prefixes based in the city of
Christchurch.

Times given in UTC

23:51 01:51
Magnitude 6.3 Magnitude 5.1 03:04
Magnitude 5.0
< >
2'3 D!] IElll é o's
00; 01:50
Magnitude 5.8 Magnitude 5.9
00:28:42 00:36:34 00:54:42
165.24.0.0/16 202.50.111.0/24 202.37.96.0,/24

Figure 10: Timeline visualizing the quakes and BGP
withdrawals during the earthquake in Christchurch

Christchurch Polytechnic Institute. The first organisa-
tion experiencing a total withdrawal of all routes during the
earthquake was Christchurch Polytechnic Institute. The In-
stitute is registered with an own ASN, AS45138 [37]. Their
IPv4 prefix 165.84.0.0/16 was originally announced by this
AS. So no more actions were needed to confirm the property
of this IPv4 range. Furthermore, it was the first one affected
by withdrawals at 00:28:24 UTC. It seems that there was a
serious interruption to New Zealand as seen from Verizon
Business (AS701) and Telstra Global (AS4637), which had
effects on paths to the mentioned prefix. On 00:30:12 UTC
the last path was withdrawn and the Polytechnic Institute of
Christchurch vanished from routing tables based at LINX in
London. Considering the BGP timeouts which can last up to
three minutes, the first withdrawal affecting the prefix was
about 20 minutes after the major quake hit Christchurch.
Nevertheless major damages on the Polytechnic Institute
were reported [38].
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Figure 12: Last withdrawn route to 202.50.111.0/24
as seen from LINX at 00:38 UTC

MYOB Technology Limited. The second IPv4 prefix ob-
served to go down was 202.50.111.0/24 which belongs to
MYOB Technology Ltd, an Australian accounting, payroll
and web-hosting provider. The data collected from a whois
query at whois.apnic.net shows that the affected range
belongs to their branch in Christchurch. The range was an-
nounced by Snap Internet Limited (AS23655) which also an-
nounced a total 7 percent of Christchurchs prefixes like figure
9 shows. The first withdrawal was propagated by a router
of Catalyst2 Services (AS29636) at 00:36:34 UTC which was
approximately half an hour after the second quake. The last
route to the prefix was withdrawn on 00:38:21 UTC. The fig-
ures 11 and 12 display the routes and their withdrawal.

Tait Communications. Being the third and last IPv4 pre-
fix withdrawn in the analysed timespan, 202.37.96.0/24
belongs to Tait Communications and their branch in Christ-
church according to the whois record. Similar to the pas-
sage above the prefix was also announced by Snap Inter-
net Limited (AS23655). The first withdrawal was received
by KPN Internet Backbone (AS286) at 00:54:42 UTC and
therefore about 50 minutes after a quake hit Christchurch.
Until 00:57:21 UTC all routes to the prefix were withdrawn.

3.2.4 Reannouncements and Downtime

To get more information about the amount of time the men-
tioned IPv4 prefixes stayed unreachable, more data from the
RIPE router at LINX was analysed. Until 19:00 UTC on
the 22nd February 2011 there were no new announcements
involving those prefixes. Due to this it is clear that these
downtimes were not just a plain interruption in connectivity
but a serious outage.

4. CONCLUSION

Although analysing BGP data collected by routers all over
the world can be used as a measuring method for Internet
outages, it is also limited to a rough view of events and
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their impact on global Internet communications. By using
geo-location information events can get tracked down to ge-
ographical areas. So even if there were only three IPv4 pre-
fixes down in Christchurch because of the earthquake, the
overall traffic of the hosts dropped significantly according
to current papers [39]. From this it follows that even if the
central infrastructure in Christchurch was still available and
worked during the first hours of the quake, a whole bunch
of common hosts were offline because of the power outages
and their lack of own power supplies.

Only looking at common BGP data dumps cannot deter-
mine the whole extent of natural events as big ISPs usually
make expensive efforts to save their core infrastructure from
failing. Small and medium companies, private households
and governmental offices usually do not have such fail-safe
strategies for their IT infrastructures and computers. Due
to this a core router in the ISPs network may be still alive
and communicating through BGP with its neighbours, but
there is hardly any traffic to be routed. This very issue can
not be measured by BGP. Therefore the analysis of BGP
data can only detect global scale outages of whole IP pre-
fixes and because of this BGP analysis can be seen as a
macroscopic view of the Internet as a collection of different
networks exchanging information with each other.

On the contrary to natural disasters where the core infras-
tructure can still be alive without its previous hosts and its
smaller adjacent networks, total outages due to governmen-
tal orders can be detected by using BGP data. Not only
Egypt experienced these facts, but also Libya and currently
Syria [3]. Tunnelling of different communication streams
and using all kinds of creative workarounds [40] make it
hard for political organisations to control the information
flow and content of communication within the Internet. So
the only way to successfully deny information leaking into
the Internet or to deny that information from the Internet
is visible to people, is to force a total shutdown of the locale
core infrastructure needed to communicate with the rest of
the world. This is what happened in those three countries
mentioned above.

But these most massive methods of censorship can usually
be measured in BGP, as withdrawals are the easiest and
cheapest way to make sure that whole networks are unable
to communicate with the rest of the Internet. If there is no
routing to a network no bidirectional communication can be
established and therefore even physical connected networks
are not usable for Internet-based communication any more.
Furthermore by using withdrawals, it is also possible to leave
certain networks, which are necessary or important, fully
working. In analysis of BGP data those efforts can be seen
and measured as recent papers proved [3].

4.1 Future Work

As described in this paper BGP alone can mostly be used
as a part of a much more widespread analysis method to
get a more detailed view on the impact of events. The first
papers working with analysis of different technologies and
techniques are published [3, 39]. Methods like measurements
of the Internet Background Radiation (IBR) and advanced
traceroute techniques can be used to have a really close look
at networks and their behaviour in the interconnected Inter-

doi: 10.2312/NET-2013-02-1_02



net. Although these methods do also have their downsides as
they can be disturbed by censorship issues on the data layer
[39] so BGP will always be one part of a much more sophisti-
cated measure facility using different sources to gather data
and determine a detailed in-depth look at events involving
Internet outages.
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KURZFASSUNG

Es gibt nur wenige Geréte, die Bluetooth Monitoring oder
Injection ermdoglichen, da sich dies auf Grund spezieller Ei-
genschaften des Bluetoothprotokolls als schwierig erweist.
Kommerzielle Hardware, welche hierzu in der Lage ist, ist
oftmals zu teuer fiir die Allgemeinheit, weshalb Alternativen
wie das Ubertooth Project entwickelt werden.

Hierdurch wird es moglich, Angriffe auf Bluetooth Verbin-
dungen durchzufiihren, was gravierende Sicherheitsliicken auf-
deckt. Ferner konnen Probleme besser adressiert werden, da
grof3e Freiheiten in der Entwicklung neuer Anwendungen auf
der Basis von Bluetooth erdéffnet werden.

Schliisselworte
Bluetooth, FHSS, Monitoring, Injection, Ubertooth, Authen-
tifizierung

1. EINLEITUNG

Obwohl Bluetoothprodukte bereits seit etwa zehn Jahren er-
haltlich und sehr weit verbreitet sind, gab es bis vor kurzem
keine giinstigen, der Allgemeinheit zugénglichen Losungen,
um den Datenfluss aller Bluetoothverbindungen der Umge-
bung zu iiberwachen. Ebenso war es nicht moglich, eigene
Pakete in bestehende Verbindungen zu injizieren. Diese Mo-
nitoring und Injection genannten Techniken sind fiir ver-
schiedene Zwecke (z. B. zur Analyse von Verbindungen) von
Interesse und in anderen Bereichen, insbesondere bei IEFEE
802.11 (Wireless LAN), lingst verfiigbar.

Auf Grund dieser Tatsache wurde das Ubertooth Project ins
Leben gerufen, welches zum Ziel hat, eine offene Plattform
fiir Bluetooth Monitoring und Injection zu schaffen. Im Zu-
ge der Entwicklung entstand der Ubertooth Zero und sein
Nachfolger, der Ubertooth One. Dabei handelt es sich um
spezielle Hardware, die in der Lage ist, Daten auf dem 2.4
GHz Band, auf dem auch Bluetooth arbeitet, zu empfangen
und zu senden.

Diese Arbeit befasst sich im folgenden zweiten Kapitel mit
der Bluetooth Technologie sowie Monitoring und Injection
an sich, bevor sie sich im dritten Kapitel mit verschiedenen
Monitoring und Injection Losungen fiir Bluetooth beschéf-
tigt und diese vergleicht. Im vierten Kapitel werden Anwen-
dungen von Bluetooth Monitorung und Injection vorgestellt,
welche auch Angriffe auf fremde Dateniibertragungen bein-
halten.
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2. TECHNISCHE GRUNDLAGEN

2.1 Bluetooth

Bluetooth wurde im Rahmen der IEEE 802.15 Arbeitsgrup-
pe entwickelt, welche sich mit Wireless Personal Area Net-
works (WPAN) beschéftigt [1]. Der Zweck eines WPAN ist
es, es verschiedenen Geriiten (z. B. Handys oder Laptops)
zu ermoglichen, drahtlos miteinander zu kommunizieren.

Der Bluetooth Protokollstapel ldsst sich in verschiedene Schich-
ten aufteilen (dargestellt in Abbildung 1), von denen fiir die-
se Arbeit insbesondere die untersten von Interesse sind, da
sie fiir die Problemstellung des Monitorings wesentlich sind.

AT ‘ BNEP ‘ OBEX
SDP TCS
Control RFCOMM
Audio L2CcAP
HCI
Link Manager

Baseband
Radio

Abbildung 1: Bluetooth Protokollstapel [2]

2.1.1 Radio Layer

Die unterste Schicht ist der so genannte Radio Layer. Blue-
tooth sendet auf dem 2,4 GHz Band, welches zu den ISM
Béndern gehort. Da ISM Bénder mit nur wenigen Einschrén-
kungen von jedem genutzt werden kénnen, kann nicht garan-
tiert werden, dass das Signal storungsfrei tibertragen wird.
Deswegen kommt hier ein Frequency Hopping Spread Spec-
trum (FHSS) genanntes Verfahren zum Einsatz (siche Ab-
bildung 2), welches den Frequenzbereich zwischen 2,4 GHz
und 2,4835 GHz in 1 MHz breite Kanile unterteilt [1]. Au-
Berdem existiert ein 3 MHz breiter Schutzabstand am obe-
ren Rand des Spektrums, sowie ein 1,5 MHz breiter Ab-
stand am unteren Rand, weshalb sich 79 nutzbare Kanéle
ergeben, zwischen denen alle 625 ps gewechselt wird. Wenn
auf einer bestimmten Frequenz also Stérungen vorliegen (z.
B. durch parallele Nutzung von anderen Geréten), kommt
es nur kurzzeitig zu Ubertragungsproblemen, da der Kanal
sofort wieder gewechselt wird. Ferner hat dieses Verfahren
den Vorteil, dass das gezielte Abhoéren einer Verbindung er-
schwert wird, da ein Angreifer die verwendete Sprungfolge
kennen muss.

doi: 10.2312/NET-2013-02-1_03



Als Modulationsverfahren wird Gaussian Frequency Shift
Keying (GFSK) verwendet, welches zusitzlich zum eigentli-
chen modulieren der Frequenz auch noch einen Gauss-Filter
auf das Signal anwendet.

Kanal 4

I I I I I I I .
50 100 150 200 250 300 350 Zeit (ms)

Abbildung 2: Einfaches Beispiel fiir ein FHSS Ver-
fahren (4 Kanile, Sprung alle 50 ms)

2.1.2 Baseband Layer

Der Baseband Layer verwaltet die physikalischen Verbin-
dungen. Jedes Gerit kann hier iiber eine 48 Bit lange Blue-
tooth Device Address (BD_ADDR) eindeutig identifiziert wer-
den. Diese kann in Lower Address Part (LAP, 24 Bit), Up-
per Address Part (UAP, 8 Bit) und Nonsignificant Address
Part (NAP, 16 Bit) unterteilt werden (siehe Abbildung 3),
wobei UAP und NAP zusammen den Hersteller identifizie-
ren, wihrend der LAP von diesem vergeben wird. Fiir be-
stimmte Zwecke existieren die reservierten LAPs 029E8B00—
0x9ESB3F. Fiir diese wird 0x00 als UAP verwendet.

16 Bit 8 Bit 24 Bit

NAP UAP LAP

Abbildung 3: Bluetooth Device Address Format [1]

Eine physikalische Verbindungen (als Piconet bezeichnet)
besteht aus einem Master und mindestens einem Slave. Adres-
siert wird sie durch die Verwendung eines Access Code, wel-
cher aus dem LAP des Masters generiert wird. Damit die
Dateniibertragung mdoglich ist, miissen natiirlich alle Teil-
nehmer die gleiche Sprungfolge fiir die Frequenzen verwen-
den. Diese wird aus LAP und UAP des Masters errechnet,
und ist in etwa gleichverteilt iiber die 79 Kanile. Da sich
der Master und die Slaves auch an der gleichen Stelle in der
Sprungfolge befinden miissen, werden die Slaves zusétzlich
auch noch zeitlich mit dem Master synchronisiert [1].

2.1.3  Paketaufbau

Alle Pakete werden nach dem selben Schema aufgebaut (sie-
he Abbildung 4 ). Sie beginnen immer mit dem Access Code,
gefolgt von dem Header und der Payload. Es gibt Pakete,
die nur den Access Code enthalten, welche die nur den Ac-
cess Code und den Header enthalten, und solche, die alle
drei Teile beinhalten |1]. Der Access Code besteht aus einer
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4 Bit Praambel, gefolgt von einem 64 Bit langen Sync Word,
welches aus LAP und UAP berechnet wird. Falls ein Header
folgt, endet der Access Code noch mit einem 4 Bit Trai-
ler. Der Header enthilt Felder die zur Steuerung des Daten-
flusses benutzt werden. Dazu gehort zum Beispiel ein Feld,
welches den Pakettyp spezifiziert, sowie Felder zur Ubertra-
gungskontrolle und zur Adressierung einzelner Slaves.

68/72 Bit| 54 Bit 0 — 2745 Bit
Access Head Pavioad
Code eader ayloa

Abbildung 4: Paketaufbau [1]

Eines der einfachsten Pakete ist das ID Paket. Es besteht
nur aus dem Access Code und hat daher eine Liange von 68
Bit. Fiir die Berechnung des Sync Word wird die fiir Inqui-
ries reservierte LAP 0r9E8B33 benutzt.

Ein sehr wichtiges Paket fiir den Verbindungsaufbau ist das
Frequency Hopping Synchronization (FHS) Paket. Es ent-
hilt zusétzlich zum Access Code, welcher dieses mal aus
dem LAP und UAP eines anderen Gerites berechnet wur-
de und somit an dieses adressiert ist, einen Header sowie
Payload. Die Payload enthilt unter anderem alle drei Teile
der BD_ADDR, sowie die interne CLK des Gerites. Dieses
Paket enthilt alle Informationen, die zur Berechnung der
Sprungfolge benstigt werden.

Ferner existieren noch eine Reihe anderer Pakete, insbeson-
dere solche zur Dateniibertragung. Dabei gibt es verschiede-
ne Typen fiir spezielle Zwecke, von denen einige auch grofer
als ein Ubertragungsslot sind (z. B. 3 oder 5 Slots).

2.1.4  Verbindungsaufbau

Fiir den Verbindungsaufbau miissen die Geréte zunéchst ge-
paart werden. Dazu schickt der zukiinftige Master Inquiries
aus (ID Pakete). In diesem Fall werden nur 32 der 79 mogli-
chen Kanile fiir die Sprungfolge verwendet. Gerite, die auf
Sichtbar gestellt sind, antworten mit einer Inquiry Respon-
se, welche bereits die Adresse und die CLK des Geriites ent-
hélt. Um das Pairing fortzufithren, berechnet der Master
aus der erhaltenen Adresse eine spezifische Sprungfolge und
synchronisiert sie mit dem Takt des Slaves, der sich nun im
Page Scan Modus befindet. Diese Sprungfolge benutzt der
Master nun, um dem Slave die nétigen Informationen mit-
zuteilen, die er fiir das Errechnen der entgiiltigen Sprungfol-
ge braucht. Er sendet dazu zwei ID Pakete und wartet im
néchsten Sendeslot auf ein ID Paket des Slaves als Antwort.
Nun sendet der Master ein FHS Paket, welches der Slave mit
einem weiteren ID Paket beantwortet. Da der Slave nun die
korrekte Sprungfolge kennt, wechselt der Master nun zu die-
ser. Grundsétzlich sendet der Master hierbei immer in den
geraden Slots der Sprungfolge, wiahrend der Slave in den
ungeraden sendet.

2.1.5 Sicherheit

Bluetooth verfiigt auch iiber Sicherheitsverfahren, welche in
Kapitel 13 der Bluetooth Spezifikationen detailliert beschrie-
ben werden [1]. Wenn ein physikalischer Kanal (synchroni-
sierte Frequenz Sprungfolge) exisitiert, werden iiber ihn lo-
gische Verbindungen aufgebaut. Dabei miissen in der Regel
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die PINs auf den Geréten iibereinstimmen oder es muss der
korrekte PIN fiir das entfernte Gerdt eingegeben werden,
falls dieser fest ist (z. B. bei Headsets ohne Interface).

Um die Authentizitét einer Verbindung sicherzustellen, wird
zuerst der Kni: Schliissel generiert. Dazu wird der Esz Al-
gorithmus (welcher hier nicht genauer erkldrt wird), mit
dem verwendeten PIN, einer 128 Bit langen Zufallszahl IN_
RAND (von Master generiert, an Slave iibertragen) und der
BD_ADDR des Slaves (bei festem PIN des Slaves die des
Masters) als Parameter, ausgefiihrt.

Der Kinit Schliissel wird zur Verschliisselung der Ubertra-
gung von zwei weiteren 128 Bit Zufallszahlen (LK_RAND 4
und LK_RANDg) verwendet, welche zusammen mit den
BT_ADDR der beiden Geriite zur Berechnung des Link Key,
welcher nun zur Authentifizierung benutzt werden kann.
Hierfiir schicken sich die beiden Gerite wieder gegenseitig
128 Bit lange Zufallszahlen AU_RAND 4 und AU_RAN Dg,
welche dann mit dem zuvor gewonnenem Schliissel verschliis-
selt werden. Die Ergebnisse (SRES4 und SRESg) der Ope-
rationen auf beiden Gerdten werden verglichen und die Ver-
bindung wird nur zugelassen, wenn sie iibereinstimmen [3].
Der Schliissel wird solange gespeichert, bis das Pairing auf-
gehoben wird. Ferner kann aus diesem Schliissel ein weiterer
generiert werden, der zur Verschliisselung der Dateniibertra-
gung genutzt wird. Dieser hat eine Lange von 8 — 128 Bit.

Master Slave

IN_RAND

AU_RAND 4 und AU_RANDp

SRESA und SRESBE

Abbildung 5: Ablauf des Authentifizierungsprozes-
ses

2.2 Monitoring und Injection

Da ein Kanal nur selten exklusiv benutzt wird, kommen im-
mer auch Daten an, welche fiir andere Empféanger bestimmt
waren. Damit diese nicht die eigene Kommunikation stoéren,
wird im normalen Betriebsmodus beim Erhalt eines neuen
Pakets zunéchst tiberpriift, ob es fiir dieses Gerédt bestimmt
ist. Im Falle von (Wireless) LAN werden hierzu die MAC-
und die IP-Adressen iiberpriift, wihrend bei Bluetooth der
Access Code ausschlaggebend ist. Pakete, die nicht fiir ein
bestimmtes Gerdt bestimmt sind, werden von diesem igno-
riert und nicht an héhere Schichten weitergeleitet.
Manchmal ist es allerdings von Interesse, auch solche Pakete
zu erhalten, die nicht fiir einen selbst bestimmt sind (z. B.
zur Uberwachung von Netzwerken). In diesem Fall werden
alle Pakete, die von der Netzwerkhardware empfangen wer-
den, an hohere Schichten weitergeleitet, was man auch als
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Monitoring oder Monitor Mode der Hardware bezeichnet.
Die empfangenen Daten werden dann in der Regel von ei-
nem Programm wie Wireshark [4] oder Kismet [5] verarbei-
tet und dargestellt. Abbildung 6 zeigt Wireshark, das dank
Monitor Mode Funktionalitit des WLAN-Adapters alle in
der Umgebung verschickten Pakete anzeigt.

Destination Protocol Length Info

Wistron 29:43:03 802.11 1583 QoS Data, SN=565, FN=0, Flags=.p....F.C
Wistron_29:43:03 802.11 1583 QoS Data, SN=566, FN=0, Flags=.p....F.C
Wistron 29:43:03 802.11 1583 QoS Data, SN=567, FN=8, Flags=.p....F.
Wistron_29:43:03 802.11 1583 QoS Data, SN=568, FN=0, Flags=.p....F.C
Wistron 29:43:03 802.11 1583 QoS Data, SN=569, FN=8, Flags=.p
Wistron_29:43:03 802.11 1583 QoS Data, SN=57@, FN=0, Flags=.p....F.
Wistron 29:43:03 802.11 1583 QoS Data, SN=571, FN=8, Flags=.p....F.C
Tp-LinkT_f3:72:1a (RA 802.11 58 802.11 Block Ack, Flags=........ C
Tp-LinkT 3:72:1a (RA 802.11 46 Request-to-send, Flags=........ C
Wistron_29:43:03 (RA) 802.11 40 Clear-to-send, Flags=........ C

L

Abbildung 6: Monitor Mode und Wireshark

Wenn Daten gesendet werden sollen, wird in der Regel eine
von der Netzwerkhardware (bzw. von ihrem Treiber) bereit-
gestellte Schnittstelle verwendet. Ublicherweise muss sich die
Anwendung nicht um den genauen Ablauf der Kommunikati-
on kiimmern, die Ubertragung erfolgt also transparent. Fiir
gewisse Anwendungen ist es allerdings vonnéten, tiefer in
den Kommunikationsablauf einzugreifen. So gibt es die In-
jection Technik, bei der eigene Datenpakete in fremde Ver-
bindungen eingeschleust werden, um so z. B. Verschliisse-
lungen zu knacken oder Spoofing Angriffe auszufithren. Dies
muss natiirlich auch von der Hardware bzw. vom Treiber un-
terstiitzt werden, da hier die normalen Senderoutinen um-
gangen werden. Eine sehr bekannte Anwendung ist hier das
Knacken der WEP-Verschliisselung mittels der Aircrack-ng
Suite 6], welche auch die Bedeutung der Verfiigbarkeit die-
ser Techniken aufzeigt.

Selbst wenn gewisse Verfahren (wobei hier WEP als Para-
debeispiel dient) in der Theorie lingst nicht mehr sicher
sind, werden sie trotzdem weiterhin eingesetzt, sofern sich
die praktische Umsetzung dieser Angriffe schwierig gestaltet.
Der Gedanke dahinter ist oftmals, dass es die Allgemeinheit
nicht betrifft, was dazu fiihrt, dass sich einem kleineren Per-
sonenkreis weite Angriffsmoglichkeiten eréffnen. Wenn theo-
retische Angriffe allerdings fiir jedermann leicht ausfithrbar
werden, wie dies bei WEP durch die Verbreitung von Moni-
toring und Injection fahiger Hardware sowie entsprechender
Tools geschah, ist man gezwungen sichere Verfahren zu ent-
wickeln und auch einzusetzen, was einen erheblicher Gewinn
darstellt.

3. MONITORING UND INJECTION LOSUN-
GEN FUR BLUETOOTH

Wie bereits in der Einleitung erwdhnt, gab es fiir Bluetooth
lange Zeit kaum Geréte, welche iiber einen Monitor Mode
oder die Moglichkeit der Packet Injection verfiigten.

Hindernisse hierfiir hierfiir werden in Abschnitt 3.1 disku-
tiert. In Abschnitt 3.2 werden einige professionelle Losun-
gen vorgestellt, bevor sich Abschnitt 3.3 mit Ubertooth im
Detail beschiftigt. Zum Abschluss werden in Abschnitt 3.4
die verschiedenen Losungen miteinander verglichen.
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3.1 Griinde fiir den Mangel

Das erste Hindernis beim Abhoéren von Bluetoothverbindun-
gen ist die Verwendung des FHSS Verfahrens (sieche Ab-
schnitt 2.1.1). Um eine komplette Dateniibertragung zu emp-
fangen, muss man entweder alle 79 Kanéle gleichzeitig abho-
ren und die richtigen Pakete herausfiltern, oder die verwen-
dete Sprungfolge kennen. Ersteres setzt hohe Anspriiche an
die verwendete Hard- und Software, fiir die zweite Moglich-
keit muss man warten, bis man Pakete empfingt und daraus
versuchen, die Sprungfolge zu rekonstruieren.

Ein weiteres Problem ist die Filterung der eingehenden Pa-
kete auf Grund ihres Access Code. Da dies in géngigen Blue-
toothsticks laut dem Ubertooth Entwickler Michael Oss-
mann [7] meist direkt auf Hardware-Ebene geschieht, ge-
staltet es sich mit diesen schwierig, alle empfangenen Pake-
te an den PC weiterzuleiten. Ferner liegt der Gedanke nahe,
dass die Hersteller kein Interesse daran haben, entsprechen-
de Funktionalitdten zu implementieren, da sie so eine gewis-
se Security by obscurity aufrecht erhalten kénnen.

3.2 Professionelle Losungen

Trotz der im vorherigen Abschnitt beschriebenen Probleme
existiert kommerzielle Analyse-Hardware fiir Bluetooth, wie
der Ellisys Bluetooth Explorer 400. Laut Herstellerinforma-
tionen (8] ist dieser ist in der Lage alle 79 Bluetooth-Kanile
gleichzeitig zu {iberwachen, was es auch moglich macht, alle
Piconetze der Umgebung gleichzeitig zu beobachten. Ferner
untersiitzt er alle neueren Bluetooth Standards wie Enhan-
ced Data Rate (EDR) und Low Energy (LE) und ist in der
Lage, den verwendeten PIN einer Bluetoothiibertragung zu
berechnen und damit die Verschliisselung zu knacken (mehr
hierzu in Kapitel 4 ), sofern ein Pairing-Prozess beobachtet
wird. Die Hardware wird mittels einem USB 2.0 Anschluss
an einen PC angeschlossen, entsprechende Software ist im
Lieferumfang. Eine Anfrage hat ergeben, dass sich der Preis
fiir ein komplettes System um die 20 000 US Dollar bewegt.
Eine weitere Bluetooth-Monitoring Lésung ist der ComPro-
be BPA500. Dieser unterstiitzt laut Hersteller [9] ebenfalls
EDR und LE und kann bei Beobachtung eines Pairing Pro-
zesses den verwendeten PIN errechnen. Ferner lisst sich die
Hardware noch um weitere Funktionalititen (wie zusitzli-
ches WLAN Monitoring) erweitern. Eine Preisanfrage wurde
noch nicht beantwortet, die Kosten sind aber wahrscheinlich
mit denen des Bluetooth Explorers vergleichbar.

3.3 Ubertooth

Im Gegensatz zu der in Abschnitt 3.2 beschriebenen Losun-
gen liegt das Ziel des Ubertooth Project nicht in der Schaf-
fung eines fertigen, kommerziellen Endprodukts, sondern der
Entwicklung einer open-source Plattform, welche von jedem
verwendet werden kann, der er iiber grundlegende Kenntnis-
se im Bereich der Netzwerktechnik verfiigt |10]. Die Kosten
fiir einen Ubertooth One liegen bei ca. 100 US Dollar.

Fiir die Hardware (siehe Abbildung 7) wird eine 4-lagige
Leiterplatte verwendet. Es existiert ein RP-SMA Anschluss
[12] fiir eine Antenne. Ein CC2591 RF Front End von Te-
xas Instruments verarbeitet das analoge Signal fiir einen
CC2400 Wireless Transceiver, welcher im 2.4 — 2.4835 GHz
Bereich empfangen und senden kann [13|[14]. Das Signal
wird von einem Mikroprozessor (Arm Cortex-M3 Architek-
tur) der LPC175z Serie verarbeitet. Die vorliegende Hard-
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Abbildung 7: Aufbau des Ubertooth One [11]

ware arbeitet mit einem LPC1756, welcher iiber 256 kB
Flash Memory fiir die Firmware verfiigt. Er arbeitet bei ei-
ner Taktfrequenz von maximal 100 MHz und wird mit einem
USB 2.0 Anschluss verbunden [11].

Aus dieser Hardwarekonfiguration ergibt sich auch direkt ei-
ne Beschrinkung: der CC2400 kann maximal mit 1 Mbit/s
senden und empfangen [13]. Dies fiihrt dazu, dass neuere
Bluetooth Standards ab der Version 2.0 nicht komplett un-
terstiitzt werden koénnen, da diese sich unter anderem durch
Enhanced Data Rate (EDR) auszeichnen, welche bis zu 2,1
Mbit/s erreichen kann.

Um den Ubertooth One zu verwenden, muss man zunichst
eine aktuelle Version der Firmware installieren, was am ein-
fachsten mit der vorhandenen USB DFU Utility ist. Der auf
der Projektseite verfiigbare Quellcode enthélt bereits einige
Tools, die der Reihe nach vorgestellt werden. Diese funk-
tionieren problemlos mit aktuellen Linux-Systemen, sofern
einige zusétzliche Pakete installiert werden. Eine Portierung
auf andere Systeme (z. B. MAC oder Windows) gestaltet
sich problemlos.

Mit Hilfe des Specan UI Tools kann man sich den Signalstér-
keverlauf des Frequenzbereichs in Echtzeit graphisch anzei-
gen. Da auch WirelessLAN in diesem Bereich sendet, kann
man auch dieses so beobachten. So erkennt man auf Abbil-
dung 8 beispielsweise ein aktives WLAN um 2,415 MHz.
Alternativ zu Specan Ul kann man auch wubertooth-specan
benutzen, welches die Rohdaten in einem fiir entsprechende
Analysesoftware geeignetem Format ausgibt.

Ubertooth Spectrum Analyzer

Abbildung 8: Signalstéirkeverlauf mit Specan UI

Mit ubertooth-util lassen sich die Betriebsmodi des Gerétes
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konfigurieren. Hier kann man zum Beispiel den zu iiberwa-
chenden Kanal auswihlen, das Gerét in den Device Firmwa-
re Upgrade Modus versetzen oder sich diverse Informationen
(wie die aktuelle Firmware Version) anzeigen lassen.

Das Tool ubertooth-lap erméglicht Monitoring auf einem spe-
zifizierten Kanal und gibt den LAP aus. Mittels ubertooth-
uap lasst sich zu einem gegebenen LAP auch der dazuge-
horige UAP bestimmen. Obwohl hiermit schon eine einfa-
che Beobachtung von Bluetoothverbindungen méglich sind,
lésst sich dies noch besser mit dem Kismet-Plugin fiir Uber-
tooth realisieren. Dies bestimmt sowohl den LAP als auch
den UAP der empfangen Pakete und kann diese als pcapbtbb
Dumpfile ausgeben, die man dann in anderer Software wei-
ter analysieren kann (siehe Abbildung 9).

Time Source Destination Protocol Length Info

14 1D
14 1D

Bluetooth
Bluetooth

11.749314
12.258369

00:00:00 _c0:36:a6
00:00:00 c0:36:a6
12.626241 00:00:00_14:69:bb 00_00:00:00 Bluetooth 14 ID
12.658602 00:00:00_14:69:bb 00:00:00_00:00:00 Bluetooth 14 1D

C I L 7l
12.908252 Camex c@:36:a6 00_00:00:00 Bluetooth 51 DH1/2-DH1
12.911112  Camex_c0@:36:a6 LMP 38 LMP_accepted
13.234873  Camex_c0:36:a6 Bluetooth 23 NULL
13.263188 Camex c@:36:a6 Bluetooth 23 POLL
13.263595 Camex c@:36:a6 Bluetooth 23 POLL
13.461768 Camex_c0:36:a6 Bluetooth 23 NULL
13.490820  Camex _cB:36:a6 Bluetooth 23 POLL

Abbildung 9: Bluetoothpakete in Wireshark

Leider scheint das Verschicken von Paketen iiber die USB-
Schnittstelle bisher noch nicht moglich zu sein. Es gibt aller-
dings die Moglichkeit mit zwei Ubertooth Sticks einen Test-
modus zu starten, bei dem sie sich gegenseitig Bluetooth
dhnliche Pakete zusenden, was darauf hindeutet, dass die
Firmware in absehbarer Zeit auch Packet Injection unter-
stiitzen wird.

Zusammenfassend ldsst sich sagen, dass der Ubertooth One
eine sehr méchtige Plattform fiir Bluetooth Monitoring und
Injection darstellt, auch wenn viele Funktionalitéten (noch)
nicht vorhanden sind. Ferner kann man die Ubertooth Platt-
form (entsprechende Firmware vorausgesetzt) auch fiir an-
dere Systeme, welche im gleichen Frequenzbereich arbeiten,
verwenden.

3.4 Vergleich

Da es sich bei den in Abschnitt 3.4 vorgestellten Losungen
um kommerzielle Bluetooth-Monitoring Hardware handelt,
kann der Ubertooth One natiirlich nicht komplett mithal-
ten, da diesem zum Beispiel (wie bereits in Abschnitt 3.3
erwihnt) die EDR-Funktionalitét fehlt. AuBerdem befindet
sich das Ubertooth-Projekt noch in der Entwicklungsphase,
was bedeutet, dass viele Funktionalitdten noch nicht kom-
plett umgesetzt sind. All dies bedeutet, dass der Ubertooth
One im Moment noch nicht fiir professionelles Bluetooth-
Monitoring, wie dies zum Beispiel bei der Entwicklung neuer
Hard- und Software nstig ist, geeignet ist.

Dennoch ist er gerade fiir akademische Zwecke sehr gut ge-
eignet, da es hier unter anderem auf geringe Kosten an-
kommt. Dass das Projekt quelloffen ist, ist ein weiterer Vor-
teil, da es somit sehr gut an spezielle Bediirfnisse angepasst
werden kann, ohne dass man in langwierige Verhandlungen
mit den Herstellern treten muss.
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4. ANWENDUNGEN

Nachdem in Kapitel 3 nun einige Moglichkeiten des Blue-
tooth Monitorings vorgestellt wurden, werden hier nun eini-
ge Anwendungen beschrieben, die iiber die blole Beobach-
tung, beispielsweise zu Debugging-Zwecken, hinausgehen.

4.1 Kbnacken der Authentifizierung

In ihrer Arbeit [3] haben Yaniv Shaked und Avishai Wool
ein Bruteforce Verfahren beschrieben, welches in der Lage
ist den PIN zu berechnen, falls das Pairing beobachtet wird.
Neben allgemein bekannter Informationen wie die Adressen
der Geréte sind hierzu sind die Zufallszahlen IN_.RAND,
LK_RAND und LK_RAN Dp (jeweils mit Ky verschliis-
selt), AU_RAND4 und AU_RAN Dg, sowie die Ergebnisse
SRES4 und SRESE nétig.

Man beginnt mit einer Annahme fiir den PIN (in der Regel
0) und berechnet hierzu den Kjns¢, mit dem man dann das
erste Paar an Zufallszahlen entschliisselt. Aus diesen kann
man wiederum den Link Key berechnen, um mit ihm das
zweite Zufallsvariablenpaar zu verschliisseln. Stimmt dieses
mit den Ergebnissen SRES4 und SRESp iiberein, so ver-
fiigt man iiber den verwendeten PIN (siehe Abbildung 10),
andernfalls wiederholt man den Prozess mit einem weiteren
PIN.

Da sowohl die Authentifizierung zwischen den Geréten, als
auch die Verschliisselung der Verbindung auf dem PIN auf-
baut, ist es nun ein leichtes verschliisselte Ubertragungen
zu belauschen oder sich gar als einer der Teilnehmer aus-
zugeben. Ferner konnen diese Berechnungen sehr effizient
implementiert werden, so dass man kurze PINs auf moder-
ner Hardware innerhalb weniger Sekunden knacken kann.
Demonstriert wird dies unter anderem durch das Tool BT-
Crack [15], welches genau nach diesem Prinzip arbeitet und
frei zugénglich ist.

4.2 Erzwingen eines erneuten Pairings

Da Gerite einen einmal berechneten Link Key in der Re-
gel auf Dauer abspeichern, ist es nicht immer mdoglich, ein
Pairing zu beobachten. Dies ist allerdings fiir den zuvor be-
schriebenen Angriff notig, da man nur so in den Besitz der
benétigten Informationen gelangen kann. Hierfiir kann man
allerdings die Tatsache ausnutzen, dass es moglich ist, den
Link Key zu loschen. Dies ist zum Beispiel der Fall, wenn
der Benutzer das Pairing an seinem Gerét 16st [1].

Wenn nun das andere Gerét versucht, eine Verbindung auf-
zubauen, wird es wie iiblich eine AU_RAND Zufallszahl
schicken, nur das dieses mal ein LMP_not_accepted Paket
als Antwort hierauf geschickt wird. Wenn ein Angreifer nun
also zumindest einen Verbindungsaufbau beobachten kann
und zusétzlich in der Lage ist, eine Packet Injection durch-
zufiihren, kann er dem eigentlichen Slave zuvorkommen, und
LMP_not_accepted schicken, was das Pairing 16st. Des wei-
teren kann ein Angreifer auch ein falsches SRES injizieren
oder ein IN_RAN D Paket schicken, bevor die AU_RAND
Zufallszahl gesendet wurde [3].

Alle drei beschriebenen Techniken haben zur Folge, dass die
Gerite erneut ein Pairing durchlaufen, und man den eigent-
lichen Angriff auf den PIN starten kann.

doi: 10.2312/NET-2013-02-1_03



PIN'=0

"

Cakulatea
hypothesis for

Kre

l

Dacoda
LK_RAND &
LIK_RAND

I

Cakulatea

hypothasis far

Ka

I

Cakulate
SRES' out of
ALl RAMND ,

Tya
consacutive
PIN'

Calkulate
SRES' out of
ALl RAND

PIN' iz holds
tha carrect
value of PIN
usad

Abbildung 10: Ablauf des Angriffes 3]

4.3 Modifizierungen des Bluetoothprotokolls
Fiir bestimmte Anwendungen kann es von Interesse sein, das
Bluetoothprotokoll in leicht modifizierter Version anzuwen-
den. Da Bluetooth fiir eine grole Anzahl an Anwendungs-
moglichkeiten entwickelt wurde, ist es nicht immer optimal
fiir einen bestimmten Zweck.

So kénnen Sicherheitsfunktionen auf héheren Schichten im-
plementiert worden sein, welche eine erneute Authentifizie-
rung und Verschliisselung auf niedrigeren Schichten obsolet
machen. AuBerdem kann es ausreichend (oder sogar von Vor-
teil) sein, stets eine feste Sprungfolge zu verwenden, so dass
es eine Reihe von Systemen komplett storungsfrei nebenein-
ander betrieben werden kénnen.

Da solche Modifizierungen tiefer in die Abldufe eingreifen,
braucht man spezielle Hardware, die unter anderem Moni-
toring und Injection unterstiitzen muss.

5. ZUSAMMENFASSUNG

Es besteht ein Bedarf an Bluetooth Monitoring und Injecti-
on Losungen, welche auch fiir die Allgemeinheit zugénglich
sind. Professionelle Hardware erfiillt zwar alle technischen
Anforderungen problemlos, ist aber auf Grund ihrer sehr ho-
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hen Kosten hierfiir nicht geeignet. Das Ubertooth Project ist
hier eine sehr viel versprechende Plattform, insbesondere da
sie (trotz gewisser Einschrinkungen) sehr gut auch an spe-
ziellere Bediirfnisse angepasst werden kann und gleichzeitig
sehr giinstig ist. Leider kann mit bisher die Moglichkeiten
der Hardware noch nicht voll ausnutzen, weshalb zu hoffen
bleibt, dass die Entwicklung ziigig voranschreitet.
Insbesondere auf die Sicherheit von Bluetooth diirfte sich
die Weiterentwicklung des Ubertooth Projects positiv aus-
wirken, da hier grole Schwéchen vorliegen, welche durch die
Verbreitung von Bluetooth Monitoring und Injection stark
in den Vordergrund riicken werden.
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ABSTRACT

Radio-frequency identification (RFID) is a wireless technol-
ogy for automatic identification using electromagnetic fields
in the radio frequency spectrum. In addition to the easy de-
ployment and decreasing prices for tags, this technology has
many advantages to bar codes and other common identifica-
tion methods, such as no required line of sight and the ability
to read several tags simultaneously. Therefore it enjoys large
popularity among large businesses and continues to spread
in the consumer market. Common applications include the
fields of electronic article surveillance, access control, track-
ing, and identification of objects and animals. This paper
introduces RFID technology, analyzes modern applications,
and tries to point out strengths and weaknesses of RFID
systems.

Keywords
RFID, transponder, active / passive tag, Auto-ID, Smart
Card, EPC, NFC

1. INTRODUCTION

During the last decades bar codes have probably been the
most successful identification technology, as other proce-
dures didn’t yet exist or were too expensive to be deployed
efficiently, although technologies like RFID have many ad-
vantages. RFID technology is cheap, fast, does not require
a line of sight and supports simultaneous reading of several
tags at once over distances ranging from few centimeters
to hundreds of meters. Due to technological progress the
technology behind RFID has improved, lowering the costs
to reasonable levels allowing it to enter the mass market.
Every RFID system consists of a reader, a transponder, and
an application software. The transponder is a data-carrier
which is commonly called tag. They come in various shapes
and sizes, mostly in form of a so called smart cards or smart
labels, which are sticky and can easily be attached to ob-
jects. Widespread applications can be found in the fields
of anti-theft, access control, logistics, supply chain manage-
ment, animal identification and tracking, and electronic pay-
ment systems, to name few examples for the countless uses
of RFID.

In the next section the history of RFID technology is pre-
sented, followed by an introduction to the principles and
components of RFID systems along with important stan-
dards, which specify the basics of RFID. Afterwards modern
applications are analyzed before introducing possible risks
and attack vectors which can result out of the use of RFID
technology.
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2. HISTORY

The invention of radar in the mid 1930s made it possible to
detect aircraft from vast distances, but during World War
II the issue of distinguishing friendly from enemy planes be-
came a problem. For this purpose the Germans would fly
upside-down on command before entering friendly airspace,
altering the reflected radio signal to identify the aircraft as
friendly [1]. One can call this the first passive RFID system,
which was simplistic to spoof by Allied forces. This called
for a more sophisticated methods of identification and as a
result IFF (Identify Friend or Foe) systems were developed,
for example the German FuG 25a ”Erstling” manufactured
by GEMA in 1941 which sent back a pre-defined signal to
ground radar stations when asked for identification [2, 3].
This method of automatic identification via radio-frequency
signals is one of the first active RFID systems. In 1948 Harry
Stockman described in his publication "Communication by
Means of Reflected Power” basic theoretical principles for
passive RFID systems and suggested more active founda-
tional research in this area [4]. Radio-frequency identifica-
tion was invented [5].

More experimental work followed in the upcoming decades,
such as Donald B. Harris’ "Radio Transmission Systems with
Modulatable Passive Responder” in 1960. Harris patented
a wireless communication system similar to the military’s
”"Walkie Talkie” systems with the main difference that only
one station needs an external power source whereas the
portable station draws the required energy to reply out of the
received radio signals [6]. Another RFID-related develop-
ment was Robert M. Richardson’s invention "Remotely Ac-
tuated Radio Frequency Powered Devices” primarily focus-
ing on efficient usage of radio frequency energy ”approaching
the theoretical maximum” [7].

As RFID technology was mostly used by the military, in the
1960s first companies recognized the advantages it brings
for civilian commercial usage. One of the most widespread
and well known inventions of this time were RFID based
electronic article surveillance (EAS), to prevent theft and
loss of merchandise, which was developed by Arthur Mi-
nasy later the founder of the company "Knogo” (1966). Also
”Sensormatic Electronics Corporation” (1960) and ”Check-
point Systems, Inc.” (1969) competed in this area of EAS
systems, which mostly uses 1-bit passive tags and several
readers called gates which form a detection zone. If a func-
tional tag is detected in this area an alarm is triggered to
signalize an unauthorized passing, whereas no radio signal
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can be received when the tag is either destroyed, deactivated
or removed [8, 9, 10, 11].

In 1975 three scientists from the Los Alamos Scientific Labo-
ratory published their work on ”Short-Range Radio-Telemetry
for Electronic Identification, Using Modulated RF Backscat-
ter” and presented an innovative method of communication
for passive RFID tags. They were developing a passive “elec-
tronic identification system for livestock”, which reported
the animals identification number as well as its body tem-
perature over a distance of several meters between tag and
reader [12]. During the 1970s further novel developments of
RFID systems included also the fields of vehicle identifica-
tion and access control systems [13, 14].

So far RFID technology was mostly a subject of research
and development, whereas widespread commercial applica-
tions were yet to come in the following decades. Since the
late 1980s several countries began to deploy electronic toll
collection systems, first of all Norway in October 1987, soon
followed by the United States, Italy, and France [15]. As
there was only little competition in this market section prices
for RFID systems were very high, hindering it from becom-
ing a mainstream technology, although improvements were
made considering the size, weight and range of tags. This
enabled applications such as animal tracking with implanted
tags under the skin, and container tracking which was a de-
velopment of the Association of American Railroads and the
Container Handling Cooperative Program [16].

The 1990s and 2000s are characterized by RFID technology
becoming part of everyday life of consumers and the first es-
tablishment of industrial standards along with governmen-
tal regulations concerning the power and used frequencies
of RFID systems. New applications developed in the 1990s
included systems for electronic toll payment, ski passes, ve-
hicle access and article tracking. The Auto-ID Center at the
Massachusetts Institute of Technology was founded in 1999
supported by the EAN International (today known as GS1)
and Uniform Code Council Inc. (UCC, today known as GS1
US) along with Procter & Gamble and Gillette in order to
develop the Electronic Product Code (EPC) and standards
for low-cost UHF RFID tags used in supply chain applica-
tions [17]. As the Auto-ID Center gained supporters and
became a worldwide operating research facility, the need for
global RFID standards was recognized and resulted among
other developments in two air interface protocols (Class 0,
Class 1) and the EPCglobal Network, a multicorporate net-
work for real-time tag tracking via the Internet. Until the
late 1990s most aspects of modern RFID technology were
standardized. These standards applied to animal identifica-
tion (ISO/IEC 11784, 11785 and 14223), contactless smart
cards (based on ISO/IEC 7810: ISO/IEC 10536, 14443 and
156693), container identification (ISO 10374), anti-theft sys-
tems for goods (VDI 4470) and item management (ISO/IEC
18000, EPCglobal Network) [18]. All standards are subject
to continuous revisions as technology progresses.

In 2003 the UCC and EAN International formed the non-
profit organization EPCglobal Inc. to commercialize the
EPCglobal Network internationally. It kept developing new
protocols parallel to the combined efforts of the International
Standards Organization (ISO) and International Electro-
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technical Commission (IEC). Although EPCglobal tried to
create the ISO compatible Gen2 standard it took until 2006
before it was merged wth the ISO/IEC 18000 standards [19,
20]. In the meantime large organizations like Wal-Mart and
the US Department of Defense set up mandates, which re-
quired many of their suppliers to apply RFID tags on their
shipments. [16] In 2004 the US Food and Drug Admin-
istration (FDA) eased the way for human RFID implants
containing a unique ID number, which lead to ethical dis-
cussions lasting to this present day [21]. Further current
RFID applications will be discussed in the following section.

3. TECHNOLOGY AND STANDARDS

Every RFID System is formed out of a reader/writer, transpon-

ders, which are commonly called tags, and an application for
further processing of the read data. For instance the appli-
cation can be an access control system or a supply chain
management system. In the following various classes and
aspects of RFID systems are described, in order to develop
a basic understanding of this technology.

3.1 Transponder / Tag

A tag or transponder contains always an antenna for receiv-
ing and sending signals and a silicon chip which holds (and
processes) the data to be transmitted to the reader. Tags
are usually of a flat appearance, often deployed on plastic
foils or paper for smart labels, in plastic casings for access
cards and car keys, or in a glass housing for the use as im-
plant [18].

Figure 1: RFID sticker on a DVD for EAS [22]

As described earlier EPCglobal Network introduced classes
to characterize the functionality of RFID tags. With the
introduction of new classes more features were added to the
previous classes.

Table 1: RFID transponder classes[23]

# | Layer Name Added Functionality

1 Identity passive identification tags
2 | Higher Functionality | read/write memory

3 Semi-Passive battery power for chip

4 | Active AdHoc communication with tags
5 | Reader can act as reader

Another class of transponders implentents the "Generation
2” (Gen2) standard which was introduced in 2004 and can be
described as an improved class 1 tag with additional features
as described below [18, 24].
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3.1.1 Class I: Identity Tags

Class 1 tags are passive-backscatter tags, which have no
power source, so they draw power from the reader’s emitted
radio signal in order to reply. Because only a fraction of
the emitted power can be used, the reflected energy is very
weak, which limits the maximum distance between a passive
tag and reader to a few meters. Advantages are low produc-
tion costs, their small size and very high durability, which
allows commercial mainstream mass market deployment for
example for electronic article surveillance [25].

Identity Tags are writable once and carry one 64-bit or 96-bit
EPC identifier, one tag identifier for manufacturer identifi-
cation and an implementation of a kill-command, which dis-
ables the tag permanently. Optional features include pass-
word protected access-control, user memory and the func-
tionality of turning the tag temporarily on and off. This
class of transponders operates at 860-930 MHz and 13.56
MHz [18, 26].

Please note that former class 0 and class 1 were merged to
class 1 since both had the same functionality of being passive
and writable only once [25].

3.1.2 Gen2 Tags

Gen2 tags have a dense reader mode to prevent multiple
readers from interfering with each other, improved memory
segmentation, barcode applications allowing identical elec-
tronic product codes (EPC) on several tags, and changed bit
coding to improve detection rates. Another feature of Gen2-
tags allows global usage as it meets European (860 MHz -
868 MHz) and North American (902 MHz - 928 MHz) radio
frequency regulations and operates at any frequency between
860 MHz and 960 MHz. According to an RFID hardware
manufacturer [27] ICs on Gen2 tags have 40-50 year data
retention and support up to 100,000 write cycles. The tag’s
memory is segmented in reserved memory, for 96 bit EPC,
32-64 bit tag identifier, 32 bit kill password and 32 bit access
password, and optional user memory ranging up to several
kilo bit.

3.1.3 Class 2: Higher Functionality Tags

In addition to class 1, Higher Functionality Tags have an
extended tag identifier, extended rewritable user memory up
to 65kbit and authenticated access control. Further features
of class 2 transponders are not yet specified in this standard
[27].

3.1.4 Class 3: Semi-Passive Tags

These tags have a power source, usually in form of a battery,
for supplying energy to the circuitry of the tag. It has to
draw energy from the reader only for communication pur-
poses, allowing longer ranges and more reliability concerning
the successful transmission of data. The life time of class 3
tags is generally shorter than for entirely passive tags [25].

3.1.5 Class 4: Active AdHoc Tags

Active RFID tags are equipped with an autonomous trans-
mitter so they need their power source for communication
purposes as well. This enables long reading ranges up to
several kilometers using the microwave band. The simul-
taneous reading of several hundred tags at once, high data
transfer rates and the possibility to build complex systems
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by adding sensors made this technology especially attrac-
tive for container tracking, refrigerated transport and other
fields of logistics [25]. Drawbacks are lifetime cycles of 5 -
10 years, mostly limited by the battery life, and high costs
of about $10-$50 for one active RFID tag [28, 29, 30].

In addition to class 3, Active AdHoc Tags can communicate
with other class 4 tags through the on-board transmitter.
Therefore class 4 tags are able to initiate communication,
whereas tags of class 3 and below can only answer to the
reader which provides the power for communication [18, 27].

3.1.6 Class 5: Reader Tags

Class 5 supports all features of class 4 tags and has the
ability to act as reader for passive and active tags of classes
1,2, 3, and 5 [18].

3.1.7 Power Supply and Antenna Design

As mentioned before passive tags have no battery to power
communication functionalities whereas active tags have an
on-board power source. In the following, various methods
to supply power to passive transponders and the resulting
antenna design are described. Antennas of active tags may
differ in size and shape, but the presented principles apply
to active tags as well as to passive tags.

1-bit tags, which are mostly used in EAS, use fairly simple
physical exploits as they only have to communicate their
presence and no further information. In systems using radio
frequency for tag detection the transponder has coils, which
generate a current on the tag when it is located in the mag-
netic alternating field emitted by the reader (see Figure 1).
This current causes a weakening of the magnetic field which
can be meassured.

Tags in EAS systems operating at microwave range use a
dipole antenna connected to a diode. When the tag is in the
range of the reader, the emitted carrier frequency causes a
flow of current in the diode which re-emits harmonics of the
carrier wave, which can be measured. Similar systems work
with subharmonics or even inharmonics of the carrier fre-
quency.

A different approach is the use of acoustomagnetic systems,
where tags are made of two special metal strips contained
in a plastic housing. When placed in a magnetic alternating
field one metal strip starts to vibrate and it keeps oscillating
for a while when the magnetic field is turned off. This causes
the tag to emit a weak, but measurable magnetic field for a
short period of time.

Transponders supporting full- or half-duplex comunication
use different principles than 1-bit tags since they need more
energy to power their chip. Tags using inductive coupling
draw power of the reader’s emitted magnetic alternating
field through the use of coils. The resulting current powers
the chip and two parallel capacitors, which form the reso-
nant frequency of the tag.

Electromagnetic backscatter coupling is used for long-range
systems (> 1 m) operating at UHF frequencies. Long dis-
tances between reader and tag result in a high loss of energy
of the emitted electromagnetic field, which has to be consid-
ered for the design of the tags dipole antenna.

Close coupling is used for ranges between 1mm and 1 cm,
therefore the energy loss over distance is minimal. These
tags are usually inserted in or placed onto the reader. The
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reader has coils on a ring-shaped or U-shaped core, whereas
the transponder’s coils can be placed coplanar. The energy
transfer is similar to the principle of transformers.

At last tags for systems using electrical coupling have an an-
tenna, which is made of two large conductive surfaces, each
acting as an electrode. When the tag is placed in the electric
field of the reader, there is a voltage between the electrodes,
which can be transformed to a lower voltage to power the
transponder’s chip [18].

3.2 Reader

A Reader is responsible for the communication with tags
and the RFID system’s application software. It provides
an electromagnetic field to activate the tag and initiates
the communication process with one or more tags in range.
This field is used by passive and semi-passive tags to power
their communication ability as they do not have an on-
board power source for this purpose. Readers handle the
connection establishment, and anticollision and authentica-
tion procedures exclusively. In order to write data to a tag’s
read/write memory, special readers can also act as writers.
Modern readers are able to connect directly to a network or
the internet to communicate with the application software
using IP, TCP, and UDP, or they are connected to a com-
puter, which redirects or processes the gathered data via
an USB or RS232 connection. There are handheld models
and stationary readers of which latter ones might support
multiple antennas or can be deployed in an array of readers
forming a larger detection zone.

A current development is the integration of RFID technol-
ogy in cell phones and tablets, enabling mobile devices to
operate as reader and tag. These applications use the Near
Field Communication (NFC) standard which relies on RFID
technology [18].

3.3 Frequency

The name "radio-frequency identification” already indicates
that RFID operates in parts of the radio frequency spec-
trum which ranges from about 3 kHz to 300 GHz, although
mostly frequencies between 30 kHz and 6GHz are used in
today’s RFID applications. In the following, four frequency
bands will be discussed as can be seen in table 2 in respect
to ISO/IEC Standards, which will be presented later in this
paper. Please note that the use of various frequencies and
maximum signal strengths are heavily regulated by govern-
ments all over the world. Details to read ranges are exem-
plary as read ranges improve with technological progress and
can be extended using more sophisticated technologies.

Table 2: Frequency Ranges used for RFID

Frequency Abbr. | Designation
30 kHz - 300 kHz LF Low Frequency
3 MHz - 30 MHz HF High Frequency
300 MHz - 3 GHz | UHF | Ultra High Frequency
2 GHz - 30 GHz - Microwave

3.3.1 Low Frequency

Applications using LF operate usually below 135 kHz and
are characterized by short reading ranges of < 0.5m and a
low data transfer rate of <1 kbit/s. Performance issues arise
when metal objects are disturbing the transmission. Typical
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applications of LF RFID systems are animal tracking and
access control [25].

3.3.2 High Frequency

The very common RFID frequency of 13.56 MHz can be
found in the HF band. With a read range of < 1.5m and de-
cent data transfer rates of about 25 kbit/s it very suitable for
the deployment of smart labels and product authentication.
Once again it cannot penetrate metal [25].

3.3.3 Ultra High Frequency

UHF RFID systems use the following frequencies: 433.92
MHz and 860 MHz to 930 MHz. Data transfer rates are
about 30 kbit/s. This band is supported by the Electronic
Product Code which is currently used by Wal-Mart and the
US Department of Defense in their supply chains. Read
range is up to 100m for 433.92 MHz and between 0.5-5 m
for 860-930MHz. Water and metal cannot be penetrated [25].

3.3.4 Microwave

Microwave systems operating with frequencies of 2.45 GHz
or 5.8 GHz have a long read range of 10m and above, and a
high data transfer rate of about 100 kbit/s. This technology
is used in toll collection systems all over the world with the
drawbacks of being more expensive than other systems and
the lack of water and metal penetration.

LF and HF RFID systems can be counted to near field com-
munication systems, using inductive coupling from a mag-
netic field, whereas UHF and microwave systems use far field
communication with backscattering of radio waves [25].

3.4 Standards

As RFID technology began to spread rapidly all over the
world, global standards needed to be accomplished in or-
der to clearly define RFID technology as multiple standards
serve as entry barrier. Standards were developed by several
organizations such as the International Standardization Or-
ganization (ISO) in corporation with the International Elec-
trotechnical Comission (IEC) called ISO/IEC, and as earlier
introduced EPCglobal Network. Both developed their stan-
dards hoping for an adoption to a global standard, which
was accomplished in 2006 [16]. In the following several im-
portant RFID standards are introduced.

3.4.1 ISO/IEC 14443 - Smart Cards

ISO/IEC 14443 "Identification cards - Contactless integrated
circuit cards - Proximity cards” is a standard for contact-
less smart cards with a range of 7-15cm. This standard is
commonly utilized in ticketing and payment systems later
described in this paper [31].

ISO/IEC 14443 - Proximity-Coupling Smart Cards:
Part 1: Physical characteristics

Part 2: Radio frequency power and signal interface
Part 3: Initialization and anti-collision

Part 4: Transmission protocol

The first part describes the physical characteristics of the
tag, such as standardized size and shape as well as material
properties [18].

Part two specifies this type of tag to be passively powered
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at a frequency at 13.56 MHz and introduces two communi-
cation interfaces, which are not interchangeable during an
ongoing transmission. Type A and Type B operate at the
same subcarrier frequency of 847 kHz for tag-to-reader com-
munication and have the same data transmission rate of 106
kbit/s for any directions of communication whereas they dif-
fer by used modulation and synchronization methods. Type
A implements frame synchronization by detecting start-of-
frame and end-of-frame marks, Type B relies on one start-
and one stop-bit per byte [18].

Next "Initialization and Anticollision” introduces frame struc-
tures and anti-collision procedures for each type. Collisions
occur when more than one tag tries to communicate with
the reader at the same time.

When a type A card enters an active read range of a reader,
it puts itself into the IDLE mode, not interrupting an on-
going communication. Now the reader can issue a REQA
command (Request-A) which is replied by an ATQA block
(answer to request) causing the card to switch to the state
READY. The reader triggers the anti-collision algorithm
based on a dynamic binary search tree by sending a SE-
LECT command. After having chosen the tag for commu-
nication the reader issues a SELECT command with the
target tag’s serial number. The selected card switches into
ACTIVE mode and is now ready for transmission.

Type B also switches into IDLE mode when entering an
interrogation field waiting for a REQB (Request-B) com-
mand which triggers the anti-collision algorithm utilizing a
dynamic slotted ALOHA procedure with parameters dic-
tated by the reader. The REQB frame includes two param-
eters, one for choosing the card’s application group for pre-
selecting and one for communicating available slots. After a
random waiting interval the card starts to transmit when a
slot marker indicated the start of a new slot. The tag sends
an ATQB (answer to request B) command, receives addi-
tional protocol parameters (ATTRIB), then switches into
ACTIVE state and is now ready for transmitting. Readers
can cut idle slots by issuing a new slot marker to save time
[18].

Lastly transmission protocols are introduced for transmis-
sion error handling. ISO/IEC 14443-4 is based upon a stan-
dard for non-wireless contact smart cards (ISO/IEC 7816-3)
which is an advantage for the implementation of dual inter-
face smart cards as both protocols are compatible. Type A
cards need additional information about protocol parame-
ters, which Type B cards received with the ATTRIB com-
mand, FSDI (frame size device integer) which defines the
maximum frame size and an optional CID (card identifier)
for addressing an individual card in the interrogation zone.
After ensuring the availability of the 14443-4 protocol data
is sent using the following frame structure [18, 32]:

PCB | [CID]
1 byte | 1 byte

[NAD]
1 byte

[INF/APDU]
N byte

CRC
2 bytes

Figure 2: Frame structure in ISO/IEC 14443

The PCB field (Protocol Control Byte) provides additional
protocol parameters, NAD (Node ADress) is optional, and
INF (Information) / APDU (Application Protocol Data Unit)
is optional and forms the payload of the frame. Lastly CRC
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is used for error detection in the payload [18, 32].

3.4.2 ISO/IEC 18000 - Air Interface Standards

In 2004 a committee created by ISO and IEC released the
so called RFID Air Interface family of standards: ISO/IEC
18000 Series, which standardized transponders and defined
an "Air Interface” to be used for communication between
tags and readers at various frequencies. This standard has
been modified several times, adapting to the fast develop-
ment progress of RFID technology.

ISO/IEC 18000 - RFID for Item Management:

Part 1: Generic parameters for Air Interfaces for globally
accepted frequencies

Part 2: Air Interfaces below 135 kHz

Part 3: Air Interface at 13.56 MHz

Part 4: Air Interface at 2.45 GHz

Part 5: Air Interface at 5.8 GHz

Part 6: Air Interface at 860 MHz - 930 MHz

Part 7: Air Interface at 433.92 MHz

3.4.3 ISO/IEC 15691 and 15692

These standards define functionalities of readers and the
communication interface between readers and applications.
ISO/TEC 15691 defines commands, responses and error mes-
sages, which can be used for communication between the
application host and the reader. For writing data from the
reader to a tag, ISO/IEC 15692 defines memory mapping
rules. This is necessary since the tag’s memory is organized
in blocks and segments so data can only be transferred in
blocks. Therefore the reader preprocesses and segments the
data according to ISO/TEC 15692 before sending it to the
tag [18].

3.4.4 Electronic Product Code (EPC)

When applying RFID technology to countless products pro-
duced by thousands of companies it seemed important to
introduce a numbering scheme to RFID tags to be able to
track back where a certain product came from. Therefore
the MIT Auto-ID Center developed the Electronic Product
Code (EPC), a standard for numerous numbering schemes.
An example would be the General Identifier (GID-96) which
can be seen as an improvement to the existing barcode num-
bering scheme (UPC) which uniquely identified manufac-
turer and product. In addition to this functionality GID-96
can also identify every single article of each product group,
so every item has its own unique number.

Header | EPC Manager | Object Class | Serial No.
8 bit 28 bit 24 bit 36 bit

Figure 3: General Identifier Format (GID-96)

Figure 3 illustrates the used numbering scheme: The header
field describes the used scheme, for example for GID-96 this
would be 0x35. The EPC Manager field is a registered num-
ber unique for every manufacturer, Object Class contains
an identifier for the object class i.e. ”"Some-Brand’s Cook-
ies”, and the Serial Number field gives every single unit of
this object class a unique number, so in this example ev-
ery package of cookies could be uniquely identified. Other
common EPC numbering schemes are the serialized global
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trade item number (SGTIN), serial shipping container code
(SSCC), serialized global location numer (SGLN) and the
global individual asset identifier (GIAI) [33].

4. RFID APPLICATIONS

Modern RFID technology is already deployed in numerous
fields: asset utilization, asset monitoring and maintenance,
item flow control in processes, inventory audit, theft control,
authentication, payment systems, etc. Currently production
costs for low-cost passive RFID tags are about 5 cents, with
continuing research further improvements in range, size, costs
can be expected, as RFID experts dream of a 1 cent tag fi-
nally making the costs neglectable and allowing RFID to be
deployed ubiquitously [34].

4.1 Electronic Passport

Since August 2006 all 24 EU members are required to in-
tegrate ISO/IEC 14443 conform RFID technology into the
so called ePassport. The main purpose of this development
is to improve passport security against forgery. A chip in-
tegrated into the data page or the cover stores personal in-
formation about the holder, such as name, date of birth,
gender, biometric features of the face, and since 2008 fin-
gerprints. This information uses about 32kByte of memory,
which is a specified minimal requirement. The contents are
secured against forgery by a digital signature which can be
checked with a public code from the country’s signing certi-
fication authority to ensure data integrity and authenticity.
Due to a data transfer rate of 848 kBit/s at a read range
of 10 cm this technology allows border controls at airports
to process more travelers in less time. RFID technology is
ideal for this purpose, as it is cheap, fast, easy to integrate
into a passport, and makes forgery of passports more diffi-
cult. Several countires outside the EU use this technology
as well, for example Japan, Singapore, and the US [18].

4.2 Credit Cards

In 2005 several major credit card organizations started to of-
fer contactless credit card payment to their customers. Em-
bedded passive RFID tags operating at a frequency of 13.56
MHz, allow the card holder to pay on the fly, by placing the
credit-card-containing wallet close to the reader (max. 4
cm) which then requests the stored information required for
a successful transaction. Worldwide established systems are
called PayPass (MasterCard), ExpressPay (American Ex-
press), and payWave (Visa), and follow the ISO/IEC 14443
standard for identification cards, contactless integrated cir-
cuit cards and proximity cards [18]. RFID technology is
well suited for the purpose of making transactions easier
and faster. As this application is especially prone to at-
tacks, payments neither requiring a signature nor a PIN are
limited so small amounts such as $25 whereas larger values
need to be authorized by the card-holder [31]. Possible at-
tacks and securities issues as well as solutions to the problem
of vulnerability of contactless credit cards are discussed later
in this paper.

4.3 Access Control

One of the most popular applications of RFID technology
is access control. Compared to other systems it has many
advantages in addition to operating wirelessly, such as very
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high adaptability. Keys can easily be excluded from the sys-
tem, permissions can be altered, temporary access can be
granted, the system can be extended by additional cards
and readers, etc. All of the mentioned changes can be made
very fast and easily. Online systems are formed out of cheap
tags which only carry a number, which can be received by a
reader connected to a database via a network. The database
contains permissions associated with tag numbers, telling a
door to open or to remain closed. In offline systems the key
contains the data needed for access. The stored data can
be altered and in case of a lost key, every reader has to be
informed about which key will be excluded.

RFID enabled electronic access control systems are very use-
ful since a large number of people with different access au-
thorizations can carry a single key without having to plan
a complicated lock system before installing it. For exam-
ple the cleaning personnel can receive keys which only open
doors at nighthours or temporary workers can receive a time
restricted key [18].

4.4 Prospects

Today and in the near future much more functionality will
be transferred into mobile phones with internet access using
NFC technology, enabling mobile devices to act as credit
cards, tickets for public transportation or public events, ac-
cess control cards, tracking device, etc. This is one of the
developments contributing to the Internet of Things (IoT),
described in the IoT action plan for Europe by the Commis-
sion of the European Communities [35]. As legal restrictions
are starting to allow the deployment of RFID technology in
humans, future applications will most certainly include the
wide spread use of human implants for previously named
applications and beyond [21].

S. RISKS AND ATTACK VECTORS

With RFID technology increasingly being deployed in secu-
rity relevant applications such as anti-theft, access control,
and electronic payment systems, it is prone to be attacked.
In the following various attack vectors are presented along
with possible countermeasures.

5.1 Basic/ Physical Attacks

Attacks on RFID systems on the physical layer can be very
simple. Since only a fully operable tag can be detected by
a reader in range, removing the tag from the tagged object
is sufficient to fool for example an EAS systems. Common
countermeasures implemented in tags are acoustic alarms or
the release of colour from inside the tag when someone tries
to remove it improperly, which draws attention to a proba-
ble thief or permanently damages the object it was attached
to. Tag destruction can be achieved through the applica-
tion of too much mechanical force or for most RFID tags by
applying a very strong electromagnetic field, which can de-
stroy an essential part of the tag. Since most transponders
are very fragile, they must be protected by a more robust
design or by placing it inside the tagged object. The proper
way to permanently disable a transponder is to issue the
kill-command which is specified by EPCglobal. The unau-
therized execution of the kill command can be prevented
by implementing a sufficiently strong password protection,
which is required for Gen2-tags.

Temporarily disabling tags can be achieved as easily as by
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shielding the tag with common aluminum foil. As men-
tioned before electromagnetic waves cannot efficiently pene-
trate metal, therefore the tag cannot communicate with the
reader. Attackers can also jam the frequency range, which
is used by tag and reader by applying a signal in the same
frequency range. This interferes with communication sig-
nals and as a result the reader receives only noise. The
described effects can also be caused by unintentionally plac-
ing the tag in a shielded area or by a noisy environment.
Detection of disabled tags by an RFID system is impossible,
therefore other means of security, such as video cameras or
locked doors should be used additionally in order to prevent
physical attacks [36].

5.2 Eavesdropping

The interception of communication (eavesdropping) is one
of the most popular attacks on wireless systems. Data is
intercepted at some point in the range of tag and reader,
an area which can range from few square centimeters up to
several hundred square meters, which can even be signif-
icantly extended by using more sensitive antennas such as
beam antennas. Detection of useful data from vast distances
depends on many environmental factors like the presence of
metal objects or water can weaken and block the sent signals
[18].

After successful interception, the received information can
also be used in more sophisticated attacks such as cloning
and replay attacks. Car theft can be an application for re-
play attacks, which can be stolen by replaying the signals,
intercepted when the car owner opened or closed the car us-
ing a remote wireless key using RFID technology [37].

An exemplary countermeasure is the limitation of signal
strength and use of shielding or directional transmission to
restrict the reading range to the actually needed area. The
deployment of multi-channel communication and communi-
cation protocols with strong security policies can prevent
replay attacks but realizing secure protection against eaves-
dropping itself is very difficult if not impossible [18].

5.3 Cloning

Cloning is the task of creating a replica of the original object.
This method has been used for decades to duplicate credit
and debit cards in the area of credit card fraud for decades
as criminals copied the stored information of a credit card
and applied the data to a different card which contains all
needed data to withdraw money from the victim’s account.
The original card usually leaves the hand of the card owner
and disappears into a machine involved in a financial trans-
action or a waiter takes the card away to the cashier. In
the meantime the card’s information can be copied and the
regular transaction takes place as expected, arousing no sus-
picion by the card owner. This acquisition of data always
needed mechanical contact with a reader which can possibly
be out of sight. As major credit card organizations deployed
wireless technology in credit and debit cards, one of the ben-
efits seemed to be that the card never left the owner’s hand,
was always in sight and could not be mishandled by a corrupt
cashier, supposedly increasing the safety concerning credit
card fraud. Au contraire this new technology offers a new
interface to retrieve information in a split second without
somebody possibly noticing it as these cards broadcast their
information in every direction through the air to a reader
up to 4 cm away when a request was received. Richard Van-
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derhoof from Smart Card Alliance stated he does not see an
increased risk in this use of RFID technology [38].

In June 2012 "Report Miinchen” a German television show
aired a report about how easily this information can be ex-
tracted. They developed an application for a NFC enabled
smart-phone and were able to retrieve several sets of credit
card information in public by holding the mobile device close
to pedestrians’ wallets, unnoticed. It is to note that no en-
cryption or password protection was used [39].

Similar methods can be used to clone other RFID tags, like
access cards, price tags, etc and to apply the gathered data
to similar tags with read /write memory. The usage of cloned
tags may be undetectable as for the reader there is no dif-
ference in the cloned tag compared to the original.

Ways to avoid tag cloning on the physical layer in advance
are the disabling or destruction of the transponder, or to
shield the tag by wrapping it into aluminum foil. More ap-
plicable is the inclusion of security means in the backend,
such as the storage of already read serial numbers as some
tags might only be read once, or by disallowing the simul-
taneous use of supposedly unique tags in two different loca-
tions. Common ways to protect data from being accessed
without authorization are the use of passwords and encryp-
tion on the tag, thus causing a tag’s price to increase as
usually more hardware is needed [38].

5.4 Virus Attacks

Most RFID are connected to rather complex backend sys-
tems, processing the data received through an RFID trans-
mission. In general the communicated tag content contains
a unique serial number for identification and some further
information about the object. As modern reusable tags
have data storage capacities exceeding several kilobytes of
read/write memory this information can be altered or com-
pletely new tags are introduced to an existing RFID sys-
tem. Additional or wrong data can be written on the tag
causing unintended data to be sent to the backend system
which now can perform differently than expected from the
initial legit data processing. If this attack scenario has not
been accounted for in the development of the affected back-
end system, additionally received and executed commands
have the potential to harm the entire system as the attacker
now has control over some system components. Databases
could be copied, altered, or deleted (i.e. SQL-injection),
web-based components could download hazardous files from
the internet containing malware (for example by using en-
abled JavaScript in Browsers) and even files could possibly
be removed or altered (code insertion) causing the entire
system to fail.

Virus attacks can be prevented by a well designed system,
which does not allow unintended behavior. For example to
prevent SQL-injection in databases, developers can use pre-
defined statements, telling the system exactly which kind of
data to expect and clearly define how to use it in the next
query. As this form of defense does not require additional
hardware in tags or readers it does not contribute noticeable
to additional costs for an RFID system [38].

5.5 Privacy

With RFID technology spreading rapidly into many aspects
of every day life, RFID systems are able to collect enormous
amounts of data. As it is a wireless technology the data can
be read unnoticed, no contact is necessary and common tags
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cannot log who tried to access which information. Countless
items are already enabled to act as RFID tag, for example
passports, credit cards, ID-cards, customer loyalty cards,
library books, event tickets, bank notes, and even regular
grocery purchases may contain RFID tags. If the data on
those transponders is unsecured or the used security mea-
sures are easy to breach, it can be read by anyone in range.
Possible privacy violations are apparent in the following ex-
ample: Someone shops in a large grocery store, which uses
RFID everywhere. Customer loyalty cards enable the store
to create movement profiles of every single customer and as-
sociate items to a person, which tells the store preferences
and habits. Even if that person carries other companies’
RFID enabled products, this store is able to tell where else
this person goes for shopping and what was bought. Bank
notes acting as tags could reveal a customers financial sit-
uation to anyone in range. Out of collected data one can
most certainly conclude information which one never agreed
on sharing, which is a privacy violation.

One can avoid privacy issues by designing RFID systems
properly with tags supporting password protection and en-
cryption as well as by limiting the read range of reader and
tags to the necessary distance not allowing someone to ac-
cess stored information unauthorized [40].

6. CONCLUSION

RFID technology connects objects with associated data, in
other words the real world with the virtual world. Therefore
it can contribute vastly to the development of the Internet
of Things. Although RFID makes many aspects of life eas-
ier and more comfortable, there are always risks involved
which should not be underestimated. With a proper system
design one can try to use this technology for the better and
take advantage of the great opportunities RFID technology
provides. With decreasing prices for tags and rapidly devel-
oping applications RFID is becoming more and more ubig-
uitous, it will soon be impossible to imagine a life without
RFID.
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ABSTRACT

Near Field Communication (NFC) is an emerging close
range, low bandwidth, induction based communication
standard. It is already and will be more broadly integrated
tightly with modern smartphones, devices and operating
systems. Payment services, setup of high-bandwidth
connections, information sharing and identity verification
become possible by just touching two NFC devices together.
This paper tries to give an overview over how NFC
technology works, what some of its current and potential
applications are and which risks and exploits come along
with its simplicity.

Keywords
NFC, NDEF, SNEP, payments, ISIS, wallet, ticketing, RFID

1. INTRODUCTION

Near Field Communication (NFC) is a consumer-oriented
wireless technology using magnetic fields and induction
to communicate data over a distance of centimeters at
low bandwidth. It is backed by the NFC Forum,
consisting of more than 160 members including industry
heavy-weights like Samsung, Sony and NXP. They push and
certify integration of NFC technology in modern consumer
electronics like smartphones and operating systems like
Android and Windows 8. Current applications include
payment and ticketing by just waving your phone, the
setup of Bluetooth or Wi-Fi connections between devices
by touching them together and embedding of information or
device configurations in passive entities, so called NFC tags.

The following will give an overview over the history and
technology behind NFC (2), showcase the breadth of current
and future applications (3) as well as discuss risks, attack
vectors and existing exploits (4).

2. HISTORY AND TECHNOLOGY

In 2004 ISO/IEC standard 18092 “Near Field
Communication - Interface and Protocol (NFCIP-1)”
[2] specified a technology for exchange of information and
telecommunications. It is based on and expands on existing
RFID standards for contactless cards by ISO/IEC (ISO/IEC
14443 [3]) and Sony (Felicity Card/FeliCa [4], based on JIS
X 6319-4 [5]). Implementations and applications in various
forms and devices based on this standard are backed and
certified by the NFC Forum, an industry consortium which
came to life the same year. The NFC Forum now includes
more than 160 members like electronics manufacturers
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Samsung and Sony, chip providers NXP and Broadcom
and even financial services companies Visa and Mastercard.
Mid-2006 initial specifications for a data exchange format
(NDEF, see 2.3) and record types - the first few instances
being text, URIs and smart posters - were announced [6].

Both prior standards ISO/IEC 14443 and FeliCa
differentiate between dedicated reading and writing
devices and integrated circuit cards. The cards are mainly
passive objects and do not have a power source of their own.
The used fields operate in the globally available, unlicensed
ISM! band of 13.56 MHz and require small distances in the
range of centimeters between the reader and the contactless
card.

According to the new ISO/IEC 18092 standard [2], NFC
devices operate in the same ISM band of 13.56 MHz and
are required to be compatible with ISO/IEC 14443 and
FeliCa. Communication involves an active initiator device
generating a magnetic field in close proximity to a passive
target device, typically at about four centimeters or less.
All devices by default are in target mode and wait for an
incoming command by an initiator. If a field is noticed by a
target device, it will manipulate it to transmit information
back to the initiator. This mode is similar to the reader
and card scheme in ISO/IEC 14443 and FeliCa and is called
passive mode. One should note that using special resonant
circuitry a passive target device may be built which does not
require its own power source similar to existing contactless
cards in various form factors. These are called tags and are
discussed in more detail later on (see section 3.1).

In contrast to the previous standards, however, any NFC
device may opt to become the active component, the
initiator. This active mode enables both devices to take
turns in generating their own fields while the other listens
for data, effectively establishing a half-duplex connection.

Both the passive and active mode provide data rates of
106, 212 or 424 kbit/s using the Manchester coding scheme
with amplitude shift keying for modulation for all mode and
data rate combinations. Active mode at 106 kbit/s is an
exception, it uses a form of Miller coding (both codings are
described in [2]).

NFC connections as specified by ISO/TEC 18092 themselves

Warious frequency bands widely reserved for Industrial,
Science and Medical use
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NFC ZigBee Bluetooth (2.1) | WLAN (802.11ac)
Range < 10cm < 100m < 100m < 250m
Data rate <424 kbit /s <250 kbit/s <2.1 Mbit/s <866.7 Mbit/s
Network size 2 2%*64 8 2007
Frequency band | 13.56 MHz | 868/915 MHz, 2.4 GHz 2.4 GHz 2.4/5 GHz

Table 1: NFC compared to other wireless technologies. [7]

do not require any form of encryption. It is of the
discretion of the implementing applications to provide
any layer of security, which might not be as reliable
on a application-to-application basis compared to built-in
security. In addition the application layer may be more
prone to vulnerabilities and outside influences especially
considering an active NFC device always listening and
reacting to incoming commands as mentioned before.
Serious privacy concerns may arise if personal information
can simply be read from a NFC-equipped mobile phone due
to sloppy applications handing out data without approval.
Or even programs being executed resulting in the infection
of the users device. Therefore the last chapter (4) will shed
more light on possible and existing attacks.

2.1 Comparison

As Near Field Communication is based on RFID technology
it shares similar properties. Taking a closer look at
RFID, it is designed to read data from tags or cards via
radio-frequency (RF) electromagnetic fields for the purposes
of identification or tracking of objects or people. Tags
and cards are always passive, only reading devices active.
Communication, however, may occur on a wider variety of
frequencies, including the 13.56 MHz ISM band NFC uses.
More importantly RFID is capable of operating without
line-of-sight making it feasible for different automation
tasks, like the scanning of stacks of crates passing a RFID
reader equipped warehouse gate. In comparison NFC is
restricted to very short distances but allows devices to
function either as, in RFID terms, a reader or tag/card.
8]

In the following multiple other existing wireless technologies,
namely ZigBee, Bluetooth and WLAN are described and
compared to NFC as listed in table 1.

ZigBee is a wireless technology designed to support
significantly higher ranges with improved maximum data
rates requiring only minimal hardware. Like RFID it is
mainly used in commercial applications, but seldom in
consumer products. ZigBee allows to interconnect devices
into a mesh like network while consuming as little energy as
possible. It extends the IEEE 802.15.4 standard, operating
mainly on 2.4 GHz, and may support thousands of devices
in one network, for example to report sensor measurements
or automate devices through remote commands. [9]

Bluetooth, specified by the Bluetooth SIG?, is similar to
ZigBee. It, however, restricts the device architecture to one
master and up to seven slave devices. More devices may be
linked into this Personal Area Network, albeit in a passive,
parked mode. The resulting piconet was supposed to get

2http://www.bluetooth.com
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rid of cables required to connect computer accessories like
printers or digital cameras. Nowadays, Bluetooth is included
in pretty much every mobile handset and is commonly used
for file transfers or spontaneous device networks with data
rates significantly higher than NFC at a larger range in the
ball bark of meters (see tablel). However, setup is far more
complicated and time consuming requiring pairing and the
exchange of secrets. [10]

WLAN was designed to extend the range of LANs to
mobile devices like laptops. It is specified as the IEEE
802.11 standard which has been extended numerous times
to include more features, MIMO support and higher
bandwidth. As the n extension is becoming the default in
current mobile phones and access points, 802.11ac carries
forward with even more supported antennas and even higher
bandwidth (see tablel) exceeding Bluetooth and NFC by
orders of magnitude. With 802.11ac WLAN will transition
completely to the 5 GHz band away from 2.4 GHz which
has become somewhat crowded: Bluetooth, ZigBee and
many other wireless technologies use it. Of all presented
technologies WLAN has the highest possible range for
consumer equipment in the realm of hundreds of meters.
It also supports connection encryption out of the box. [10]

2.2 Operating modes

According to the NFC Forum there exist three basic
modes of operation for NFC Forum devices: reader/writer
mode, peer-to-peer mode and card emulation mode. In
reader/writer mode a device is able to read or write NFC
tags as specified by the NFC Forum. These include smart
posters or tags with embedded text, URLs or signatures.
This mode is conform with ISO/IEC 14443 and the FeliCa
standard.

Peer-to-peer mode allows devices to exchange small chunks
of data with each other, examples would be setup parameters
for Bluetooth or Wi-Fi connections or virtual business cards.
This behavior is newly specified by ISO/IEC standard
18092.

At last there is a card emulation mode which gives NFC
devices the capability to emulate traditional, contactless,
read-only RFID smart cards. This allows NFC devices
to integrate with existing legacy RFID infrastructure,
like ticketing systems in public transport, without any
modifications of the legacy system.

2.3 NFC Data Exchange Format

To store and exchange information the NFC Forum has
specified the NFC Data Exchange Format (NDEF, [11]). It
is a binary message format allowing data exchange between
NFC Forum devices or between a NFC Forum device and
one of four NFC Forum tag types (type 1 through 4, [12]).
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There exist NFC Forum Well-known Types, specified
according to the NFC Forum Record Type Definition
(RTD) specification [15]. These are simple URNs using the
namespace identifier “nfc”, prefixing “wkt” for well-known
types or “ext” for self-defined types. A sample URN
would be “urn:nfc:wkt:Sp” for the NFC Forum Smart
Poster record type or “urn:nfc:ext:example.com:foo” for
a self-defined type.  The Smart Poster RTD [18] is
based on the Text RTD [16] and URI RTD [17] in
combination with actions that may trigger the launch
of a web browser or sending of a SMS message.
The Signature RTD [19] defines additional signature
fields and suitable algorithms to allow verification of
the authenticity and integrity of records inside a NDEF
message, but employs no restrictions on the use of
a certification architecture nor requires one at all.
There also exists a Generic Control RTD [20], it is, however,
deprecated and will be removed on or after August 9, 2012.

A NDEF message itself can include an unlimited amount
of application-defined payloads in so called records. Each
message is started with a record flagged as MB (Message
Begin) and ends with a record flagged as ME (Message End).
NDEF messages can be nested by including them inside a
record of an existing NDEF message.

NDEF Message
Ri,MB=1] .. | Ri | ... | Rn, ME=1

Figure 1: Example of an NDEF message with
multiple records [11].

In addition to several flags providing support for chunking
payloads over records (CF) or signaling very short records
(SR), each record specifies the length of its payload as well
as its type and an optional payload identifier which may be
used to establish links between payloads in other records (see
figure 2). Payload types may be formatted as NFC Forum
specified Record Type Definitions as mentioned above, any
MIME type as specified by RFC 2046 [13], URIs [14] and
various others. When encoded in a NDEF message the
namespace identifier and prefix of a Well-known type are
dropped and represented by appropriate Type Name Format
(TNF) field values in the record header. However, all types
are understood as mere guidelines for overlying applications
on how to parse payloads.

3. APPLICATIONS
According to the NFC Forum [1] NFC technology is or may
be used in the areas of

e Access control,
e Consumer electronics,
e Healthcare,

e Information collection and exchange,

Loyalty and coupons,
e Payments and

e Transport.
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7 6 5 4 3 2 1 0
MB|ME|CF|SrR|IL|  1TNF
Type length
Payload length 3
Payload length 2
Payload length 1
Payload length 0
ID length

Type
1D

Payload

Figure 2: NDEF Record layout. IL = ID length is
present flag [11].

In general NFC is predestined to become a widely deployed
technology as it requires only simple active hardware and
can use cheap, easily mountable integrated circuit tags.
Consumers will have NFC functionality embedded in their
regular phones and setup and usage is as simple as bringing
devices into close proximity of another. Applications on top
may add value ranging from automation to payments.

As applications are endless we will focus on a few interesting
areas: passive NFC tags (3.1), sharing between devices (3.2),
financial services (3.3) - which will probably have the biggest
(monetary) impact - as well as identification documents like
tickets (3.4).

3.1 Tags

Storing pieces of information inside small, flexible circuitry
embedded into stickers, little plastic shells or paper is one
of the main visible use cases for NFC. These tags may be
read by a NFC device, supporting the NFC Forum specified
reader/writer mode, close to them and may contain simple
text or URLs up to complex application specific data like
configuration instructions. The NFC Forum specifies four
different tag types, simply named NFC Forum Type 1 Tag
through 4. Type 1 and 2 are based on the ISO/IEC
14443A contactless card standard [3] and are read- and
re-writable. Type 1 tags store at minimum 96 bytes, Type
2 tags at minimum 48 bytes. Both at most 2 kbyte. Type
3 is basically the JIS X 6319-4 [5] contactless smart card
standard used by FeliCa from Sony [4] which includes an
additional read-only mode with available memory varying up
to a maximum of 1 MByte while allowing multiple services
on one card. Similarly Type 4 tags support multiple services,
read-only mode and vary in memory size up to 32 KByte per
service. However, they are based on the ISO/IEC 14443A /B
standard.

Sony was the first company to offer its NFC tags, called
Xperia SmartTags [21], as a consumer oriented accessory
for their Android smartphones. Internet and some brick
and mortar stores start to catch on to the trend and are
offering tags with more memory in form factors ranging
from stickers, classic card sizes and wrist bands to Sony
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SmartTags-like plastic badges®. Most of them make use
of NXPs MIFARE chip series which are compatible with
ISO/IEC 14443 [3], read- and writable by any NFC Forum
device in reader/writer mode. Common use cases include
mode or profile switching of a phone on touching a tag. For
example putting your phone near a tag in your car may
start the navigation app and enable Bluetooth pairing to the
infotainment system. To write and react to the tags Sony
provides a companion app, however there exist multiple free
alternatives which support a wider range of tag types and
commands?®®.

3.2 Sharing

As the rise of Web 2.0 technology has shown social
integration like sharing content between people is highly
popular. Using NFC Forum devices in peer-to-peer mode
enables a dead simple way of sharing content. Contact
information, website URLs or small files are quickly passed
on by a simple, intuitive action: touching devices together.
For this particular purpose the NFC Forum defined a Simple
NDEF Exchange Protocol (SNEP) [22] which uses the
connection-oriented mode of the transport protocol Logical
Link Control Protocol (LLCP) providing sequenced and
guaranteed data delivery. It is also defined by the NFC
Forum [23]. SNEP is a versioned request-response protocol
between a client and a server. A client may send SNEP
request messages to store (Put) or retrieve (Get) NDEF
messages from a server over a LLCP data link connection.

Notably Android Beam [24], introduced by Google with
Android 4.0 (Ice Cream Sandwich) in late 2011, is a
peer-to-peer data exchange protocol for Android devices
based on SNEP. It also supports Androids own, older
NDEF Push protocol as a fallback. The sending user has
to run the Android application he wants to share data
from in the foreground, the receiving device needs to be
unlocked and on its home screen. On touching the two
devices together the sending device will show a “Touch to
Beam” confirmation button allowing to transmit the desired
information. Android Beam can be used by any application
implementing its API. For example the built-in People app
shares contacts, the Browser app shares URLs. Upon
completion, the appropriate application will automatically
be launched on the receiving device to handle the shared
data.

To share bigger files like high-resolution photos or videos
NFCs highest data rate of 424 kbit/s is barely sufficient.
To work around this limitation, with Android 4.1,
Google introduced establishing a separate, faster transport
connection like Bluetooth via Android Beam taking over
data transfers from NFC after successful connection®. The
NFC Forum happens to have a specification of exactly this
process titled Connection Handover [25], initially released
in 2008, revised in 2010. In addition to a “Negotiated

3XDA developers, Where to Buy NFC Tags http://forum.
xda-developers.com/showthread.php?t=1662367

ANFC Task Launcher https://play.google.com/store/
apps/details?id=com. jwsoft.nfcactionlauncher
SNFC TagWriter by NXP https://play.google.com/
store/apps/details?id=com.nxp.nfc.tagwriter
6Android 4.1 APIs https://developer.android.com/
about/versions/android-4.1.html#Connectivity
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Handover” like Android Beam uses, it defines a “Static
Handover” where parameters are stored and read off a
passive tag.

Looking further back in time, Nokia was the first company
to integrate NFC into a consumer purchasable phone in
January 2007: the Nokia 6131. They showcased interaction
with smart posters and sending images over to a digital
picture frame”. In June 2011 they introduced their N9
smartphone [26] with the MeeGo operating system featuring
tight integration with NFC in concert with a set of
NFC-enabled wireless speakers (Nokia Play 360 [27]). By
touching the phone to the speakers a Bluetooth connection
would automatically be established and music would play
on the speakers.

Meanwhile, in addition to Android and MeeGo, NFC
peer-to-peer capability has been integrated into Microsoft’s
Windows Phone operating system as well as directly into
Microsoft’s new touch-focused tablet and desktop operating
system Windows 8 [28]. In any case the focus has been on
friction-less sharing between devices, on occasion handing
over to a high-throughput connection when necessary to
support larger data transfers.

3.3 Financial services

One of the biggest areas of interest, at least from an
industries perspective, is financial services: paying with your
phone acting as a digital wallet. As of 2012 there are three
approaches on paying with NFC: you carry a NFC enabled
banking or credit card, your phone includes a Secure SIM
which handles encryption and authentication over the NFC
interface, or you install an application which handles all
payment processing.

There are currently two competing major application-based
payment solutions: Google Wallet [29] and ISIS [30]. So far
these are only available in the United States of America.
Both require the installation of an application on your
phone, then credit or debit cards have to be linked to
their services to make them available for checking out
within the app. On checkout the app is simply openend,
unlocked with a PIN, and the phone placed on the merchants
terminal to complete the transaction. Google Wallet tries to
monetize their free service with Google Offers, displaying
deals at the current shopping location. It works with
any Mastercard PayPass [31] or Google Wallet enabled
terminal with Mastercard claiming hundreds of thousands
of supported locations world-wide. Non-partner credit cards
may still be linked, but all transactions are handled through
a virtual Mastercard. ISIS on the other hand is announced
to support any NFC-enabled device of the three partners
at&t, T-Mobile USA and Verizon launching in summer of
2012 and later. In contrast to Google Wallet, ISIS will only
support some major cards directly, forcing users to rely on
a prepaid card option, which can be charged in advance.
However, ISIS is being backed by mobile phone providers
which may come in as an advantage as Google Wallet is
currently simply blocked on all Verizon phones while ISIS
is readied for release [32]. ISIS is scheduled for a limited

"NFC in action http://www.nearfield.org/2007/01/
video-o0f-6131-nfc-phone-in-use
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release on October 22nd 2012 [33].

Notably, as of September 2012 Mastercard has released an
Android and BlackBerry SDK for their contactless payments
product PayPass to enable any NFC-equipped device to pay
through their service stepping into direct competition with
Wallet and ISIS®.

On the bright side, the competing standards for payment
systems may soon be on the verge of getting unified or
at least made compatible as the Electronic Transactions
Association - a global trade association representing more
than 500 companies including Google, ISIS, Visa and
Mastercard - announced the launch of a Mobile Payments
Committee on August 9, 2012 [34] including all four major
US mobile carriers. At first, members promised to hold
monthly meetings to update each other on their activities to
slowly expand cooperation with the final goal of achieving
industry wide solutions at some point.

Meanwhile as of April 2012, the Deutsche Kreditwirtschaft,
a union of all major banks in Germany, has rolled out
“girogo” [35]. A huge one-year pilot project covering
the region of Hannover plus the cities of Braunschweig
and Wolfsburg featuring NFC-enabled banking cards, the
“girocard”. It allows payments of up to 20 Euros with a
swipe over a terminal without any PIN or signature. On
the downside, the card has to be charged in advance with
as much as 200 Euros via an ATM or a merchant checkout
terminal secured by PIN. Single transactions will also not be
visible on bank statements. The project has support from a
big German grocery store, a gas company and various small
retail chains totaling in a few hundred locations so far [36].

At last Microsoft announced [37] to integrate their payment
solution in the upcoming Windows Phone 8 operating
system. Their “Wallet” will require the phone to carry a
Secure SIM element for paying, which is a conventional
SIM packing additional functionality for encryption and
authentication. It is handed out by the wireless carriers
themselves. When transactions are triggered via the phones
NFC interface further communication with a terminal will
happen directly with the Secure SIM element avoiding
the potentially less secure application environment of the
phones operating system. “Wallet” will also have support
for coupons, similar to Google Wallet, and store virtual
boarding passes.

On a broader scale, the GSM Association announced
its “Pay-Buy Mobile” initiative as early as 2007 [38] for
embedding payment solutions inside SIM cards. Following
years of trials, May 2010 saw the roll out of NFC services
in Nice, France, for information access, public transport
ticketing, coupons, loyalty programs and contactless
payments in cooperation with major banks. More cities are
planned. Similar undertakings made NFC services available
in South Korea, Turkey, The United Kingdom and Tanzania.
Mobile provider Orange is in the process of deploying NFC
technology to various European countries. 2012 will see
further projects by telecom providers KPN, T-Mobile and
Vodafone in cooperation with banks in the Netherlands and

Shttp://www.mastercard.com/mobile/mobile-paypass.
html
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as previously mentioned the release of ISIS in the US [39].
Several network operators like Deutsche Telekom, Orange
and Telenor have promised through GSMA to launch NFC
services throughout the world in 2012 [40].

3.4 Ticketing and Identification

Ticketing in public transport or sporting events, access
control to restricted areas and embedding in identity
documents are further applications for NFC technology.
Public transport companies are already using or at least
experimenting, access control and identity documents are
mainly still promoted by the NFC Forum [41]. In both
areas various RFID solutions, like Transport for London’s
Oyster?, have been in use for several years using chips
like NXPs MIFARE Classic smart card [42]. Biometric
contactless readable passports are used in multiple countries
around the world including the United States and Germany
[43]. Moving public transport systems like Oyster over to
NFC provides the freedom to freely exchange cards with
customers phones. Due to security requirements, long
standardization processes and small renewal cycles this will
likely not happen for passports or other federal identity
documents anytime soon. Similar concerns and missing
standards hinder health care applications, like a virtual
patient file linked in a personal NFC-enabled device which
could provide relevant health data in a critical situation to
speed up and reduce errors during care.

As for public transport, Deutsche Bahn offers their
Touch&Travel program in Germany since November 2011.
By scanning so called Touchpoints passengers can determine
start and end of a journey and be automatically charged
for the traveled distance. Showing the ticket to train
personnel is realized via the passengers NFC phone interface
in combination with an installable app [44]. Transport
of London already trialed NFC phone replacements for its
Opyster cards with high customer satisfaction, but to this
date is waiting for Secure SIM based solutions to match the
speed of the traditional Oyster, MIFARE Classic powered,
smart card [45].

4. RISKS, ATTACK VECTORS AND
EXPLOITS

As with many wireless communication technologies NFC is
not invulnerable, despite its short range. Basic connections
as specified by ISO/IEC 18092 using the NFCIP-1 protocol
[2] are unencrypted and there are no checks for authenticity.
Applications on top of NFC are expected to handle
encryption and authentication by themselves. Notably,
for authentication the NFC Forum already provides a
Signature RTD specification [19] to embed signatures in
NDEF messages.

4.1 Eavesdropping

As a wireless technology NFC is especially prone to
eavesdropping. Despite connections occurring at a range of
about four centimeters attackers might still exploit special
circumstances and use specialized hardware to listen in
on a connection. Similar attacks already exist for RFID
contactless cards, in particular those using ISO/IEC 14443

Shttps://oyster.tfl.gov.uk
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implementations which NFC is also supporting [46]. When
using active mode, so both devices are taking turns in
generating their own fields, eavesdropping distances of up
to 10m may be possible. In passive mode, where the target
responds by modulating the initiators field, the range of
attack drops significantly to around 1m [47].

4.2 Denial of Service

The simplest form of attack prohibits the use of the
device or disturbs communication. As each device reacts
to an incoming signal in some form, may it be a user
interface requiring interaction, an attacker might spam
the device with empty tag signals to make it unusable.
The only solution is the inclusion of an off switch to
disable NFC altogether [48]. Otherwise, communication
might be prohibited by disturbing the data flow through
transmitting at NFC frequencies with the correct timing.
This would result in scrambled signals the receiving device
is unable to decode. The attack just requires fitting
hardware and sufficient knowledge of the used modulation
and coding. However, NFC devices may easily detect such
active corruptions as they require significantly more power
on the attackers field [47].

4.3 Data modification

To actually modify data more thought has to be put in
how the signals are modulated and coded so data still
appears valid to the receiving device. Attacks occur on the
bit level, switching single 1s to Os and vice versa. When
using the modified Miller coding only certain bits may be
flipped. However, for almost all modes and data rates
Manchester coding is used (see 2), allowing to modify any
bit of the communication [47]. Prevention involves checking
for third-party field influences and stopping communication
on detecting any (which NFC devices do by default as
specified by NFCIP-1), or using an encrypted channel on a
higher layer. There exists an ISO/IEC standard describing
NFC-SEC to already provide security on the data link layer
complementing application layer security [49].

4.4 Relay attack

A relay attack is executed by sitting in the middle of two
communicating parties and simply “relaying” requests and
responses effectively making oneself invisible to either party
(see figure 3). Relay attacks exist already for RFID systems
and have been perfected to work with regular NFC phones
by just installing specific pieces of software. An attacker
would require two phones to act as proxies connected to each
other with a high-speed link such as Bluetooth. One proxy
device interfaces with the NFC token or device of a victim
functioning as a proxy-reader. It forwards all messages over
the high-speed link to the second proxy device imitating
a NFC token to interface with the actual NFC reader,
acting as proxy-token. Relaying even allows circumventing
dynamic authentication on newer NFC card models as using
the relay link introduces only small delays still accepted by
current card readers. This attack concerns any ISO/IEC
14443 implementing contactless system, many, not NFC,
of which are widely in use like the previously mentioned
NXP MIFARE products. Possible countermeasures include
aborting the communication if round trip times or the
location of the pairing device are not as expected. For this
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purpose it has been suggested to tap into positioning via
GPS or cellular networks as present in modern smartphones
[50].

om0 - -
NFC Proxy Communication NFC
Token (Bluetooth, WLAN) Reader

Proxy Reader Proxy Token

Figure 3: Schematic of a relay attack using a
contactless smartcard, two NFC equipped phones
and a reader terminal.

4.5 Others

Unlike technical attacks there still remains the risk of simply
losing the NFC-enabled banking card or phone, with the
phone being unencrypted or only secured via a weak PIN
opening up abuse by third parties. Authentication should be
handled by a separate factor to prevent any of those issues.
Phishing by replacing original tags or readers with malicious
units can be avoided by signing the content of exchanged
messages [48], for example using the Signature RTD as
specified by the NFC Forum [19]. Man-in-the-Middle
attacks are practically impossible as either initiator or target
are able to detect additional fields by a third party as
mentioned before [47].

4.6 Implementation vulnerabilities

Attack surfaces do not only exist within the technology
but also in implementations and attached services.
Vulnerabilities in software handling or parsing NFC
messages may open up access to sensitive data or a whole
device. An example exploit was demonstrated by Charlie
Miller at the Black Hat 2012 conference [51] which can
take control of a Nokia N9 running MeeGo or a Galaxy
Nexus running the Android 4.0 mobile operating system.
Both operating systems accept incoming data beamed from
the attackers device or tag and then automatically open a
malicious web page or a modified file in a vulnerable app.
Protective measures include modifying apps to let the user
always confirm the triggered action before executing it.

S. CONCLUSION

Near Field Communication is on its way to become an
essential part of our daily lives. It provides simple
means of making information available by using NFC tags
embeddable everywhere one can think, readable with the
NFC-enabled mobile device in your pocket. Sharing of text,
websites or setting up Bluetooth or Wi-Fi connections for
large file transfers or advanced interaction is as far away as
touching two devices. Waving your credit card or phone
at checkout makes paying a new experience. However,
certain risks are associated with mostly unencrypted data
transfers, security holes in still young software libraries or
by actual theft. Communication in the range of centimeters
may appear to make exploitation difficult, but it is very
much possible. As of 2015 every second smartphone may
be equipped with the technology [52], standards for better
security and interoperability will likely emerge. Near Field
Communication is going mainstream, for the better or worse.
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ABSTRACT

This paper introduces to the alternative internet architec-
ture of information-centric networking as opposed to the
common host-to-host oriented design approach. Since the
rise of computer networking until the internet becoming an
incremental part of people’s everyday life, it has undergone
severe changes in usage scenarios. Users are interested in
content and services and not in locations where to find them.
In order to reflect those better in the underlying architecture
of the internet, Content-Centric Networking (CCN) tries to
loosen content and services from addresses in the network of
machines. Although being challenged by a new set of diffi-
culties, the approach yields some desirable system-inherent
consequences that alone make the research effort worthwhile.
Despite of its different mindset, a development of the com-
mon internet architecture towards this direction does not
seem unrealistic.

Keywords
content-centric, information-centric, internet architecture,
future internet

1. INTRODUCTION

The internet architecture today is still strongly driven by
the ideas and necessities of the early days of computing and
communication. A central design principle in computer net-
works is the end-to-end argument. As described in [12], it
formulates the necessity of a complete function implemen-
tation only at the endpoints of a communication system. It
is a pledge for a well-defined boundary between the commu-
nication subsystem and the rest by a strict interface. From
this derives the simplicity, flexibility, and eventually also the
universality, which made the internet as successful as it is.

Evidently, the internet has changed since its origins, making
it reasonable to reconsider even its founding principles [2].
In the beginning it was an internetwork between few insti-
tutions, connected for purposes of resource sharing, where
there would be many users on one machine. Today it is a
continuously growing, ubiquitous phenomenon. Not only a
selected group of people, but everyone interacts with it over
many devices. An astonishing plethora of new usage scenar-
ios for the internet developed, introducing new stakeholders
and interests, such as those of governments, ISPs or enter-
prises whose business model is built on the internet. Grave
is the loss of trust towards the rest of the internet, as there
is today a wide range of security issues that have to be han-
dled, when using it. For this and other purposes there have
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already been introduced mechanisms, which are not consis-
tent with the end-to-end argument, such as firewalls, traffic
filters or network address translators.

Having identified the distribution of content, such as videos,
music, and news as the main use of the internet today,
several propositions suggest to further adapt the architec-
ture accordingly [5 15]. The idea is to replace locations,
where information can be found, with the information itself
as the central element of networking, thus breaking out of
the mindset of the end-to-end argument. This is termed as
content-centric or information-oriented networking. Much
like peer-to-peer mechanisms and content distribution net-
works facilitate this in the current architecture, new propo-
sitions try to manifest this on lower levels. This comes with
certain inherent advantages, but also poses new challenges
to be solved.

The next Section gives an overview of the ideas of those
alternative architectures with up- and downsides. After-
wards Section 3 explains the mechanisms and practicabil-
ity of content-centric networking (CCN) as one incarnation
of the proposals in closer detail. Section 4 then gives an
overview of the related proposals. The work is concluded in
Section 5.

2. INFORMATION-ORIENTATION

The concept of information-orientation internetworking is
to replace the location of content (or services) in the ar-
chitecture, i.e. IP addresses, with the content itself. Thus
everything used for packet forwarding is some sort of iden-
tifier for the contained data. The motivation is to provide
a network participant means to declare interest in a piece
of information to the network, which then replies with the
content, preferably in an efficient manner.

With this concept in mind a couple of suggestions [13] |10}
9, [14] developed more or less closely related to the pub-
lish/subscribe paradigm described in |6]. The common prin-
ciple is to have a producing side (publishers) and a consum-
ing side (subscribers). The latter subscribe to content, thus
posing their interest, while the publishers somehow put con-
tent into the system, that is then automatically forwarded
to the subscribers. Furthermore, the pub/sub paradigm de-
mands a decoupling of those two actions in time, space and
synchronization, which means that they can be performed
independently from one another. Effectively, this realizes
a pull model for the receiving side, which decides on what
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content to receive and nothing else, opposed to the packet
forwarding mechanism in the current internet. As a conse-
quence the network is given the task of finding and delivering
the content over just providing a host-to-host connection.
The counterpart models of the current internet architecture
and those of an information-oriented one are depicted in Ta-

ble 1l

Original internet | Information-oriented |

Sender Content producer (publisher)
Receiver Content consumer (subscriber)
Sender-based control | Receiver-based control
Client/Server Publish/Subscribe
communications sender and receiver uncoupled

Host-to-host Service access/Information

retrieval

Topology /Domain Information scope

Unicast Unified uni-, multi- and anycast
Explicit destination Implicit destination

End-to-end End-to-data

Host name Data/Content name

(look-up oriented)
Secure channels,
host authentication

(“search” activity)
Integrity and trust
derived from the data

Table 1: The opposing concepts of the original and
an information-oriented internet architecture [5|

2.1 Aimed benefits

Mostly following these principles the current designs promise
a list of advantages over location-based communication. De-
pending on the design the advantages may be more or less
inherent.

The first advantage of the concept is an easy way to imple-
ment communication primitives, such as multicast or any-
cast, while unicast is just a special case of the regular mech-
anism. Content that is subscribed by many end-points is
just replicated according to the subscriptions, making this
an inherent feature.

Secondly, mobility support is achieved by the lack of a need
for receivers in a new network to obtain an address or iden-
tity. A sender can simply republish the offered content.

The freedom of location eases the use of many interfaces
(multihoming), since just any connection can be used to
publish or subscribe content, without further ado. Related
to the feature of anycast support, this additionally improves
persistence. Content can be published using one name, at
many locations, over many channels.

Leaving out the destination in a packet header, makes it
useful for many possible destinations. This renders the pos-
sibility of content caching at every intermediate node in a
delivery tree. Similar to the inherent multicast, content that
is demanded more than once, can be cached and replicated.
This leads to a higher availability by reducing latency and
increasing reliability through effective mirroring at nearby
nodes.

The on-demand characteristic of the communication allows
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stateless connections. Interruptions in data transfer can
therefore easily be tolerated, within the boundaries of ap-
plication specific demands.

Especially from the pull-based messaging characteristic de-
rives an increased security. DDoS, spoofing or spam could be
practically eliminated, assuming a working authentication
of the content, since the architecture only delivers packets a
consumer has signaled interest in.

2.2 Challenges

The challenges for an implementation are manyfold and de-
pend on a clear definition of the interface and therefore the
tasks, that are to be implemented by the communication sys-
tem. Over all the communication should in the end be more
efficient in some way, making the development worthwhile.

The question of routing is the most crucial one, as it is the
core of the architecture. The approaches taken are either
inspired by existing routing protocols or build up on dis-
tributed hash tables. The difference to IP routing lies in the
fact, that the names unlike IP addresses can not give a lo-
cation hint as it is the case with IP prefixes and subnetting.
This relates to the concept of introducing interface indepen-
dent identities on top of the IP layer as in [3|. Furthermore,
the mechanism has to be able to cope with the vast size of
today’s and the future’s internet. Therefore a scalable solu-
tion is essential. Especially considering the fact, that there
is more content than hosts in the network, an increased size
of routing tables as to taken care of.

Additionally, a challenge is to meet requirements, which are
driven by the internet’s stakeholders like ISPs. Inter-domain
routing policies have to be possible to be reflected in the new
architecture as well. Preferable is also the possibility of an
incremental deployment of the architecture, as well as the
compatibility to existing machinery. A sudden replacement
of the infrastructure would be out of scope, as costs would
easily surpass the achievable advantages.

Lastly, ensuring security of the architecture has to be taken
care of with highest priority. There could be risks unthought
of in new routing designs, as opposed to the old ones, such as
sibyl attacks in DHTs. Most importantly in a content-based
architecture is guaranteeing authentication and integrity of
the delivered content. If the proposed architecture can not
give means to a consumer to be provided with the content
she is asking for, its goal is not met. Thus, a strong pro-
tection against the compromisation of content is of vital im-
portance.

3. THE CONTENT-CENTRIC NETWORK-
ING DESIGN

This chapter outlines the general functioning mechanisms
proposed by Jacobsen et al. in [9]. A first implementation
of the concept is under development in the CCNx projec

The basic idea of content-centric networking is, as stated
before, making content the central element in networking
operations. Accordingly the architecture differs from the

"http:/ /www.ccnx.org
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common ISO/OSI layer model as depicted in Figure |1} In-
stead of IP, depicting source and destination of a packet, it
is chunks of explicitly named content, that form the waist
of the hourglass of the stack. By this, the content becomes
the universal agreement between every network participant.
It is decoupled from the end-hosts of the connection. Thus,
on the new layer the source of the desired content is of no
relevance anymore. Additionally, there is also a strategy
layer and a security layer introduced below and on top of
the content layer.

The introduced layers can be on top of the IP layer, but
might as well be directly on top of the MAC layer or any-
thing else delivering packets. The so called faces are man-
aged by the strategy layer, which contains policies to when
it is appropriate to use the correct one. Notably content is
largely independent of the connection type it is served upon.
Therefore it natively supports multihoming as well as it is
tolerant towards disruptions of the connectivity. The au-
thors chose the word faces instead of interfaces to point-out
the possibility to have application processes work as those
as well besides network interfaces. The security layer en-
sures the authenticity and integrity of the content, further
described in Section

e-mail WWW phone... browser chat...

SMTP HTTP RTP... File Stream...

Individual apps

Security

Individual links

Strategy

CSMA async sonet...

IP UDP P2P BCast...

copper fiber radio... copper fiber radio...

Figure 1: Changing the bottleneck of the communi-
cation stack to chunks of content [9]

3.1 Packet types

The CCN model knows two packet types. First is the In-
terest packet as depicted in Figure[2] By sending these over
the outgoing interfaces, a node announces its demand for
the content named by the packet. It is simply broadcasted
on the available interfaces in hope to get the according data
returned by the mechanisms of CCN. Naturally, the packet
contains the name of the desired content. Additionally, it is
accompanied with selection information, such as the scope
within the network where the data should come from or cer-
tain filter information. Finally, it contains a nonce, used to
detect duplicate interests.

In response to an incoming interest, Data packets are used as
can be seen in Figure 3] The data packets are said to “sat-
isfy” interest in that they maintain a one-to-one relation,

Content Name
Selector
Nonce

Figure 2: Interest packet
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Content Name
Signature
Signed Info
Data

Figure 3: Data packet

where data consumes interest. This rule maintains a flow
balance at each hop and prevents congestion in the middle
of a connection path. The names in CCN are hierarchical
with the consequence, that data only serves an interest, if its
name-prefix matches the name of the interest. Apart from
the name and arbitrary binary data, the packet also con-
tains a digital signature of some cryptographic digest of the
packet, as well as signed info. The last mentioned field gives
additional information on the packet such as the publisher’s
ID, where to locate the key to check the signature or a times-
tamp. By these means of verfication it is to be ensured that
the packet is authenticating and identifying itself and does
not need legitimacy by the channel it was transferred over.
This is further explained in Section [3.5] The design specif-
ically allows interests for data that does not exist yet. To
serve these “active names” publishers may generate content
dynamically to meet the demands of the modern internet.

3.2 Forwarding engine model

-
i
P
| et
Index | |
ptr | type 777
le | c | Face1

Req. Face(s) Lo 5 i
1

(f Fld

1

Content Store

Name Data

Jtum.de/videos/seminar.mpg/v3/s0

PIT

Prefix

/tum.delvideos/seminar.mpg/v3/s1 0

FIB

Face list

Prefix

Application

/tum.de 0,1

Figure 4: CCN node model [9]

A CCN node (see Figured) performs similar operations com-
pared to those of a regular IP router. Packets that were de-
livered on a face undergo a longest-prefix matching on their
name field and are processed according to the information
stored in the three main data structures maintained by every
node:

The content store (buffer memory) serves as a cache
of content. Since content is self-authenticating and
self-identifying each packet might be useful to any po-
tential participant in the nearby network. The abil-
ity to serve content directly instead of generating fur-
ther lookups minimizes overall bandwidth usage and
latency. Compared to an IP router the most-recently-
used replacement strategy of the buffer is replaced by
a least-recently or least-frequently used strategy to in-
crease the probability of a cache hit.
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The pending interest table (PIT) keeps track of Inter-
ests issued on the nodes faces. Hereby it does not mat-
ter whether the interest originates from the node itself
or is one forwarded from another node. Interests are
the only packets routed in CCN towards the source(s)
of the content. As soon as an interest reaches a con-
tent source the PIT serves as a mark in the data’s
trail towards its requester(s). The authors compare
this mechanism with “bread crumbs” consumed by the
data on their way. By these means the data satisfies
the interest and the entry in the PIT is removed. Un-
satisfied interests time-out eventually and have to be
reissued by the consumer.

The forwarding information base (FIB) acts like the
routing table in a common IP router. It stores the in-
formation on which faces interests are to be forwarded
upstream towards the source(s) of the content in ques-
tion. The design hereby allows multiple entries that
may be queried in parallel, because forwarding is not
restricted to a spanning tree.

The processing of interest packets is managed according to
the above order of the data structures. If the desired content
is to be found in the cache, the node serves the request
directly, thus, satisfying the interest. In case of a cache
miss, the PIT is checked for an exact-match entry, and the
arrival face is added to its list of requesting faces. This
means an interest in that data has already been forwarded
upstream. When it gets satisfied, the node copies the data
on its way downstream. Lastly, it is matched for an entry
in the FIB. The requesting face is removed from the FIB
entry, an interest is sent out on the remaining faces of the
entry and a PIT entry is stored. If the content name does not
match any of the above the interest is discarded, as the node
neither can satisfy it nor does it have the knowledge where
to forward it. Duplicate interests might arrive at different
faces, which is prevented by detecting and discarding ones
that carry an already known nonce.

Data packets are processed in a similar way. First the name
is matched with the content store. If it is already present on
the node, it is a duplicate and can be discarded. Second the
name is matched with the PIT. If there is no match, the data
can be discarded as well, since there was no demand for it. In
case of a match the data may be validated (see Section
and afterwards cached in the content store. Consequently it
is forwarded on all faces in the list of the PIT entry.

3.3 Naming and transport

User/App supplied name Versioning & segmentation

/tum.de /videos/seminar.mpg /_v<timestamp>/_s3
S—_———

Globally
routable
name

Organizational name Conventional /automatic

Figure 5: Human readable example data name

The naming scheme of CCN is designed to have a mostly
human readable form for purposes of usability. At the same
time it tries to comply with demands from routing, i.e.
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efficient routing capabilities on names, and is inspired by
functioning mechanisms of TCP. Therefore, as can be seen
in Figure names are hierarchically structured and put
together from several components. For notational conve-
nience the human readable representation is chosen by the
designers with / signs between the components as in com-
mon URIs. Notably, the binary representation differs from
just the string representation of this. It is divided into a
name provided by the user or an application, which consists
of a globally routable name and the name of the content
within the organizational structure of its origin. Secondly,
the tail of the name is supposed to be a standardized nam-
ing convention reflecting the version of a certain content and
its segmentation. The scheme allows to have a total order
on the content that can be reflected in a content tree as in
Figure @ Accessing content means the traversal of the tree.
An incremental feature obtained by imposing a total order is
the ability to address content relative to known information.
E.g. for accessing a video a consumer can issue an interest
for ’/tum.de/videos/seminar.mpg’ and the selector primitive
"'RightmostChild’. From having a certain chunk of video the
standardized naming convention allows expressing interests
in the following chunks by adding an offset according to the
segmentation rules. The similarity to TCP’s window size is
hereby given with the number of the amount of next inter-
ests sent in parallel. The selective acknowledgement is given
by the one-to-one serving mechanism of the chunks.

Figure 6: Name tree traversal [9]

3.4 Intra-domain Routing

Intra-domain routing in CCN is claimed to be very much
compatible to routing schemes known in IP networks. Both
rely on longest-prefix matching lookups, to hierarchically ag-
gregate a more detailed connection information in the pro-
cess of getting closer to the content. The similiarity is re-
flected in the close relation of the FIB and an IP routing
table. The key difference is that the FIB has more than just
one outgoing interface. The reason for this is the semantic
difference of the entries. While an IP router can reach all
hosts starting with a prefix via the stored interface, the CCN
router only can reach some of the content with this prefix
there. As a result the CCN router broadcasts interests to
all of the faces on this entry to gather complete informa-
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tion. In an IP network this operation would lead to loops in
the topology. In contrast, this is no problem in CCN, since
neither interest nor data packets can loop. Thus, CCN is
free from maintaining a spanning tree within the topology.
For instance, if two nodes in a topology announce the same
prefix, in IP this would mean that via both every content
with such a prefix can be reached. Therefore, the forward-
ing mechanism has to pick the better one of them. In CCN;,
such two nodes would not both announce reachability to
the whole content under this prefix, but maybe just a sub-
set. Thus, both nodes have to be queried. This broadcast
based mechanism raises questions of scalability [15].

Despite these differences, existing link-state routing proto-
cols, namely IS-IS and OSPF, should be easily adaptable
to the needs of CCN. The mentioned routing protocols ba-
sically handle two distinct tasks. The first is discovering
local connectivities to adjacent nodes. The second is to an-
nounce available prefixes/resources throughout the network.
By these means a CCN enabled node can distribute link-
state-announcements containing the attached prefixes it can
serve. The authors of CCN now propose that this is already
possible with existing deployments of these protocols. Both
of them announce connected resources using a general ’type
label value’ (TLV) scheme, which is capable of distribut-
ing CCN prefixes. Following the specification, nodes that
do not support CCN-TLVs would simply ignore them. CCN
enabled routers would directly add the distant CCN enabled
router’s IP address as a face. This way CCN routing could
be implemented attached to that of IP. Additionally this
can be done incrementally as not every router needs to be
CCN enabled. CCN’s interest broadcast mechanism would
of course find better routes with an increased ratio of CCN
enabled routers in the network.

3.5 Security

In the common internet architecture security of content is
largely provided by authentication of the host from which
content is delivered as well as securing the communications
channel to prohibit man-in-the-middle attacks. The CCN
architecture decouples content from its origin in a way that
it does not matter by which means a consumer got hold of it.
As a consequence authenticity and integrity of the content
have to be possible to be checked just by the information
provided alongside the data. In other words, the essential
goals are to ensure that a certain piece of content was in
fact published by the right source and that the content was
not changed in any way. Thus, a digital signature mecha-
nism has to be introduced. In |7, |9] the authors therefore
demand publishers of content to maintain public and pri-
vate key pairs to sign data packets. As given in Figure
data is transferred not only with its name, but also with
the signature and some signed information. The approach
is to have publishers not just sign the content, but both the
content and its name together, in order to authenticate the
linkage between them. The signed info does not need to be
verifiable and may include the location of the public key or
the public key itself. Thus, the consumer can verify whether
the content in question was published with this name by a
given key or not.

Eventually this mechanism does not provide trust in the key
yet. As a solution a public key infrastructure is suggested.
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This can be easily realized by the CCN mechanisms them-
selves. Given a name tied to an identity, trust can be formed
in the following way: An authority simply signs the name
and public key of the identity as its content. This equals
to an identity certificate issued by the authority. Addition-
ally, this functioning allows fine grained certification of just
a subtree of a given namespace.

The CCN design does not provide architectural instruments
to protect content or enforce access control. The suggested
solution is to rely on ordinary encryption of data, since CCN
handles any binary sequence of data the same way.

3.6 Usability

Having described the basic architectural concepts, remains
the question of the actual usability of the proposal in the
real world.

3.6.1 Implementation

On the CCN project website one can find source code for an
early stage implementation of the new architecture. At its
core it consists of the ccnd linux userspace deamon, enabling
basic CCN functionality for research purposes. Alongside to
that an Android implementation, application libraries and
several applications can be found. The latter prove the us-
ability of the concept for the contexts of chatting, HTTP
GET requests, media streaming and file transfer. Thus, it
covers most of today’s internet use cases.

As an example shall be given a closer insight on the most so-
phisticated application, given by the VoIP alternative VoCCN,
as depicted in [8]. The application realizes phone calls be-
tween two parties using the Session Initiation Protocol SIP
and RTP media streams. Used was a modified version of
the Linphone VoIP client. Standard SIP connection estab-
lishment is done using a signaling path, which is an indirec-
tion infrastructure maintained by proxies, forwarding the
connection details between the caller and the callee. By
this a direct media path is built up between the two par-
ties. VoCCN arguments to simplify this process by merging
the signaling and the media path. A callee Bob simply an-
nounces to be the content source for the call, e.g. using the
name ’/tum.de/sip/bob/invite’. The caller Alice then sends
out an interest for the SIP invite message with the same
prefix, which is served by Bob. There he defines the con-
nection details, i.e. the detailed name under which to route
the mediastream. Thus, VoCCN makes use of the active
names, described in Section [3-1] to serve unpublished con-
tent. This then sets up a simple bidirectional media-stream
by the means of delivery depicted in the end of Section [3-3|

3.6.2 Feasibility

The CCN design removes intelligence from the edges, the
endpoints of connections, to the core of the network itself.
This results in higher resource demands particularly consid-
ering the content caching functions, as well as an increased
size of the routing tables. There is a general consent in that
content caching poses high potential in increasing the effi-
ciency of networking, by eliminating duplicate transmissions
in the delivery tree. Yet, today’s internet infrastructure is
highly optimized on low levels to support packet forward-
ing mechanisms in host-to-host connections. Unfortunately,
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this means the underlying functions and data structures of
the new proposals cannot simply be deployed on the existing
infrastructure. A new hardware design for content routers is
necessary. The question answered by [1] and [11] is, whether
present-day technology is capable of processing the different
workload. Naturally, due to the early stage of the research,
those answers rely only on vague estimations regarding the
dimensions of the requirements and are supported by simu-
lation. Eventually, they point out that depending on the size
of the implementation a deployment is not unrealistic. Up
to the size of CDNs or ISPs the concept might very well be
feasible. The scalability up to the size of the whole internet,
although, is with current possibilities to be doubted.

3.6.3 Evaluation

Content-centric networking is a very radical approach to
change the modern internet architecture. Yet, at its cur-
rent stage it is a research effort, which demands a lot more
testing and refining. Prototype deployments in real testbeds
yet have to prove the correct functioning and scalability.
Particularly the simplistic routing mechanism is a reason to
doubt the practicability of CCN. Furthermore, the security
aspect of the proposal is a crucial element. If the mecha-
nism to provide authentication and integrity is corrupted,
the architecture is defect in its substance. Delivery of the
correct content could not be guaranteed anymore, poten-
tially rendering the architecture useless. Another aspect are
new threats rising from the mechanism itself, such as the
possibility to render denial of service attacks by flooding
interest packets, which can only be mitigated by heuristic
countermeasures.

In summary, CCN is a yet very theoretic approach, display-
ing a certain elegance, which leads to a number of desirable
advantages. However, it is unlikely to ever be deployed in
its initial form. Nonetheless, it is a good research effort for
the evolution of the internet. In what ways it will have an
impact, will ultimately be decided by its economic benefits.

4. RELATED WORK

There are several proposals, which were designed to replace
the current internet architecture. The one closest to the one
of CCN is the Data-Oriented Network Architecture DONA
[10]. It introduces a new network entity, the resolution han-
dlers (RH), one for every autonomous system. Content is
registered at those using flat, human-unreadable names, that
are self-certifying. Publishers sign the data, that a consumer
can verify with their public key, the signature and the name.
Consumers issue find commands towards their RH, which
locates the content. It is then delivered using a regular IP
connection.

The internet indirection infrastructure (i3) [14], based on
early experiences with distributed hash tables (DHT), sim-
ilarly proposes to form an overlay network by a DHT. The
DHT organizes nodes to take care of content identifiers.
A node interested in such content places a trigger at this
node. Publishers send packets for that identifier to that
node, which then forwards the data to the addresses, who
registered a trigger for the identifier. The data connection
is done again using IP.

In the Publish-Subscribe Internet Routing Paradigm (PSIRP)
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projectﬂ [13] follows to implement a pure publish subscribe
model as mentioned in Section[2] Much like DNS a directory
structure is introduced mapping human-readable names on
content-labels. The architecture would then rely on three
Network modules. Rendezvous, which matches publications
and subscriptions, Topology, which forms content-delivery-
trees and Forwarding of labels. Mediation depicts the phys-
ical data transmission between nodes.

The Network of Information (NetInf) projectlﬂ [4] also makes
use of DHT for a name resolution system. While it also im-
plements a publish-subscribe interface, its focus lies more
on giving an abstract information model and naming frame-
work.

S. CONCLUSION

The internet architecture as it evolved until today does not
reflect the standard usage scenarios of the majority of its
users anymore. Content-based networking seems to be a
promising approach to simplify networking operations, re-
flecting today’s requirements towards the internet in a more
natural manner. A long list of potential enhancements could
significantly increase the efficiency of the internet, while sim-
plifying it at the same time.

CCN is a thoroughly designed approach towards the new
paradigm. It is in an advanced status allowing ongoing
research, which is necessary to reveal unthought of con-
sequences and challenges. Nonetheless it shows possible
flaws in respect to scalability when facing the internet’s size.
Moreover, by this example can be seen, on how many levels
considerations have to be taken into account, when tackling
the challenge of changing a huge system like the internet at
its core.

Aside the technological consequences one may also not for-
get the surrounding implications the architectural change
may have. Breaking up the end-to-end argument of [12] by
shifting the computations from the end-hosts to the core of
the network, is also a shift in which party has power over the
network. As pointed out in [2], the end-to-end argument is
a big reason for the internet’s flexibility and base for inno-
vation. A major redesign, thus, also has to be taken under
careful consideration not only regarding its economic, but
also its social benefits. The internet’s stakeholders are nu-
merous and represent opposing interests regarding its open
nature. Thus, future developments of the internet should
also be viewed cautiously from a non-technical perspective.

6. REFERENCES

[1] S. Arianfar, P. Nikander, and J. Ott. On
content-centric router design and implications. In
Proceedings of the Re-Architecting the Internet
Workshop, ReARCH ’10, pages 5:1-5:6, New York,
NY, USA, 2010.

[2] M. S. Blumenthal and D. D. Clark. Rethinking the
design of the internet: the end-to-end arguments vs.
the brave new world. ACM Trans. Internet Technol.,
1(1):70-109, Aug. 2001.

2The PSIRP project has ended and is today followed by the
PURSUIT project, http://www.fp7-pursuit.eu
3http://www.netinf.org

doi: 10.2312/NET-2013-02-1_06



3]

[10]

[11]

[12]

[13]

[14]

[15]

M. Caesar, T. Condie, J. Kannan,

K. Lakshminarayanan, and I. Stoica. Rofl: routing on
flat labels. In Proceedings of the 2006 conference on
Applications, technologies, architectures, and protocols
for computer communications, SIGCOMM ’06, pages
363-374, New York, NY, USA, 2006.

C. Dannewitz. NetInf: An Information-Centric Design
for the Future Internet. In Proceedings of the 3rd
GI/ITG KuVS Workshop on The Future Internet,
Munich, Germany, 2009.

C. Esteve, F. L. Verdi, and M. F. Magalhaes. Towards
a new generation of information-oriented
internetworking architectures. In Proceedings of the
2008 ACM CoNEXT Conference, CONEXT ’08, pages
65:1-65:6, New York, NY, USA, 2008.

P. T. Eugster, P. A. Felber, R. Guerraoui, and A.-M.
Kermarrec. The many faces of publish/subscribe.
ACM Comput. Surv., 35(2):114-131, June 2003.

V. Jacobson and D. K. Smetters. Securing network
content. Technical report, PARC, 2009.

V. Jacobson, D. K. Smetters, N. H. Briggs, M. F.
Plass, P. Stewart, J. D. Thornton, and R. L.
Braynard. Voccn: voice-over content-centric networks.
In Proceedings of the 2009 workshop on
Re-architecting the internet, ReArch '09, pages 1-6,
New York, NY, USA, 2009.

V. Jacobson, D. K. Smetters, J. D. Thornton, M. F.
Plass, N. H. Briggs, and R. L. Braynard. Networking
named content. In Proceedings of the 5th international
conference on Emerging networking experiments and
technologies, CONEXT ’09, pages 1-12, New York,
NY, USA, 2009.

T. Koponen, M. Chawla, B.-G. Chun, A. Ermolinskiy,
K. H. Kim, S. Shenker, and 1. Stoica. A data-oriented
(and beyond) network architecture. In Proceedings of
the 2007 conference on Applications, technologies,
architectures, and protocols for computer
communications, SIGCOMM ’07, pages 181-192, New
York, NY, USA, 2007.

D. Perino and M. Varvello. A reality check for content
centric networking. In Proceedings of the ACM
SIGCOMM workshop on Information-centric
networking, ICN ’11, pages 44-49, New York, NY,
USA, 2011.

J. H. Saltzer, D. P. Reed, and D. D. Clark. End-to-end
arguments in system design. ACM Trans. Comput.
Syst., 2(4):277-288, Nov. 1984.

M. Sérelda, T. Rinta-aho, and S. Tarkoma. RTFM:
Publish/subscribe internetworking architecture. ICT
Mobile Summit, 2008.

I. Stoica, D. Adkins, S. Zhuang, S. Shenker, and

S. Surana. Internet indirection infrastructure. In
Proceedings of the 2002 conference on Applications,
technologies, architectures, and protocols for computer
communications, SIGCOMM ’02, pages 73-86, New
York, NY, USA, 2002.

D. Trossen, M. Sarela, and K. Sollins. Arguments for
an information-centric internetworking architecture.
SIGCOMM Comput. Commun. Rev., 40(2):26-33,
Apr. 2010.

Seminar Fl & ITM WS2012/2013, 49
Network Architectures and Services, February 2013

doi: 10.2312/NET-2013-02-1_06



Seminar Fl & IITM WS2012/2013,
Network Architectures and Services, February 2013

50



Alternatives to X.509

Michael Gielesberger
Supervisor: Ralph Holz
Future Internet Seminar - Winter Term 2012/2013
Chair for Network Architectures and Services
Faculty of Computer Science, Technische Universitat Minchen
Email: gielesbe@in.tum.de

ABSTRACT

Secure connections on the Internet are crucial to many ap-
plications. Nowadays infrastructure for securing connections
on the Internet heavily relies on the X.509 public-key infra-
structure (PKI), which is maintained by Certificate Author-
ities (CAs). Recent attacks on CAs showed the fragility of
the current X.509 system.

In order to alleviate or entirely fix problems with the X.509
system, different techniques and systems have been pro-
posed. The proposed systems can be categorized into 4 dif-
ferent concepts: DNS-based, Pinning-based, Notary-based,
and Transparency-based approaches. This paper gives an
overview over these concepts and outlines their advantages
and disadvantages. It also covers some of the best-known
representatives of the concepts.

Sovereign Keys, a Transparency-based approach, is discussed
in detail.

Keywords
X.509, PKI, Sovereign Keys, Certificate Transparency, Con-
vergence, Perspectives

1. INTRODUCTION

In nowaday’s widespread use of the Internet, problems have
arisen which were unforeseen when the core infrastructure
was developed between the 60s and the 80s. In the small
networks of those days attacks on the confidentiality or au-
thenticity of connections were at most a theoretical issue.
Today’s usage of the Internet includes applications with high
security requirements, such as e-commerce applications. Be-
cause of the ever growing need for secure communication,
different protocols were developed to allow secure connec-
tions over the Internet. In particular the Secure Socket
Layer/Transport Layer Security protocol suite (SSL/TLS)
is widely used nowadays to guarantee authentication, data
confidentiality, and data integrity. SSL/TLS is used in con-
junction with many different protocols but the best-known
domain is securing the Hypertext Transfer Protocol (HTTP)
with HTTPS.

Like most protocols which are used at the moment to secure
connections over the Internet, SSL/TLS is based on asym-
metric cryptography, at least for key exchange purposes.
This leads to a necessity of distributing public keys. As
an approach in which every host exchanges its public key
with every other host does not scale (there would be O(nQ)
needed key transfers) a hierarchical approach for key distri-
bution was introduced. The X.509 public-key infrastructure
(PKI) offers a solution where only a few root public keys
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need to be transferred to the hosts. The root keys belong

g
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Certificates Certificates

Figure 1: The X.509 hierarchy

Root Store

to Certificate Authorities (CAs). The CAs issue certificates
to other entities, in which they assert the binding of the en-
tity’s public key to their identity, in case of the WWW a
domain name. CAs may also delegate signing privileges to
other entities, which constitute an Intermediate Certificate
Authority. X.509 builds up a certificate hierarchy with the
CAs’ certificates as roots, some optional intermediate cer-
tificates, and the hosts’ certificates as leaves. The hierarchy
is depicted in Figure 1. This results in trust chains. Clients,
e.g. web browsers, have a so called root store, where they
store root certificates which they trust. With these trusted
root certificates, clients are able to verify a host’s certificate
by going through the chain of certificates until they reach
one which is in their root store. Commonly clients ship with
many root certificates: A common web browser trusts over
600 entities which are able to issue certificates [2].

The biggest problem with this approach is that every CA
is equally able to issue certificates for every entity. When
an attacker makes a CA assert the binding of the attacker’s
public key with another entity’s identity, he gains a rogue
certificate, which cannot be distinguished from real ones and
thus the whole security system is rendered useless. This
makes the whole system as weak as the weakest CA in the
hierarchy. Recent attacks on the existing PKI have shown
the fragility of the current system. With attacks on DigiNo-
tar [14] and Comodo [3] certificates for high profile sites such
as addons.mozilla.org or login.facebook.com have been
falsely issued and used. Such rogue certificates allow attack-
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ers to perform Man-in-the-middle (MitM) attacks. There
are also concerns that some state-run CAs, from which cer-
tificates are in root stores of clients, may issue rogue cer-
tificates for surveillance purposes [17]. Today’s approach
to deal with such attacks is to revoke compromised certifi-
cates, but the detection of a compromise may take several
days or may never be detected [14]. And the techniques for
revocation either do not scale well in the case of Certificate
Revocation Lists (CRLs) or are flawed in the case of the
Online Certificate Status Protocol (OCSP) [12], [9].

Many extensions or alternatives to the current X.509 system
have been proposed to alleviate and fix the current problems
before an attacker is able to use rogue certificates for a longer
period of time. There are different approaches, which can
be categorized into different categories: DNS-based (Domain
Name System based) approaches try to store additional se-
curity information directly with the DNS records of the do-
mains in order to prevent rogue certificates. Pinning-based
approaches anchor certificates by comparing the certificates
of a new connection with either already seen or out-of-band
distributed certificates. Notary-based approaches try to ex-
pose rogue certificates by viewing connections to a secured
server from different locations on the Internet and deter-
mine if there is a common consensus on the seen certifi-
cates. Transparency-based approaches force the publication
of certificates or another validating key in a way that makes
it possible for a client to compare and verify that the cer-
tificate it sees is the one the domain owner intended to use.
Domain owners are also able to check all existing certificates
or keys needed for validating a certificate for their domains
with that approach.

The Sovereign Keys (SK) project by the EFF [6] belongs
to the Transparency-based approaches. It has some unique
features, which make it interesting to explore more in-depth.

The remainder of this paper is structured as follows: in sec-
tion 2 the four mentioned approaches are introduced in gen-
eral and some of the most important systems based on those
approaches are presented. The following section 3 presents
and analyses the unique features and techniques of the SK
project more in depth. The final section 4 concludes the
findings of this paper.

2. ALTERNATIVE CONCEPTS

In order to fix flaws in the current X.509 PKI system, sev-
eral different techniques have been proposed. This section
gives a brief overview of the most promising and common
techniques. The best-known systems, which implement the
technique, are named and some interesting specifics are ex-
plained for those systems.

2.1 DNS-based

DNS-based techniques take advantage of the fact that for ev-
ery connection to a domain on the web a DNS-server has to
be contacted in the first place to translate the domain name
to the corresponding IP. As this connection needs to be es-
tablished anyway (except for cached or locally assigned do-
main names), DNS servers seem to be a good place to store
additional security relevant data. To be able to securely
transfer data with the DNS the use of DNNSEC, which is
still not wide-spread, is a prerequisite for most of these sys-
tems. With the use of DNS servers it is unnecessary to build
up a whole new infrastructure to distribute certificates. The
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general idea is to publish additional security information as
a new record type along with the other records in the DNS.
One can differentiate between client side checked records and
CA checked concepts:

For the client side concept a hash or a fingerprint of a pub-
lic key is stored in the DNS. The hash or fingerprint is then
compared with the actual certificate a client gets when con-
necting to the secured server. With this there is another
channel which needs to be compromised by an attacker in
order to conduct a MitM attack. The domain owner may
decide if the single hash of the certificate, which belongs to
the server’s domain should be directly stated or the hash of
a certificate further up on the certificate chain. By using the
latter it is possible to state the fingerprints of the public key
of the CA which issued the domain’s certificate. This allows
a domain owner to use different certificates but still narrow
down which CA may issue certificates for the domain. A con-
necting client would check if there is a certificate along the
certificate chain which matches the hash/fingerprint stated
in the DNS and just allow the connection if this check suc-
ceeds. If an attacker is able to compromise a CA it is just
possible to generate certificates for domains which have the
fingerprint of the compromised CA stated in their DNS secu-
rity record. When the attacker generates a rogue certificate
for a domain, which states another, not compromised CA’s
public key fingerprint in the DNS security record, the cer-
tificate will be detected as invalid.

For CA side checked concepts the information is just checked
by a CA which is asked to issue a certificate. If an attacker
tries to get a certificate issued from a CA, the CA should
look up the security information in the DNS for that domain
and check if it is allowed to issue a certificate for it. Such
a system does not offer any protection against CAs which
just do not check those entries as there is no concept how to
force CAs to check the entries.

DNS-based systems help against common attacks but have
the disadvantage that they offer no protection against state-
run attacks or surveillance activities. As states normally
control their country-code top-level domain (ccTLD) they
can completely change the DNS entries for domains in their
ccTLD. E.g. Libya controls the .1y ccTLD, and thus can
gain control over the domain bit.1ly.

The best-known system, which belongs to the category of
client side checked DNS-based concepts is DANE (The DNS-
Based Authentication of Named Entities) [7].

2.2 Pinning-based

The general idea of pinning is to compare the certificate a
client sees during a current connection attempt with other
already seen certificates or hashes of certificates. From the
first connection on it should additionally be required to use a
secured connection, as otherwise simple attacks are possible,
where a secured connection just gets redirected to an unse-
cured one. The easiest implementation is to store the cer-
tificates when a client first connects to a SSL/TLS secured
server and compare the certificates seen in subsequent con-
nections with the already seen certificate. There are different
systems which use simple methods like this, e.g. Certificate
Patrol [16]. Another approach to pin certificates is to send
an additional header when connecting over SSL/TLS to a
server, which contains a hash of a public key in the certifi-
cate chain of the real certificate. This pin has a lifetime,
which is specified by the server the client got the pin from.
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When a client connects to a server, it compares the certifi-
cates in the trust chain with the hash of the pin and just
allows the connection if the hash matches some certificate
in the chain. By using the hash of a certificate which is not
the certificate of the domain itself, but a certificate which is
further up the certificate chain, a server is able to just allow
certificates which belong to a specific intermediate CA or a
specific root CA.

A specific problem of this concept is the distribution of the
pins. As pre-sharing pins for all SSL/TLS secured domains
is not practical, the pins are normally sent to the client when
it first connects to the server. Thus an attacker which con-
trols the connection at the moment a client first connects to
a secured service will still be able to compromise the con-
nection.

Google’s Chrome browser uses public-key pinning by already
shipping some hard-coded pins for domains of Google and
the anonymization service Tor.

2.3 Notary-based

The concept of a Notary-based approach is to look at a se-
cured server from many different viewpoints on the network.

2.3.1 Concept

A way to find out about MitM attacks is to compare the
connection to a specific server with connections to the same
server from the perspective of different clients at different
positions on the Internet. Those other clients, which also
try to connect to the secured server, are called notaries.
This includes not just notaries which are just connected to
other Internet Service Providers (ISPs), but also in other
countries, or even on other continents. The reasoning is the
following: when many notaries on very different positions
on the network see the same certificate, it is very likely the
certificate the domain owner really intended to use. As at-
tackers are normally not able to compromise the whole net-
work, but just small parts of it, a rogue certificate used for
a MitM attack in just a fraction of the whole network will
lead to different views on the compromised domain and can
thus be detected by the notary concept. With the Notary-
based concept the whole checking of certificates boils down
to finding out if there is a consensus on the certificate of a
server throughout the whole network.

There are some problems with this concept: there are some
sites which have different certificates for each single server.
The best-known site employing such a scheme is Citibank
[16]. Sites like that will raise alerts with a Notary-based ap-
proach as there will be no consensus on the seen certificates.
Another deficiency is that the Notary-based approaches can-
not detect global attacks. An attack which would compro-
mise every connection to a server may be possible when there
is just one gateway connecting the server to the global net-
work. When this single connection point to the network is
controlled by an attacker, the attacker is able to compromise
every connection to the server. This is a general problem
with the concept as it does not check if the used certificate
is actually the one the domain owner uses but just if every-
one sees the same certificate [18].

Notary-based systems do not use an already established chan-
nel such as DNS. This is why they need to open a new chan-
nel, a side-channel, for their communication with the notary
servers. As with every technique which uses side-channels
there is also the practical problem with captive portals: nor-
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mally when connecting through a pay-to-use portal to the
Internet, e.g. at a hotel, all requests get directed to the login
site and all services besides DNS are blocked until the user
paid for the usage and the connection is opened up for nor-
mal use. As the notary service runs through a side-channel,
at the time of connecting to the login site a user cannot val-
idate this secured connection with a notary system.

Unlike some other approaches, Notary-based approaches are
able to deal with self-signed certificates as it does not matter
for the notaries if there is a path to a (trusted) CA or not.

2.3.2  Perspectives

One of the first and best-known systems using the Notary-
based approach, is the Perspectives project by Carnegie Mel-
lon University [19]. Perspectives was already published in
2008 and came with a proof of concept in the form of a Fire-
fox Add-On.

The notary servers are the most important entities of Per-
spectives. Notary servers are decentrally organized and gen-
erally independent of each other. Notaries either already
have a key history of the requested service and are able to
answer with that key history or if the client requests the
key history for a service the first time, the domain is added
to the list of monitored services. Either way, the notary
will get the certificate from the domain’s service and answer
with that key. A host running the Perspectives client asks
a number of notaries when connecting to a secured service
and asks them for the key history they have seen for the
server. The list of monitored servers is periodically probed
by each notary and all witnessed certificates are stored with
a timestamp. This results in a key history for all monitored
services. The key history includes all previously witnessed
certificates, and with the timestamps, how long they have
been seen. The connection to the notary servers is secured
by public key cryptography where the notary servers’ public
keys need to be distributed to the Perspectives clients by an
out-of-band mechanism.

As a notary server knows about all connection attempts of
a client to secured services, the Perspectives system raises
some privacy issues. This is one of the issues of Perspectives,
which Convergence tries to fix.

2.3.3 Convergence

Moxie Marlinspike presented Convergence at the BlackHat
USA conference in 2011 [13]. Convergence uses the same
idea as the Perspectives project, but it tries to tackle a few
deficiencies of the Perspectives system. In order to fix the
privacy issues, Convergence locally caches certificates which
have already been validated by the Convergence system for
some time. This brings the advantage that notary servers
will not find out about every connection attempt to a secure
service. But on the other hand it introduces a time frame,
where a previously validated certificate may get compro-
mised, but still be trusted by the Convergence client. An-
other mechanism for the improvement of a client’s privacy
is the introduction of notary bouncers. A client may ask a
notary to proxy its request to another notary server. This
is an onion-style routing mechanism where the proxying no-
tary knows which client requested a key history, but as it
cannot read the request message it does not know for which
service. The notary server, which gets contacted by the
proxy notary, knows for which service the request was for
but does not know which client requested that information.
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However as soon as an attacker controls the proxying notary
and the second notary the client’s requests are known to the
attacker.

In contrast to Perspectives, Convergence is designed to be
highly extensible. While Perspectives uses the current X.509
PKI to validate certificates, Convergence is able run notaries
with different ways of validating certificates. It is possible
to run notary servers which validate the certificates with
just a certain set of trusted CAs or even with a completely
different system, e.g. DANE or the OpenPGP Web of Trust.
Convergence is the only system presented in this paper which
views itself as a replacement rather than an extension for the
existing X.509 PKI.

2.4 Transparency-based

The recent attacks on the X.509 PKI took a few days to be
detected. This is due to the fact that there is no mechanism
to look up all certificates issued for a certain domain. A do-
main owner may never find out about the existence of rogue
certificates for the domain which were generated by some
attacker. Such rogue certificates are just detected when a
suspicious user finds out about such a certificate, or when
a CA finds out that it got compromised and issued rogue
certificates. The concept of Transparency-based approaches
is to fix the existing X.509 PKI by publishing issued certifi-
cates or keys needed to validate a certificate in such a way
that it is possible to find all valid certificates or keys needed
to validate certificates for a certain domain. Transparency-
based systems are a very promising approach, as they focus
on the idea of clients being able to check if the certificate
they see is really the one the service operator intends to be
seen.

2.4.1 Concept

The general concept involves an infrastructure in which a
certificate must be published before it becomes valid. One
could describe the Transparency-based approaches as pub-
lic log based approaches. This relatively easy idea brings up
technical problems, which need to be solved to be usable in
real world environments. Public logs need not just serve the
currently valid certificates or keys needed to validate certifi-
cates but need to be able to give a history of the used certifi-
cates or keys for a specific domain. Otherwise trivial attacks
are feasible where an attacker adds a rogue certificate to the
log for a short period of time and deletes it from the log when
the attack is over. Because of that Transparency-based sys-
tems use append-only data structures which ensure that all
certificates ever issued for a specific domain are stored in the
log. The result is that domain owners and other interested
parties are always able to find out about all valid certificates
or keys needed to validate a certificate for their domains. If
an attacker is somehow able to add a rogue certificate to the
log the real domain owner is at least able to easily find out
about it and revoke it.

2.4.2  Certificate Transparency

Certificate Transparency [11] is a system currently devel-
oped by Google. Since the original proposal some details
have been altered and the current design paper version 2.1a
was recently released [10]. With Certificate Transparency
all certificates have to be registered with public log servers.
The log servers save the domains’ certificates in an append-
only data structure. This is done using an ever-growing
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Merkle Tree which is a cryptographic primitive offering the
possibility to easily and continuously check the append-only
property of the data structure and to ensure integrity.
When a domain owner registers a certificate with a log server,
the hash of the certificate together with a timestamp of the
registration is signed by the log server and sent back to the
domain owner. This signature is the so called Signed Certifi-
cate Timestamp (SCT). The secured server has to send the
SCT together with the actual certificate at every SSL/TLS
connection attempt to the connecting client. For clients the
SCT works as a proof that the certificate is registered with a
log server. In addition to validating the certificate itself, like
it is done in the current X.509 PKI system, the client checks
if the SCT is correctly signed by a log server. Clients will
get the log servers’ public keys using out-of-bands mecha-
nisms, like shipping them hard-coded in the client software.
The system ensures that every certificate has to be regis-
tered with the log servers, because otherwise clients will not
accept the connection. Domain owners should monitor the
certificates which are registered for their domains and make
sure that the rogue certificates get revoked.

To ensure that the log servers are not compromised and work
honestly there are monitors and auditors. Monitors check
that logged certificates are promptly visible on the log and
that they are on the log legitimately. Domain owners should
either take this role or use some service, which does it on
their behalf. A domain owner is able to check if a new cer-
tificate gets added to the log after submission and to check
if there are any certificates for the domain not created by
himself.

Auditors can check that partial data on the logs is consistent
with the current state of the log. E.g. clients can implement
an auditor, which checks that all certificates they encounter
are visible in the log. Both can be efficiently implemented
because of attributes of the Merkle Tree.

Certificate Transparency has the advantage that it does not
depend on side-channels, like many other systems do. The
secured servers themselves send the needed data to the clients
and they are able to verify the signature of a log server of-
fline. The usage of side-channels is limited to additional
checks, which are not necessary for every client for the sys-
tem to work. As of today the proposal does not include
any mechanisms for revocation of keys. However, the initial
proposal brought up the idea of having another log for re-
vocations together with a proof of non-existence similar to
DNSSEC’s NSEC records.

Although Certificate Transparency is meant to be deployed
over a period of time, it is meant to be required for every
domain certificate in the end. The authors suggest that a
complete transition may be enforced by not allowing the is-
suance of any new certificates without their publication by
the Certificate Transparency system after a certain date [8].
As certificates automatically expire and need to be renewed,
this enforcement would gradually reach every certificate.

3. SOVEREIGN KEYS

Sovereign Keys is a project by the Electronic Frontier Foun-
dation (EFF) [6] and is categorized as a Transparency-based
system. Unlike Certificate Transparency, the SK system
does not publish the certificates themselves but another type
of key, the Sovereign Key. It still fulfills the classic definition
of Transparency-based approaches as no certificate is consid-
ered valid without being cross-signed with a Sovereign Key
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and the Sovereign Keys themselves are indeed published.
Note that there is no working prototype yet. This paper
takes information from the proposal, which was first pub-
lished in November 2011 and last updated in June 2012 [4]
and the specifications writeup from July 2012 [20]. Those
are still subject to change and a final implementation may
differ in specifics. However, source code is already publicly
available in the project’s git repository.

3.1 The basic design

The major problem with the existing X.509 system is that
CAs are able to issue valid certificates for a domain with-
out needing any information or consent of the real domain
owner. With SK, certificates are not valid without being
cross-signed with a special private key of the domain owner,
the so called Sovereign Key. This private key is supposed to

/Standard X.509

| optional |
Host Certificate <signs— Intermediate CA j&—signs— CA Certificate
Certificate |

sign

Sovereign Key

Figure 2: Relation between Certificates and
Sovereign Keys

be secret and just known to the real domain owner. Because
of that no one besides the real domain owner is able to carry
out the final step of making a certificate valid.

In order for clients to be able to check the cross-signatures,
the corresponding public keys need to be made available in
some form. This is where the transparency aspect of the SK
design comes in: all public keys of domain owners’ Sovereign
Keys need to be published in so called Timelines in order to
be valid.

Timelines offer an append-only data structure for storing all
Sovereign Keys ever used for domains. The integrity of the
timelines can be cryptographically checked. When register-
ing a domain name as a Sovereign Key in a Timeline, the
Timeline server checks if the registration is authorized (see
section 3.2.1). This relatively easy concept becomes quite
complex when one addresses some real-world problems like
the possibility of compromised Sovereign Keys or scalability.

3.2 Architecture

SK sees itself as an extension to the current X.509 PKI
and keeps that infrastructure at least for bootstrapping.
The system however introduces some new entities: Time-
line servers, Mirrors and clients.

3.2.1 Timelines

The Timelines are the backbone of the SK system. They
hold mappings between a (domain) name and Sovereign
Keys. The concept envisages a semi-centralized data struc-
ture with the use of 10 to 30 Timeline servers [4]. The rea-
son to use not just a single centralized server is to provide a
Sdiversity of jurisdictions, operational philosophies and se-
curity implementations, and ideally to provide these proper-
ties even if some of the servers are compromised/disabledS
[4]. Timeline servers may be identified with their Time-
line Address (TADDR). The TADDR consists of the do-
main name and a port, by which they can be reached, and
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a public key, which is used for secure connections to them
using SSL/TLS. Besides that they have a unique Timeline
ID (TID), which should only be used for a specific Timeline
server. Even when a Timeline server gets shut down and
removed from the system, the TID must never be assigned
to another Timeline server. Each entry in the Timeline in-
cludes the Timeline server’s TID so that it is possible to
distinguish from which Timeline server an entry came from
when they are merged into a single dataset.

Registration of a Sovereign Key: When a domain owner
registers a Sovereign Key, a master-write is done to one
Timeline server. However entries should be written to many
Timeline servers, preferably in different geographic regions,
to be safe in case a Timeline fails. The registrations to addi-
tional Timeline servers is done by reference where just a hash
of the entry at the other Timeline server and that server’s
TID is saved. However when a Timeline server just adds a
reference it has to cache a copy of the entry from the other
Timeline server. This is done in order to have copies in case
of a failure of the referenced Timeline server but to still have
a globally unique entry.

In order to register or bind a domain name to a Sovereign
Key, a domain owner sends a Bind message to a Timeline
server. A Bind message includes the domain name for which
the entry should be created. To prove the authorization, a
domain owner must present a claim proof for the domain.
This may be a CA-signed certificate from the current X.509
system or a key published with DNSSEC using DANE [7].
This proof of claim includes the whole certificate chain from
the host certificate to the trusted CAs certificate, in order
to be able to reproduce the trust decision later. The claim
proof is also appended to the Bind entry in the Timeline.
In order to not be fooled by compromised, but revoked keys
Timeline servers have to verify the OCSP status of the cer-
tificates.

Cryptographic features of the Timelines: Timeline
servers are not able to create fake entries as the data struc-
ture of the Timelines allows a cryptographic verification of
the entries. All entries have an incrementing serial number
which is local to every Timeline server and a monotonically
non-decreasing timestamp. Every Timeline server has to
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sign every entry in its Timeline with its private key. All the
listed properties may be checked easily:

e [f there is an entry which is not correctly signed with
the Timeline’s private key, every checking party will
notice and the entry will not be processed.

e If two correctly signed entries with the same serial
number exist, a checking party can notice and has
signed evidence of the violation of the incrementing
serial number property.

e If there is a signed entry with a lower serial number
but a higher timestamp, a checking party has signed
evidence of the violation of the monotonicity of the
timestamps.

e If a correctly signed entry with non-self-consistent data
exists (like a non-verifiable certificate chain for a CA
signed domain claim proof), a checking party has signed
evidence of that inconsistency.

Because there is always signed proof for dishonest entries
it is easy to verify the claim of a Timeline’s misbehaviour.
The design offers a mechanism to distribute the information
of Timelines’ misbehaviour and a Timeline server which dis-
tributes false data will be blacklisted in the system.

3.2.2 Mirrors

To have a scalable system and in order to decrease privacy is-
sues, clients do not directly query the Timeline servers them-
selves, but Mirrors.

Mirrors store the whole Timelines data structure, collected
from all trusted Timeline servers. For an easy initial deploy-
ment process Mirrors may be bootstrapped by downloading
a set of Timeline entries up to a specific timestamp. As
this might be a huge dataset (up to a few hundred gigabytes
[5]) it is envisaged to be done with bittorrent or sending a
hard disk with the dataset on it via conventional parcel ser-
vices (disk-over-snailmail). The dataset is then updated to
the current state by querying each trusted Timeline server
for all entries since the last serial number in the dataset,
that the mirror already holds. With this process, the mir-
rors gather the complete Timelines data structure, which
is semi-centrally spread across the Timeline servers. Using
this data set, the Mirrors are also able and supposed to check
if all Timeline servers are behaving correctly. In case of a
misbehaviour the misbehaving Timeline server gets flagged
as rogue and this information is then passed to clients and
other mirrors. In the end, misbehaving servers get removed
from the list of trusted Timeline servers.

To create a complete view of the semi-centralized Timeline
data structure, mirrors combine all entries from the different
Timeline servers to produce a complete view on the Time-
lines. This is the view a client gets when querying Timelines
for a specific domain. This set of entries is first ordered by
their timestamps and, for entries which have the same times-
tamp, by the entry’s TID.

Clients are able to choose which Mirror they want to use, just
like DNS servers. The EFF envisages that Mirrors will also
be run by ISPs just like they run DNS servers today. This
would decrease the risk of privacy concerns as the queries
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would not get out of the ISP’s network and the ISP is sup-
posed to know to which domains a client connects to anyway
because of DNS lookups. In addition, the design introduces
an onion-routing style proxy feature for mirrors, where a
client can ask a mirror to proxy a query to another mirror.
Although the mirror knows which domains a client connects
to, no other party on the network is able to read the commu-
nication between the client and the mirror as this connection
is secured with SSL/TLS.

3.2.3 Clients

When a secured server is uses SK, the client connecting to it
will bypass the X.509 certificate chain checking, as this has
already been done by the Timeline server. The client will
just need to get the Sovereign Key for that server from a
Mirror and then check if the server’s certificate has correctly
been signed with the current Sovereign Key.

One thing to note about the cross-signature of the Sovereign
Key is that the X.509 data format does not offer the ability
to sign a certificate with more than one key. To be able
to add the Sovereign Key signature to a host’s certificate,
which should already be signed by a CA, an extension to
the X.509 data format is needed. However, clients which
do not know about SK should not be affected because the
extension is done in a way that legacy clients will ignore the
SK part.

Trust towards Mirrors: When connecting to a secured
server, clients query Mirrors for all Timeline entries regard-
ing the server’s domain name since the last entry that the
client still has in its cache. Mirrors answer those requests
with a list of all entries since the last entry of the client’s
cache together with a Timeline Freshness Message (TFM)
of all involved Timeline servers. A TFM includes a times-
tamp, the highest serial number to that point in time, the
serial number of the last CA update entry to that time, and
a signature of the timeline server. All this is additionally
signed by the mirror so that the mirror is liable for it. The
TFMs are used to check the honesty of Mirrors. Like Mirrors
check Timeline servers’ integrity and honesty, clients check
Mirrors: When a client gets an entry which has a higher se-
rial number or a higher timestamp than stated in the TFM,
it knows that the Mirror is misbehaving. When such a dis-
honest Mirror is found, the evidence of their misbehaviour
will be reported and in the end those Mirrors will be flagged
as bad and not used anymore.

Connection to a secured server: When a client connects
to a SSL/TLS secured service it will query a Mirror for the
Sovereign Key for that domain and service. The Mirror will
answer with a timestamp-sorted list of entries for that spe-
cific domain. As the next step the client goes through the
timestamp sorted list of entries it received from the Mirror.
The first Bind entry is trusted, from there on every addi-
tional entry to the timeline must be signed with the bound
Sovereign Key, unless a signed Unbind entry exists. If there
is an Unbind entry, the chronological next valid Rebind entry
will be trusted next (see section 3.4 for details). All correctly
signed entries will be processed in this way and ultimately
the client knows which Sovereign Key should be trusted for
the connection to a specific service on a specific domain.

This Sovereign Key is then used to validate the domain’s cer-
tificate by checking if it has been signed with the Sovereign
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Key. In order to offer more privacy and to be more robust
against Mirror outages, clients can cache Sovereign Keys.

Caching: As Sovereign Keys are supposed to be valid for
long periods of time, clients cache the keys locally. However,
revocation checks will be done occasionally. Caching will
also lead to a very small amount of data which needs to
be transferred when the Timeline for a certain domain has
already been cached as there are not be many updates to be
expected.

3.3 Other features

SK offers some additional features. The domain owner may
declare for each domain which services should use the SK
system or if every (secured) service should use SK. By using
this feature, a server is able to secure some services with SK
but keep on using the standard X.509 system for some other
services.

There is also a feature which allows domain owners to state
an alternative route to a domain’s service in case the normal
route is blocked or unavailable. Such an alternative route
would be tried when the normal route is not available or
seems to be under attack. Some proposed alternative route
modes are the use of proxies, VPNs or, especially promoted
by the authors of SK, the anonymization service Tor. This
allows an automated fallback, which may be useful e.g. in
restrictive countries where the government tries to block ac-
cess to certain domains.

3.4 Key management
The SK design already includes several solutions for key
management use cases:

Revocation: Unlike Certificate Transparency, SK already
has a concept to revoke compromised keys. In order to be
able to rebind a previously unbound Sovereign Key, a do-
main owner may state the domain names of so called Re-
binders. First, a compromised Sovereign Key needs to be
unbound. This is done using an Unbind message, which
needs to be signed with the Sovereign Key. An attacker
which compromised a Sovereign Key could do that as well,
but because of the Rebinder concept the attacker is not able
to rebind a new Sovereign Key to it.

When one wants to bind a new Sovereign Key to the domain,
this may just be done with a Rebind message, which needs
to be signed with the Sovereign Key of one of the domain
names previously stated as a Rebinder.

Change of domain owner: When a domain is transferred
to another owner, the same mechanism as with revocation is
used. First the current owner unbinds the current Sovereign
Key and then the new owner will be able to rebind the new
Sovereign Key through one of the Rebinders.

Expiry: To not block a domain by binding a Sovereign Key
with a domain forever (see next item), Sovereign Keys expire
and need to be renewed just like certificates in the X.509
system. One can never bind a Sovereign Key for longer
than one holds ownership of the domain. This property is
checked when binding a domain name to a Sovereign Key.
However, it is possible to get domains for a hundred years,
and thus it is possible to bind a Sovereign Key to a domain
for that period of time.
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Losing a Sovereign Key: One problem with the Sovereign
Key concept is that if a domain owner loses the Sovereign
Key, no changes to the entries are possible anymore. This
may even lead to losing control over the domain until the
Sovereign Key expires. The domain owner is not able to add
any entries for the domain in the SK system anymore, as all
entries must be signed with the now lost SK.

A Sovereign Key may be compared to physical property in
this case: Once it is lost, it cannot be regenerated. Revo-
cation of a lost key is impossible as the system requires an
Unbind message for a revocation, which needs to be signed
with the Sovereign Key. Thus Revocation is really just use-
ful in the case of a compromised key.

3.5 Discussion

SK fixes some issues which are prevalent in other concepts
or systems. The system is not affected by state-driven at-
tacks on the DNS system, like DNS-based approaches are.
When a government abuses its control over the DNS sys-
tem and changes entries in there, the rightful domain own-
ers are still in power over their Sovereign Key and the gov-
ernment would not be able to forge connections to the se-
cured services running on that domain. In contrast to nor-
mal Pinning-based approaches, even the first connection of
a client to a service running SK is secured. Also, SK is
generally compatible with every X.509 PKI based protocol.
In comparison to Notary-based systems, SK, just like every
other Transparency-based system, does not just rely on what
other hosts see on a network. Clients are able to check if the
certificate they see is really signed by the rightful domain
owner, which in the end is the only party able to decide
if a certificate is the right one or not. Unlike Certificate
Transparency, the SK project already has a concept for a
revocation system.

However, there are some issues, which will take some effort
to be fixed. Problems with captive portals should not be a
problem for SK in general. But as SK needs a side-channel
to check if a domain name is secured with a Sovereign Key,
this will need a workaround: The authors propose to collect
a list of known captive portal domains and then whitelist
them [1]. This collection is proposed to be done with the
help of a common web browser or a plugin for one. As the
domains of the captive portals do not use SK, this does not
affect the security. When a captive portal provider decides
to incorporate SK, the captive portal will be removed from
the whitelist.

Another issue are Denial-of-Service attacks on the Timelines
data structure by writing a big amount of entries to it. This
is proposed to be fixed with special rules for TLDs, which
need to be paid for and rate-limiting for all domain spaces,
which may be registered for free.

It will also be needed to take precautions that it is not pos-
sible to register a Sovereign Key for a domain not owned by
the registering party. This may even render domains useless
(see section 3.4). The authors propose to have a multi-staged
process, which includes some explicit changes to the services
run on the domain over a longer period of time [1].
However one issue is immanent to the SK system: a Sovereign
Key may be seen as physical property. When it is lost it can-
not be recovered nor revoked. This may even lead to loss of
the domain until the Sovereign Key expires.
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4. CONCLUSION

The 2011 attacks on CAs alerted the Internet community
that the current X.509 PKI is in a fragile state. There are
many different approaches to fix the current system. As each
system has its weaknesses, it may take the combination of
some of those approaches to build a system which is able to
fix all problems while still being deployable.

SK in its current proposed form is quite comprehensive and
may as well be combined with DNS-based approaches. As
there is no working prototype yet, it has to be seen if the
concept will hold up to its promises or if some unforeseen
technical problems get in the way.

Some of the outlined security concepts require quite big
changes to be made to clients, servers, or even to the op-
erational practices of CAs. Those changes will take quite
some time and e.g. the EFF thinks that it will take a couple
of years to build up the Sovereign Key system [5]. Some of
the systems could be faster deployed, such as Pinning-based
approaches, which are already used by Google for its own
domains within the Chrome browser. Notary-based systems
are also already available for end users. Even if some of the
concepts will not establish themselves, they might be used in
the period before a more comprehensive system is deployed.
There are also other applications for some of the concepts:
e.g. Notary-based systems can already be used to identify
and track down the source of MitM attacks [15].

Time will tell which concepts will be widely accepted and if
they hold up to their security promises.
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KURZFASSUNG

Rootkits sind eine Sammlung von Softwaretools, welche
es AufBlenstehenden erlauben, unerkannt die Kontrolle
iiber ein Computersystem zu behalten und dieses zu
manipulieren, ohne dass legitimierte Nutzer in der Lage
sind dies zu erkennen. Gerade Schadsoftware verwendet
Rootkittechnologie zur Tarnung, diese sind also eine
allgegenwirtige Gefahr.

Dieses Paper dient dazu, dem Leser die Eigenschaften und
Gefahren von Rootkits ndher zu bringen, so dass dieser in
der Lage ist, die Grundlegenden Konzepte zu verstehen. So
wird auf zwei verschiedene Rootkit-Typen eingegangen und
speziell Kernel-Mode Rootkits einer genaueren Betrachtung
unterzogen. Abschlieend wird erldutert auf welche Weise
ein Rootkit das Betriebssystem manipulieren kann und
welche Moglichkeiten zu Abwehr und Erkennung existieren.

Schliisselworte
User-Mode Rootkits, Kernel-Mode Rootkits, LKM, Linux
Kernel, Kernel Manipulation

1. EINLEITUNG

Angriffe auf Rechensysteme sind eine allgegenwirtige
Gefahr. Neben dem Ausspionieren von sensitiven Daten
(wie z.B. Kreditkartendaten) wollen Angreifer den Zugriff
auf ein System oft fiir eine lingere Zeit behalten (z.B.
fiir Botnetze). Hierzu versuchen sie die Kompromittierung
des Rechners vor dem Benutzer zu verschleiern um
Gegenmafinahmen zu vermeiden.

Ein Mittel hierzu stellen Rootkits dar. Diese kénnen, nach
dem erstmaligen Erlangen von Rootrechten, auf einem
System platziert werden und gewéhren dem Angreifer ab
diesem Zeitpunkt fortgesetzten privilegierten Zugriff durch
Schaffung einer Hintertiir. Des Weiteren sind sie in der
Lage sich selbst und andere Schadsoftware vor Entdeckung
zu schiitzen indem sie sich im System verstecken.

Ein prominentes Beispiel fiir den Einsatz von Rootkits
stammt aus dem Jahr 2005. Das Musiklabel “Sony BMG”
verwendete heimlich ein Rootkit als Teil seines Kopierschutz
[15]. Musik CDs mit diesem “Schutz” wurden millionenfach
verkauft und von den Kéaufern auf dem PC abgespielt,
wodurch das Rootkit installiert wurde, welches auch durch
andere Schadsoftware verwendet werden konnte.

Dieses  Beispiel zeigt, Rootkits sind nicht nur
eine theoretische Gefahr fiir die Sicherheit von
Computersystemen, sondern auch eine ganz reale. Dieses
Paper soll einen Uberblick iiber Geschichte und Funktion
von Rootkits vermitteln sowie einige Schutzmdoglichkeiten
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aufzeigen. Hierbei liegt der Fokus auf Unix Rootkits.

Dazu gibt Abschnitt 2 eine Definition von Rootkits, sowie
einem Uberblick iiber ihre Entwicklung und erliutert
skizzenhaft verschiedene Rootkit-Typen. Abschnitt 3 zeigt
beispielhaft die Funktionsweise eines Kernel-Mode Rootkits,
erlautert wie dieses im Kernel integriert werden kann und
zeigt eine Moglichkeit diesen zu manipulieren. Abschnitt 4
stellt Optionen zur Erkennung und Abwehr von Rootkits
vor. In Abschnitt 5 endet dieses Paper mit einem kurzen
Ausblick.

2. HINTERGRUND

Um sich dem Thema Rootkits anzundhern, wird im
folgenden Abschnitt eine Definition von Rootkits vorgestellt.
Anschlieend wird ein Blick auf die Historie der Rootkits
geworfen und auf deren Taxonomie eingegangen.

2.1 Definition

Da Rootkits je nach Umfang und Zweck verschiedene
Funktionen eines Betriebssystems beeinflussen koénnen
ist eine prézise Definition schwer zu finden. Hoglund
|[11] verwendet folgende grundlegende Definition der
Eigenschaften eines Rootkits:

“Fin  Rootkit ist dabei ein ’'Kit’ aus kleinen, niitzlichen
Programmen, die einem Angreifer den fortgesetzten Zugriff
auf root erlauben, dem mdchtigsten Benutzer auf einem
Computer.[...] Fin Rootkit ist ein Satz von Programmen
und Code, der eine dauerhafte und nicht aufzuspiirende
Préazens auf einem Computer erlauben.”

Ein einmal integriertes Rootkit ist in der Lage sich selbst
und andere Software vor dem rechtméfigen Administrator
eines Systems zu verbergen. Im Idealfall ist sich der
Benutzer der Kompromittierung nicht bewusst. Nach einer
Infizierung des Systems kann ein Rootkit (je nach Umfang)
theoretisch alle Interaktion eines Benutzers mit diesem
abfangen, kontrollieren und gegebenenfalls manipulieren. In
vielen Fillen bietet ein Rootkit auflerdem eine Hintertiir
zum System, mittels derer ein Angreifer wiederholt
versteckten Rootzugriff erlangen kann. Ein Rootkit dient
nicht dem erstmaligem Erlangen von Rootrechten, welche
notig sind um ein Rootkit im System zu integrieren. Diese
Rechte miissen vor der Integrierung des Rootkits auf andere
Art erlangt werden (z.B. mittels Schadsoftware, Social
Engineering).

Aber nicht nur Schadsoftware verwendet Rootkits, sondern
auch hostbasierte Uberwachungssysteme zum Schutz
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eines Computers vor Angreifern konnen diese Software
verwenden.

2.2 Geschichte

Erste Software mit der Eigenschaft zur Tarnung trat
erstmals in den spiten 1980er Jahren auf. Einer der ersten
Viren mit Tarnfunktionen war der Brain Virus fiir DOS |[1],
welcher sich im Bootsektor eines im DOS FAT formatierten
Speichermediums eingenistet hat. Wann immer versucht
wurde aus dem infizierten Boot Sektor zu lesen, hat Brain
diesen Zugriff umgeleitet und den originalen Boot Sektor
vorgezeigt.

Kurze Zeit spédter traten die ersten Rootkits auf UNIX
Systemen auf. Diese Rootkits ersetzten Benutzerprogramme
(z.B. login oder ps) durch eigene Varianten und sorgten
dafiir, dass Informationen iiber ihre Téatigkeit aus den
Logs entfernt wurden. Eine erweiterte Funktionalitdt
war das Ersetzen von Bibliotheken, welche von den
Benutzerprogrammen verwendet wurden. Diese wurden
dadurch indirekt beeinflusst, blieben selbst aber
unverandert.

Da ersetzte Dateien relativ leicht aufspiirbar waren, traten
in den spédten 90er Jahren erste Rootkits auf, die den
Betriebssystemkern (Kernel) beeinflussten. Auf diese Weise
waren sie in der Lage Schutzmoglichkeiten zu unterlaufen
und waren auf diese Weise noch schwerer aufzuspiiren.
In dieser Zeit kamen schliellich auch die ersten Windows
Rootkits in groflerem Mafle in Umlauf.

2.3 Taxonomie

Grundsitzlich existieren zwei verbreitete Typen von
Rootkits, die User- und die Kernel-Mode Rootkits. Zur
Einordnung werden die verschiedenen Berechtigungsstufen
eines Systems betrachtet. Die meisten Prozessoren
implementieren Privilegierungslevel, die nutzbare
Prozessorinstruktionen oder den Zugriff auf bestimmte
Speicherbereiche fiir einen Prozess einschranken. Oft werden
diese Level als Ring 0-3 bezeichnet, wobei Ring 3 auch als
User-Mode bezeichnet wird. Normale Benutzerprogramme
laufen in diesem Modus. Hier gibt es Einschrinkungen auf
den Zugriff auf Hardware und Speicher, es darf nur auf
den zugewiesenen (virtuellen) Speicherbereich zugegriffen
werden und nicht auf Speicherbereiche anderer Programme.
Auch der Zugriff auf den Kernel ist beschrinkt.

Ring 1 und 2 werden nur in seltenen Fillen benutzt, Ring
0 entspricht der hochsten Privilegierungstufe, in welcher
keine Einschrankungen gelten und in welchem der Kernel
eines Betriebssystems lduft.

Abbildung zeigt ein grundlegendes Modell eines
Computersystems. Das Betriebssystem lauft auf der
Hardware und verwaltet Zugriffe auf sie iiber den Kernel.
Im Betriebssystem ausgefiihrte Programme laufen im
User-Mode und konnen dabei auf Kernel Funktionen
zugreifen. Ein Rootkit im User-Mode ersetzt diese
Programmen oder Bibliotheken, welche von diesen genutzt
werden, um das System zu manipulieren. Dabei konnte
beispielsweise ps dahingehend geéndert werden, dass es bei
einem Aufruf vom Rootkit angestofiene Prozesse nicht linger
auflistet, um diese zu verstecken.
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Ein Beispiel fiir ein User-Mode Rootkitﬂ ist “Jynx2”|3],
welches bestimmte Funktionsaufrufe aus Bibliotheken
ersetzt, indem es eigene Bibliotheken vor den normalen
Bibliotheken lidt (‘LD_-PRELOADP}). Wird auf diese Art
beispielsweise eine eigene Bibliothek mit der Funktion
printf() vor der Standard C Bibliothek libc geladen, so
wird die zuerst geladene printf() Funktion aus der eigenen
Bibliothek verwendet. Nach der Installation versteckt
Jynx2 unter anderem alle Dateien und Prozesse, die einer
bestimmten Benutzer ID gehoren oder deren Name mit
einem vorher definierten String beginnt (standardméifig
“XxJynx”). Listing [1] zeigt die Auswirkung beispielhaft:

Listing 1: Verstecken eines Verzeichnisses durch
Jynx2

# 1s

dateil.txt datei2.txt

# mkdir XxJynx_Rootkit

# 1s

dateil.txt datei2.txt

Das neu erstellte Verzeichnis XzJynz_Rootkit wird durch
den Befehl [s nicht angezeigt, da es mit dem String
“XxJynx” beginnt und deshalb durch das Rootkit verborgen
wird.

Die Vielzahl der zu ersetzenden Dateien um alle
Benutzerprogramme abzudecken, war einer der Griinde

Lerschienen Mitte 2012, getestet unter Ubuntu 12.10
2LD_PRELOAD ist eine Umgebungsvariable, die eine Liste
von Bibliotheksadressen (z.b. ”/prelib/libc.so.6”) enthiilt,
die beim Starten von Programmen vor allen anderen
Bibliotheken geladen werden
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fir die Entwicklung von Kernel-Mode Rootkits. Wie
in Abbildung [I] zu sehen ist, operiert der Kernel
in der hochsten Privilegierungsstufe (Ring 0) und
regelt den Zugriff von Userland Programmen auf die
Hardware. Ein Kernel-Mode Rootkit kann an dieser Stelle
ansetzen und das Verhalten des Kernels manipulieren,
so dass zwar die Userland Programme wie [s nicht
ausgetauscht werden und unverdéchtig wirken, die von
ihnen oder einer eingebundenen Bibliothek verwendeten
Kernelfunktionalititen aber manipuliert sind. Auf diese
Weise lassen sich verschiedene Benutzerprogramme zentral
manipulieren, ohne diese direkt zu ersetzen.

Ein Beispiel zur Funktionalitdit und Installation von
Kernel-Mode Rootkits wird in Abschnitt [3] beschrieben.

3. KERNEL-MODE ROOTKITS

In diesem Abschnitt werden Kernel-Mode Rootkits n#her
untersucht. Dazu werden Moglichkeiten aufgezeigt, wie ein
derartiges Rootkit in den Kernel eingeschleust werden
kann. Hierfiir wird die gebrdauchliche Vorgehensweise
mittels Kernelmodulen untersucht. Im Anschluss wird die
Funktionsweise eines Kernel-Mode Rootkits anhand eines
Beispiels genauer erldutert.

3.1 Integration in den Kernel
Um ein Rootkit in den Kernel zu bringen, stehen mehrere
Mboglichkeiten zur Verfiigung [16], von denen je nach

Kernelversion allerdings nicht immer alle verwendet werden
kénnen (siehe Abschnitt [4.1]):

e Modifizieren des Abbilds des Kernels im Hauptspeicher
(représentiert durch /dev/kmem).

e Austausch des Kernelabbilds auf der Festplatte durch
eine eigene Version (/boot/vmlinuz).

e Ausfithren des Rootkits im User Mode mit Kernel
Mode Privilegien (Unterstiitzung durch Kernel
erforderlich, z.B. Kernel Mode Linux [13]).

e Integration in den Kernel durch Kernelmodule (engl.:
Loadable Kernel Modules, LKM).

Im Folgenden soll die gebrduchliche Methode der Integration
von Kernel-Rootkits in den Kernel mithilfe von LKMs
detaillierter betrachtet werden. LKMs sind als Bindrdatei
gespeichert und erweitern den Kernel um zusétzliche
Funktionalitidten (z.B. Gerétetreiber). Sie kénnen wihrend
dem laufenden Betrieb in den Kernel mit aufgenommen
und von diesem benutzt werden. Der Code wird in der
selben Privilegierungsstufe wie der Kernel ausgefithrt (Ring
0). Mit LKMs ist es moglich, tiefergreifende Verinderungen
im Betriebssystemkern zu bewirken, ohne das System dabei
neustarten zu miissen. Der Code eines LKMs muss dabei
zwel bestimmte Methoden beinhalten, init_module(), welche
ausgefithrt wird wenn das Modul in den Kernel geladen
wird und cleanup_module(), welche beim Entladen aus dem
Kernel aufgerufen wird. Mittels dieser Aufrufe integriert
sich das Modul in den Kernel, so das diesem die neuen
Funktionalitéten zur verfiigung stehen (siehe Abschnitt .
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3.2 Systemaufrufe

Zum Verstindnis der Funktionsweise von Kernel-Mode
Rootkits, ist es notig zu verstehen, wie die fiir Rootkits
relevanten Teile des Kernels funktionieren, beziehungsweise
welche Aufgaben der Kernel fiir gewohnliche Userland
Programme ausfiihrt.

Funktionen des Kernels sind unter anderem Speicher-,
Prozess- und Dateisystem Management, sowie die
Verwaltung von Gerétetreibern und des Netzwerkzugriffs.
Wenn ein Benutzerprogramm Zugriff auf einen vom Kernel
verwalteten Bereich bendtigt (z.B. zum Versenden eines
Netzwerkpakets), muss es auf entsprechende Funktionen
des Kernels zugreifen, welche die Anfrage dann behandeln.
Fiir die Kommunikation mit dem Kernel stehen, je nach
Anfrage verschiedene, Systemaufrufe zur Verfiigung. Will
ein Benutzerprogramm beispielsweise eine Datei 6ffnen, so
muss es dazu, unter anderem, den sys_open() Systemaufruf
des Kernels nutzen. Im Normalfall werden fiir diesen Zugriff
von Benutzerprogrammen auf den Kernel Funktionen
von Bibliotheken im Userland benutzt, wie beispielsweise
fopen() aus der Standard C Bibliothek libc. Die Bibliotheken
rufen dann ihrerseits den Systemaufruf auf.

In der Kernelversion 3.5.0 gibt es iiber 270 verschiedene
Systemaufrufe. Die Speicheradressen dieser Funktionen
sind in der sogenannten Systemaufrufstabelle abgelegt und
werden iiber diese verwaltet.

Kernel Rootkits basieren darauf, auf diese Tabelle
zuzugreifen und bestimmte Systemaufrufe (je nach
Ziel des Angreifers) durch eigene, angepasste Varianten zu
ersetzen oder neue Systemaufrufe zu erstellen, welche durch
Userland Schadsoftware genutzt werden konnen (siehe

Abschnitt [3.3.2)).

3.3 LKM Kernel-Mode Rootkits

Im folgenden Abschnitt wird gezeigt, wie ein Rootkit
als Kernelmodul in den Kernel geladen wird und dort
Systemaufrufe manipulieren kann.

3.3.1 Zugriff auf die Systemaufrufstabelle

Um  Systemaufrufe zu beeinflussen, bendtigt ein
Kernel-Mode Rootkit Zugriff auf die Systemaufrufstabelle.
Um an die Adresse der Tabelle im Speicher zu
gelangen, kann aus /boot/System.map-Kernelversion
die Speicheradresse ausgelesen werden an welcher sich
die Tabelle befindet, um sie dann im Rootkit direkt zu
adressieren.

Abbildung 2| zeigt den entsprechenden Eintrag in der

cl5dseif r __ func__.22707
c15d5028 r print_trace_ops
k15d5046 R sys_call_table
c15d55e@ r k8 _nops
c15d5620 r p6_nops
c15d5660 r intel_nops

Abbildung 2: Adresse der Systemaufrufstabelle in
System.map

System.map. Die Adresse der Systemaufrufstabelle
unterscheidet sich je nach Kernelversion. Der linke
Eintrag stellt die Adresse im Speicher dar, der rechte
gibt den Symbolnamen der Systemvariable an, welche
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sich an dieser Stelle befindet (in diesem Fall sys_call_table
als Symbolname fiir die Systemaufrufstabelle). Das R
weist darauf hin, dass der Speicherbereich, in dem die
Tabelle liegt, schreibgeschiitzt (read-only) ist. Um die
Tabelle manipulieren zu konnen, muss dieser Schutz
aufgehoben werden, wie es beispielhaft in Abschnitt
gezeigt wird. Ein funktionsfihiges Beispiel eines Rootkits,
welches Systemaufrufe ersetzt, findet sich auch im Blog
von Styx [19]. Dieser zeigt auch eine Moglichkeit wie ein
Rootkit so erweitert werden kann, dass es die Adresse der
Systemaufrufstabelle dynamisch wiahrend dem Kompilieren
bzw. zur Laufzeit aus der System.map auslesen kann [18].
Auf diese Art und Weise ist es nicht langer notig den
Speicherort der Tabelle fiir verschiedene Systeme manuell
zu suchen.

3.3.2  Ersetzen eines Systemaufrufs

Nachdem man Zugriff auf die Systemaufrufstabelle besitzt,
kann man verschiedene Systemaufrufe durch eigene
Varianten ersetzen. Im Folgenden soll die Funktionalitét
eines Kernel-Mode Rootkits anhand der wichtigsten
Codeausschnitte eines einfachen Beispiels gezeigt werden.
Das Rootkit soll den Systemaufruf sys nanosleep() durch
eine eigene Variante ersetze. Normalerweise wird der
Systemaufruf beispielsweise von der Funktion sleep()
verwendet, welche die Ausfithrung eines Programms um eine
angegebene Zeit verzogert. Die Rootkitversion des Aurufs
soll nun bei einer bestimmten zu wartenden Zeit anstatt
zu warten dem aufrufenden Prozess Rootrechte verleihen.
Listing [2] zeigt den Code der zur Ausfithrung kommt wenn
das Rootkit als Modul in den Kernel geladen wird.

Listing 2: init Funktion des Rootkit Moduls

unsigned long *syscall_table = (unsigned long *)0xc15d5040;
asmlinkage int (*original_nanosleep)(struct timespec *, struct timespec *);

static int init(void) {

write_crO(read_cr0() & (~ 0x10000));
original_nanosleep = (void *)syscall_table[__NR_nanosleep];
syscall_table[__NR_nanosleep] = new_nanosleep;

write_crO(read_cr0() | 0x10000);
return 0;

In Zeile 1 wird die Systemaufrufstabelle anhand ihrer vorher
aus /boot/System.map ausgelesenen Position im Speicher
adressiert, so dass sie im Weiteren manipuliert werden
kann. Ab Zeile 4 ist der Code zu sehen, der beim Laden
des Moduls in den Kernel ausgefiihrt wird (vgl. Abschnitt
B.I). In Zeile 5 wird zuerst durch die Funktion write_cr0()
der Schreibschutz des Speicherbereichs aufgehoben, in dem
auch die Systemaufrufstabelle liegt. Dies geschieht durch
Setzen des 17. Bits im dafiir verantwortlichen Register
CRO auf 0 |12|. AnschlieBend wird die Originaladresse des
zu ersetzenden Systemaufrufs (sys-nanosleep()) gesichert
und der entsprechende Eintrag durch die Adresse der
Rootkit Funktion new_nanosleep() ersetzt (Zeile 8), welche
ebenfalls als Code im Modul vorliegt. Abschlielend wird der
Schreibschutz des Speicherbereichs wieder reaktiviert.

Der neue Systemaufruf des Rootkits new_nanosleep() ist
in Listing zu sehen. Immer wenn der urspriingliche
Systemaufruf angefragt wird, springt stattdessen der
Rootkit Code ein.
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Listing 3: Rootkitversion des ersetzten
Systemaufrufs
asmlinkage int new_nanosleep(struct timespec *req ,
struct cred *mnew;
if (req->tv_sec==1234){
new = prepare_creds();
if ( new != NULL ) {

struct timespec *rem){

new->uid = new->gid = 0;

new->euid = new->egid = 0;
new->suid = new->sgid = 0;
new->fsuid = new->fsgid =

commit_creds (new);

return 0;
¥

else {
return original_nanosleep(req,

}

rem);

Dieser iiberpriift zuerst wie lange sys_nanosleep() schlafen
soll (Zeile 3) und verleiht dem aufrufenden Prozess
Rootrechte (Zeilen 2,4,6-10) wenn die Wartezeit 1234
Sekunden betrégt. Dazu werden die Werte der Benutzer-I
(=uid) und Gruppen-lqﬂ (=gid) auf den Wert 0 gesetzt,
was intern dem Root Benutzer entsprichtﬂ Fiur alle
anderen Zeiten wird in Zeile 15 der originale Systemaufruf
aufgerufen.

Danach besitzt der Prozess der den Systemaufruf ausgefiihrt
hat Rootrechte und kann im Folgenden mit diesen operieren,
auch wenn nie das Passwort des eigentlichen Rootbenutzers
eingegeben werden musste.

Listing[d]zeigt den C Code fiir ein (Userland) Programm, bei
dessen Ausfithrung (bei installiertem Rootkit) eine Shell mit
Rootzugriff gestartet wird ohne dass eine Authentisierung
des Benutzers notig isﬂ

Listing 4: Programm zum Testen des Rootkits
int main () {
sleep (1234) ;
system ("/bin/sh");
return O;

}

Oft werden (vor allem in der Forschung) Kernelrootkits
zusammen mit einem Userland Steuerprogramm genutzt,
mit Hilfe dessen z.B. Funktionen des Rootkits dynamisch
(de-)aktiviert werden koénnen. Dieses Steuerprogramm
konnte, wie in Listing 4| gezeigt, mittels des sys_nanosleep()
Systemaufrufs arbeiten und ungenutzte Signaleﬂ zZur
Steuerung verwenden, die das Kernelrootkit abfingt. Ein
Kernel-Mode Rootkit, welches den Systemaufruf sys_kill()
nutzt ist KNARK [14] (fiir die Kernelversionen 2.2 und 2.4),
welches standardméBig mittels killall -81 die Anwesenheit
bestimmter Prozesse versteckt und sie nach dem Kommando
killall -32 wieder anzeigt.

Abbildung [3] verdeutlicht die Funktionsweise des Rootkits
und zeigt wie es eine eigene Funktion vor dem eigentlichen
Systemaufruf platziert. Alle weiteren Aufrufe laufen nun

des

3reprisentiert intern den  Benutzer anstelle

Benutzernamens

4Ein Benutzer gehért mindestens einer Gruppe an, welche
eine Rolle bei seinen Zugriffsberechtigungen spielt

®Die Varianten euid,egidm,suid,sgid, fsuid und fsgid sind
zum Verstindniss von Rootkits hier nicht weiter relevant
Svollstiandiges Rootkit getestet unter Kernelversion 3.5.0

"kurze Nachrichten an Prozesse die bestimmte Reaktionen
auslosen sollen und iiber den Kernel laufen
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sys _call_table

Systemaufruf
Oxc 10509080 _——) sys_Kill()
Urspringliche
Rootkit Code Systemaufruf Systemaufruf
Adresse
Oxc1432340 (| MIEW_NANOSIEEP() = = ] 0xc 1104230 b= — | SYs_nanosleep()
A Systemaufruf
Oxc 1151340 3| sys_geldents()

|

Benutzung

Rootkit ersetzt Adresse des
urspringlichen Systemaufrufs,
speichert sie aber zur weiteren

Abbildung 3: Beispiel fiir das Verhalten eines Kernelrootkits, welches einen Systemaufruf ersetzt

iiber die zwischengeschaltete Rootkitfunktion und kénnen
von dieser manipuliert werden.

Neben der beispielhaft beschriebenen Manipulation des
Systemaufrufs sys_nanosleep() existieren noch weitere
Moglichkeiten, das Systemverhalten zu beeinflussen:

e Verstecken von Dateien, Verzeichnissen und Prozessen:
Durch Manipulation des Systemaufrufs sys_getdents()
konnen Dateien und Verzeichnisse beispielsweise vor
dem Programm [s verborgen werden.

e Manipulation eines Programmaufrufs: Mit Hilfe
eines angepassten sys_ezecve() kann anstelle eines

aufgerufenen Programms ein anderes ausgefiihrt
werden.
e Benutzerrechte  verdndern:  Rootrechte  mittels

sys_setuid verleihen
e Netzwerkverbindung verstecken

e Netzwerkpakete abfangen

Die aufgefithrten Moglichkeiten zeigen einen Uberblick
dessen, wozu Kernel-Mode Rootkits fiahig sind. Weitere
Moglichkeiten und detailliertere Erlduterungen zeigt
beispielsweise Peldez |16].

4. SCHUTZMOGLICHKEITEN

Es zeigt sich, dass Rootkits eine grofle Bedrohung fiir
die Sicherheit eines Systems darstellen. Entsprechend
miissen Gegenmafinahmen getroffen werden, um Rootkits
die Manipulation des Systems zu erschweren und schon
installierte Rootkits zu erkennen. Ein allgemeiner Uberblick
dazu zeigt z.B. Hannel [8]. Einige Methoden zu Erkennung
und Abwehr werden in diesem Kapitel exemplarisch
angesprochen.
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4.1 Abwehr

Generell ist es wichtig, das System vor dem ersten Angriff
zum Erlangen von Rootrechten zu schiitzen, welche nétig
sind, um ein Rootkit zu platzieren.

Zusétzlich kénnen auch Mafinahmen ergriffen werden, um
das System zu hérten. Dabei soll dem Angreifer die
Installation des Rootkits zu erschwert, beziehungsweise die
Funktion des Rootkits behindert werden. Nachfolgend sind
einige Moglichkeiten aufgezeigt, die teilweise auch schon
standartméfig in Linux Systemen umgesetzt werden.

Um wichtige Dateien vor dem Ersetzen oder Verédndern zu
schiitzen, kann durch einen Benutzer mit Rootrechten ihr so
genanntes immutable Flag gesetzt werden. Solange das Flag
gesetzt ist, kann niemand diese Datei manipulieren bis das
Flag wieder entfernt wird. Dadurch wird auch verhindert,
dass die Datei durch ein Userland Rootkit ersetzt wird.
Allerdings ist das fiir den Kernel selbst nicht mdoglich,
wodurch Rootkits mittels LKM weiterhin den Kernel um
ihren eigenen Code erweitern kénnen.

Um einen Angriff durch LKM Kernel Rootkits zu
vermeiden besteht die Mdoglichkeit den Kernel ohne die
Unterstiitzung von Kernbelmodulen zu kompilieren. Diese
Variante hat aber den Nachteil, dass alle benétigten
Geriitetreiber (welche meist auf LKMs basieren) direkt
in den Kernel integriert sein. Ein dynamisches Nachladen
mittels Kernelmodulen ist dann nicht moglich. Systeme
werden durch diese Einschrinkung sehr unflexibel, da
der Kernel fiir Anderungen immer neu kompiliert werden
miisste.

Zusétzlich ist zu beachten, dass Rootkits nicht nur mittels
LKMs in den Kernel gelangen koénnen, sondern z.B.
auch durch die Verdnderung des Kernels im Speicher
mittels /dev/kmem. Uber diese spezielle Datei besteht
ein Schreibzugriff auf den Speicherbereich des Kernels.
Diese Moglichkeit ist aber in vielen Linuxdistributionen
wie Ubuntu mittlerweile deaktiviert [5], da ein Zugriff iiber
kmem in erster Linie eine Sicherheitsgefihrdung darstellte,
aber keinen sinnvollen Nutzen fiir das System mehr erfiillte.
Eine mit der Linux Kernel Version 3.7 neu eingefiihrte
Moglichkeit zum Schutz vor schidlichen Kernelmodulen ist
die Verwendung von kryptographisch signierten Modulen
|7). Wird diese Option im Kernel aktiviert kann auch ein
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Benutzer mit Rootrechten keine Module mehr in den Kernel
laden, welche nicht mit dem richtigen Schliissel signiert
wurden.

Wie erldutert wurde, verwenden Kernel Rootkits die Tabelle
der Systemaufrufe um diese zu manipulieren. In fritheren
Kernelversionen (vor 2.6) wurde diese Tabelle noch vom
Kernel exportiert und erlaubte so einen einfachen Zugriff
fiir Kernelmodule mittels extern void* sys_call tablef].

In neueren Kernel Versionen wird die Tabelle standartmafig
nicht mehr exportiert und ist schreibgeschiitzt. Dadurch
wird dem Rootkit der Zugriff auf die Adresse an der die
Tabelle im Speicher liegt erschwert. Einige der moglichen
Wege zu der Adresse liegen in der erwidhnten System.map,
die allerdings fiir den laufenden Betrieb nicht nétig ist und
daher (nach einem Backup) theoretisch geldscht werden
kann|16][S.143].

4.2 Erkennungsmechanismen

Auch wenn ein System entsprechend geschiitzt bzw.
gehirtet wurde, existiert keine Garantie, dass keine
Kompromittierung vorliegt. Daher sollte regelméfig
iiberpriift werden, ob das Systemverhalten beeinflusst wird.
Dazu existieren verschiedene Moglichkeiten.

Durch gezieltes Uberpriifen der Riickgabe verschiedener
Benutzerprogramme eines Systems, welche normalerweise
gleiche Ergebnisse liefern (z.B. Is und echo *), kénnen
Unterschiede aufgespiirt werden, falls nur eines der
Programme eine falsche Ausgabe liefert. Dieser Vergleich
verschiedener Sichten wird als “Lie Detection” bezeichnet.
Ein weiteres Beispiel aus diesem Bereich ist das Aufspiiren
von Ports, welche von Rootkits als Hintertiir getffnet
wurden und vor dem Benutzer versteckt werden. Dazu
kann man die Ausgabe des Systems (netstat -nlp) mit einer
externen Sicht vergleichen, die ein Portscanner wie zum
Beispiel nmap liefert (nmap -sT -p 1-65535 IP-Adresse).
Chkrootkit [2] ist ein Tool, welches unter anderem
iiberpriift, ob Prozesse versteckt werden, indem es Lie
Detection anwendet. Prozessinformationen werden in Linux
durch ein spezielles Dateisystem im Verzeichnis /proc
reprisentiert [°| Chkrootkit iiberpriift /proc/ und vergleicht
den Inhalt mit dem Ergebnis des ps Befehls, um verborgene
Prozesse aufzuspiiren.

Ein weiteres Verfahren von Chkrootkit ist das Aufspiiren
von Konfigurationsdateien, welche von einigen Rootkits
genutzt werden, um ihr Verhalten flexibel anpassen zu
kénnen (z.B. bei Jynx2 zum Wihlen des Schliisselworts und
der ID die zum Verstecken einer Datei fiihrt).

Eine weitere Moglichkeit zur Rootkiterkennung bietet eine
regelméfige Durchfithrung einer Integritédtspriifung von
wichtigen Programmen oder Dateien. Dadurch kénnen
vor allem Userland Rootkits aufgespiirt werden, da diese
auf dem Ersetzen von Bin#drdateien basieren. Zu dieser
Uberpriifung wird die Datei mit einer vertrauenswiirdigen
Datei des Benutzerprogramms zu verglichen, die entweder
frither als Backup gesichert wurde, oder beispielsweise aus
einer vertrauenswiirdigen, offiziellen Datenbank entnommen
wird. Um den Vergleich zu vereinfachen wird meist ein
Hashwert der Datei benutzt.

Rkhunter [4] ist ein Schutzprogramm, welches unter
anderem dieses Verfahren einsetzt, um mittels MD5/SHA1

8Fiir den Prozess mit der ID XXXX existiert das Verzeichnis
/proc/XXXX/

Seminar Fl & ITM WS2012/2013,
Network Architectures and Services, February 2013

64

Hash Berechnung und einer aus dem Internet aktualisierbare
Datenbank von Hashwerten verdnderte Bindrdateien
aufzuspiiren.

Einige Rootkits weisen spezielle Eigenschaften auf, anhand
derer sie leichter zu identifizieren sind (Rootkit Signatur).
KNARK zum Beispiel verwendet ungenutzte Signale an das
System (sys_kill(-31)), um Prozesse zu verstecken. Diese
konnen iiberpriift werden und bei unerwarteten Ereignissen
(z.B. Verschwinden des Prozesses) eine Meldung ausgegeben
werden.

Im Vergleich zu anderer Rootkiterkennungssoftware ist
das letzte rkhunter Update relativ aktuell (Mai 2012),
was fiir Rootkiterkennung eine wichtige Rolle spielt, da
Rootkitersteller versuchen ihre Software vor Entdeckung zu
schiitzen.

Einige weiterfithrende Tools zur Systemanalyse
-hértung beschreibt Claudia Eckert [6][Seite 179fF].

und

Gerade bei Kernel-Mode Rootkits lduft die Erkennung von
Rootkits auf ein Wettriisten zwischen Sicherheitssoftware
und Rootkits hinaus. Rootkits versuchen sich moglichst
komplett vor Erkennung zu verbergen, Sicherheitssoftware
versucht Liicken in diesem “Versteck” zu finden.
Wenn Erkennungstools versuchen eine Verédnderung
der Systemaufrufstabelle zu erkennen (z.B. durch
Vergleich mit einem Snapshot aus einem friiheren,
unverénderten  Zustand), koénnen Rootkits darauf
verzichten, auf die Originaltabelle zuzugreifen und
beispielsweise mit einer Kopie der Tabelle arbeiten
und Aufrufe an diese umleiten. Dariiber hinaus kann auf die
Manipulation der Systemaufrufstabelle verzichtet werden.
Stattdessen iiberschreiben ein Rootkit die ersten Bytes der
Systemaufrufe mit einem Sprungbefehl an die Adresse ihrer
eigenen Variante.

Um den als Beispiel fiir Lie Detection erwihnten
Portvergleich zu umgehen, kann ein Rootkit beispielsweise
diesen erst dann 6ffnen, wenn davor versucht wurde in einer
bestimmten Reihenfolge verschiedene Ports zu adressieren.
Spricht ein externer Portscanner die Ports dann nicht
zuféllig in dieser Reihenfolge an, oder wird der Port gerade
von dem Rootkit verwendet, ist er geschlossen und wird
nicht erkannt.

5. ZUSAMMENFASSUNG UND AUSBLICK

Rootkits  stellen eine grofle  Sicherheitsgefihrdung
dar, welche sich seit den 80er Jahre kontinuierlich
weiterentwickelt haben. Sie sind in der Lage unerkannt die
Herrschaft iiber ein System zu behalten und dieses in dem
Sinn ihres Erstellers zu beeinflussen, um diesem heimlichen
Root Zugriff zu gestatten, sowie bestimmte Prozesse und
Dateien vor Entdeckung zu schiitzen.

Grundlegend kann zwischen zwei Rootkit Typen
unterschieden werden. User-Mode Rootkits setzen auf der
Benutzerebene an und ersetzen komplette Programme
bzw. Bibliotheken, wé&hrend Kernel-Mode Rootkits
Systemaufrufe des Kernels manipulieren. In diesem
Paper wurde ein exemplarisches Kernel-Mode Rootkit
vorgestellt, welches in der Lage ist einem gewdohnlichen
Benutzer Rootzugriff auf das System zu gewéhren.

AuBlerdem wurden einige Moglichkeiten —aufgezeigt,
wie basierend auf Lie Detection, Integritéitspriifung
bzw. Signaturerkennung infizierte Systeme erkannt
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konnen  sich
unterscheiden.
Lage bekannte

Rootkit
allerdings
sind in der

werden  konnen. Je nach
die  Erkennungsmerkmale
Neuere Rootkitversionen
Erkennungsmechanismen zu umgehen, wie das in
diesem Paper erwidhnte User-Mode Rootkit Jynx2,
welches weder von chkrootkit noch von rkhunter, zwei
Rootkiterkennungstools, erkannt wurde.

Neuere Entwicklungen zeigen, dass sich Rootkits noch tiefer
in einem System einnisten koénnen, als es Kernel-Mode
Rootkits tun.

Rootkits, die die Maoglichkeiten der Virtualisierung
benutzen, verschieben dabei das komplette Betriebssystem
in eine virtuelle Umgebung. Sie werden als "virtual machine
based Rootkit”, kurz VMBR bezeichnet und setzen sich
zwischen Hardware und Kernel und tduschen diesem vor,
weiterhin volle Kontrolle iiber die Hardware zu besitzen.
Beispiele sind Subvirt[10] oder Bluepill[17], beide vorgestellt
im Jahr 2006.

Eine weitere Variante sind Firmware-Rootkits, welche sich
direkt in der Hardware Ebene festsetzen und die Firmware
beeinflussen. Ein solches Rootkit von John Heasman
[9] iiberlebte sogar eine komplette Neuinstallation des
Betriebssystems des kompromittierten Systems, in dem es
sich im BIOS festsetzte.

Rootkits sind ein aktuelles Thema, welches gerade
wegen den Eigenschaften sich vor Benutzern zu
verbergen aufmerksam verfolgt werden sollte, um den
Sicherheitsanforderungen von heutigen Systemen gerecht
werden zu konnen.
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KURZFASSUNG

Diese Ausarbeitung behandelt das Software Defined Networ-
king (SDN) mit OpenFlow. Das SDN lagert die Kontrollin-
stanz des Netzwerkes aus und ermdglicht die Virtualisierung
auf Netzwerkebene, welche langfristig durch sich verénderte
Anforderungen an die Netzwerk Infrastrukturen nétig wird
und Einschrankungen von klassischen Netzwerken entgegen-
wirkt. Technisch gesehen handelt es sich bei OpenFlow um
ein Layer 2 Protokoll. Fiir die Nutzung von OpenFlow ist
ein vom Hersteller angepasster Switch notig, welche inzwi-
schen zahlreiche Hersteller anbieten. Praktische Anwendun-
gen, die die Vorteile des SDNs ausnutzen, sind Experimente
in Produktivnetzwerken, Load Balancing, Clouds, transpa-
rente Dienste oder grofle Datencenter. Fiir die Programmie-
rung solche virtueller Netzwerke bietet sich die dafiir spezia-
lisierte Programmiersprache Frenetic an. Obwohl das SDN
und OpenFlow viele praktische Anwendungszwecke bietet,
kommt es bisher nur in sehr speziellen Szenarien zum Ein-
satz.

Schliisselworte
Software Defined Networking, OpenFlow, Netzwerk Virtua-
lisierung, Frenetic

1. EINLEITUNG UND DEFINITION

WVirtualisierung® und ,,Cloud“ sind momentan die Schlagwor-
ter der I'T-Industrie und haben sich von einem Trend zu ei-
nem nicht mehr wegzudenkenden Standard im Bereich von
IT-Infrastrukturen entwickelt. [10]

Unter Virtualisierung versteht man ,, Technologien, die ent-
worfen wurden, um eine Ebene der Abstraktion zwischen
den Hardware Systemen und der darauf laufenden Software
zu bereitzustellen* [20]. Im Bereich der Server Virtualisie-
rung bedeutet dies, dass die physisch vorhandenen Ressour-
cen der Hardware in verschiedene virtuelle Pools aufgeteilt
oder zusammengefasst werden. Dadurch wird eine Abstrak-
tion erreicht, die es ermoglicht die einzelnen virtuellen Ma-
schinen unabhéngig von der eigentlichen Hardware zu be-
treiben, zu duplizieren oder zu verschieben.

Wendet man die obige Definition von Virtualisierung auch
auf Netzwerk Infrastrukturen an, ergeben dich die Grund-
ziige des ,Software Defined Networking“ (SDN). Im Deut-
schen kénnte SDN am ehesten als ,,durch Software gesteuer-
ter Netzwerkbetrieb” iibersetzt werden. Unter Software Defi-
ned Networking versteht man das Entkoppeln der Kontroll-
Ebene von der Daten-Ebene in der Netzwerk Architektur.
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Durch das Verschieben der Kontrollinstanz wird eine Ab-
straktion und Virtualisierung des Netzwerkes erreicht [12,
S. 7).

Ziel der SDN Architektur ist es, unabhéingig vom Hersteller
der einzelnen Netzwerkgerite, Netzwerk Ressourcen mittels
dynamischer und automatisierter Software einzurichten, zu
steuern, abzusichern und zu optimieren [12, S. 8].

Diese Ausarbeitung wird zunéchst die Moglichkeiten des SDN
gegeniiber klassischen Netzwerken sowie die Funktionen, Zie-
le und Absichten von OpenFlow erklirt. Dabei werden un-
terschiedliche praktische Anwendungsfille fiir die Nutzung
SDN Architekturen dargelegt. Aulerdem wird die Program-
mierung von SDN-Controllern mit der Programmierspra-
che Frenetic kurz aufgezeigt. Abschlieend setzt sich diese
Ausarbeitung kritisch mit den Limits und der Zukunft von
OpenFlow auseinander.

2. EINSCHRANKUNGEN VON KLASSISCHEN

NETZWERKEN

Die Anforderungen an die Netzwerk Infrastrukturen haben
sich, besonders in den letzten Jahren, stark verandert. Griin-
de dafiir sind unter anderem neue ,,On-Demand* Geschéfts-
modelle, die zunehmende Anzahl von Geréten, wie zum Bei-
spiel durch Smartphones, und das Verlangen nach immer
grofleren Bandbreiten. Klassische Netzwerkstrukutren, des-
sen grundsitzlichen Strukturen noch aus den frithen 90er
Jahren stammen, sind dafiir teilweise nicht ausgelegt wor-
den.

Verdndertes Nutzerverhalten und gré3ere Bandbreiten:

Klassische Netzwerke sind starr und wurden fiir Client-
Server Verbindungen konzipiert, die fiir eine bestimm-
te Zeit aufgebaut werden und anschlieflend wieder ge-
trennt werden. Diese Architektur passt teilweise nicht
mehr zu modernen Anwendungen, die auf viele ver-
schieden Server gleichzeitig zugreifen und beispielswei-
se ,,Push“-Dienste nutzen. Der Trend geht zu ,, Always-
On“ und der Nutzer mochte von iiberall auf der Welt
jederzeit auf seine Daten zugreifen kénnen. Um diese
Bediirfnisse zu befriedigen, muss das Netzwerk flexibel
werden und fihig sein sich in Echtzeit an das Nutzer-
verhalten anzupassen: Beispielsweise miissen die im-
mer groffer werdenden Bandbreiten dynamisch Anwen-
dungen oder Nutzern zugewiesen werden kénnen oder
das Netzwerk muss selbststdndig Engpésse erkennen
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und darauf reagieren kénnen. [12, S.3]

Komplexitidt und Verwaltbarkeit: Die zunehmende An-
zahl der Hosts in den, meist historisch gewachsenen,
Netzwerken fithrt zu einer hohen Komplexitédt bei der

Verwaltung. Durch die zunehmende Server-Virtualisierung

vervielfacht sich zusétzlich die Anzahl der virtuellen
Hosts. Diese Hosts in die unterschiedlichen Konfigura-
tionsinterfaces der verschiedenen Switches und Router
fiir beispielsweise ACLs (Access Control Lists), VLANs
(Virtuelle Subnetze) oder QoS (Quality of Service) ein-
zutragen ist ein hoher Verwaltungsaufwand. Diese Auf-
gaben kénnen durch SDN automatisiert werden und
damit die OPEX Kosten (Betriebsausgaben) gesenkt
werden. [12, S.4,5]

Abhingigkeit von den Geridteherstellern: Hersteller von

Switches oder Routern bieten oft zentrale Verwaltungs-
moglichkeiten fiir ihre Geréte an. Diese funktionieren
jedoch nicht herstelleriibergreifend, wodurch man von
einem bestimmten Hersteller, dessen Support und des-
sen Produktzyklen abhingig ist. Setzt man auf einen
einheitlichen Standard wie OpenFlow ist man unab-
héngig vom Hersteller und kann beliebige Geriate kom-
binieren. Zudem kénnen erhebliche Kosten fiir die Er-
neuerung von Switches eingespart weden, da die eigene
Software auf auf den Switches gegebenenfalls aktuali-
siert oder angepasst weden kann, ohne dass neue Hard-
ware gekauft werden muss. [12, S.6]

Skalierungs- und Anpassungsmdoglichkeiten: Durch ,,On-

Demand® Geschiftsmodelle muss sich das Netzwerk
ebenfalls ,,On-Demand®“ an die Anforderungen anpas-
sen konnen. Das Hinzufiigen und die Konfiguration von
neuen Netzwerkgerdten kann durch SDN automatisiert
werden und daher in viel kiirzerer Zeit erfolgen. [12,

S.6]

3. SOFTWARE DEFINED NETWORKING

MIT OPENFLOW

OpenFlow ist ein Open Source Projekt hat sich als die Stan-
dardschnittstelle fiir SDN-Architekturen etabliert. Die ur-
spriingliche Spezifikation von OpenFlow wurde 2008 an der
Stanford Universitét verfasst. Seit 2011 wird OpenFlow von
der Open Networking Foundation (ONF) betreut. Die ONF
wurde von der Deutschen Telekom, Facebook, Google, Mi-
crosoft, Verizon, und Yahoo! gegriindet und zihlt inzwischen
iiber 80 Mitglieder. [1, 9]

Y Openilo.y

Abbildung 1: OpenFlow Logo [1]

3.1 OpenFlow Unterstiitzung

Grundvoraussetzung fiir die Nutzung von OpenFlow sind
mit OpenFlow kompatible Switches bzw. Router. Dabei un-
terscheidet man zwischen dedizierten OpenFlow Switches
(,, Type 0%) und OpenFlow-Enabeld Switches (,, Type 1¢). Die
Type-0 Switches funktionieren nur im OpenFlow-Modus, das
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heifit sie bieten sonst keine klassischen Switch Funktionali-
tdten. Bei den OpenFlow-Enabeld Switches dahingegen ist
OpenFlow eine Zusatzfunktion. Der Hersteller muss das vor-
handene geschlossene System nicht offenlegen und Open-
Flow kann trotzdem auf die Funktionalitdten des Switches
zuriickgreifen. (Kapitel 3.2) [16, S. 71]

Alle groeren Hersteller bieten solche Gerédte bzw. passen-
de Firmware-Updates an: IBM galt als Vorreiter und bot
als einer der Ersten OpenFlow enabled Switche und sogar
OpenFlow Controller an [7]. HP ist Mitglied der Open Net-
working Foundation und bietet derzeit 16 OpenFlow fahi-
ge Switche an [4]. Cisco setzt auf die eigene Losung ,,Cis-
co Open Network Environment®, einem Framework mit ver-
schiedenen APIs zur Steuerung von Cisco-Geréten, das je-
doch ebenfalls eine OpenFlow Schnittstelle anbietet [2].

Alternativ besteht die Moglichkeit OpenFlow auf Software
Routern zu betreiben, wofiir Images fiir beispielsweise Debi-
an und sogar ein Modul fiir die Heim-Router Software DD-
WRT und OpenWRT zur Verfiigung stehen [6].

3.2 Funktionsweise von OpenFlow

Bei OpenFlow handelt es sich um ein Layer 2 Protokoll mit
der grundsétzlichen Zielsetzung, die Steuerung des Netzwer-
kes von den einzelnen Netzwerkgerdten von unterschiedli-
chen Herstellern in einen zentralisierten Software Controller
zu verschieben. Abbildung 2 zeigt diese Architektur:

APPLICATION LAYER ‘

Business Applications

CONTROL LAYER SDN

Control
Software

Network Services .

Control Data Plane interface
(e.g., OpenFlow)

Network Device
Network Device

INFRASTRUCTURE LAYER

Network Device

Network Device

Network Device

Abbildung 2: SDN Architektur [12, S. 7]

Switche und Router im Netzwerk (die Infrastructure Layer)
leiten nur noch die Datenpakete weiter. Die eigentlichen
Entscheidungen im Netzwerk trifft ein zentralisierter und
programmierbarer SDN-Controller (die Control Layer). Der
SDN-Controller erlangt so eine Gesamtsicht iiber die Netz-
werk Infrastruktur. Applikationen und Dienste (die Appli-
cation Layer) im Netzwerk kénnen nun iiber eine API des
SDN-Controllers Echtzeitinformationen iiber das Netzwerk
bekommen oder sogar die Steuerung der Datenfliisse im Netz-
werk direkt beeinflussen. Das OpenFlow Protokoll dient hier-

bei als Vermittler zwischen Netzwerkgerdt und SDN-Controller.

OpenFlow identifiziert einzelne Datenstréme (,,Flows*) und
behandelt diese entweder nach statisch definierten oder auch
nach dynamisch programmierten Regeln. Ein Flow kénnte
zum Beispiel eine TCP-Verbindung, alle Pakete von einer

doi: 10.2312/NET-2013-02-1_09



bestimmten IP oder MAC Adresse oder Pakete mit einem
bestimmten VLAN-Tag sein. Die OpenFlow Switche prii-
fen zunéchst fiir jeden neuen Flow, ob sich eine Regel fiir
diesen Datenstrom in der lokalen Flow Table des Switches
befindet. Falls fiir den Datenstrom noch keine Regel vor-
handen ist, wird bei der zentralen SDN-Controller-Software
nachgefragt, was mit diesem Flow geschehen soll. Die Ver-
bindung zwischen Switch und Controller erfolgt iiber den
Secure Channel mittels des OpenFlow-Protokolls. Diese, so
vom OpenFlow Controller erlangte Regel, wird nun in die
lokale Flow Table des Switches eingetragen und auf diesen
Datenstrom, sowie alle zukiinftigen auf diese Regel passen-
den Flows, angewendet [12, S. 9] [16, S. 71].

Abbildung 3 zeigt ein vereinfachtes Beispiel einer Flow Table
eines OpenFlow Gerites.

OpenFlow Enabled Network Device

MACsrc MACdst IPsrc IPdst TCPdport Action Count

* 10:20:* * * * port 1 250
* * * 5.6.7.8 * port 2 300
b b b b 25 drop 892
* * * 192.* * local 120
* * * * *

controller 11

Abbildung 3: Flow Table [12, S.9]

Fiir die definierten Actions in der Flow-Table gibt es ver-
schiedene Méglichkeiten: [16, S. 71]

1. Weiterleiten der Pakete an einen oder mehrere Ports.

2. Verkapseln des Paketes um es dann iiber den Secure
Channel an den Controller zu senden. Normalerwei-
se geschieht dies mit dem ersten Paket eines Flows,
um eine Regel fiir diesen Flow zu erlangen. Auflerdem
ist es auch moglich das Paket im Controller weiterzu-
verarbeiten und zum Beispiel zu verschliisseln oder zu
komprimieren.

3. Verwerfen von Pakten, um zum Beispiel Angriffe ab-
zuwehren.

4. Die Pakete an den normalen Layer 2 und Layer 3 Ver-
arbeitungsprozesse des Switches weiterleiten. Dies er-
moglicht es bei OpenFlow-Enabeld Switches nur un-
ter bestimmten Umstédnden die Paketverarbeitung mit
OpenFlow zu nutzen und ansonsten auf die regulére
Paketverarbeitung des Switches zuriickzugreifen.

3.3 OpenFlow in der Praxis

Um den praktischen Nutzen von OpenFlow zu demonstrie-
ren werden im Folgenden einige Anwendungsfille in prakti-
schen Szenarios genauer erldutert.

3.3.1 Experimente und Innovation in bestehenden Netz-

werken
Forschung und Entwicklung in Netzwerken ist eine schwie-
rige Herausforderung: Einerseits gehoren die Netzwerke an
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Universitdten und in Unternehmen zu der geschéftskriti-
schen Infrastruktur die auf keinen Fall gestort werden darf.
Andererseits ist ein Fortschritt in der Netzwerkinfrastruk-
tur nur moglich, wenn man mit neuen Technologien unter
realen Bedienungen im echten, Netzwerk experimentiert und
anschlieflend auf diese umstellt. Dazu gehoren neue Routing-
Protokolle oder der Umstieg auf IPv6. Des Weiteren bieten
sich auch Stress-Tests oder Simulationen von Angriffen an,
um das Verhalten des realen Netzwerks in diesen Situationen
zu untersuchen.

Der Nutzen von OpenFlow fiir solche Zwecke lédsst sich am
besten an einem Beispiel aufzeigen: Ein Forscher einer Uni-
versitdt hat das fiktives Routing-Protokoll ,, X-OSPF“ entwi-
ckelt, das langfristig das Routing-Protokoll Open Shortest
Path First (OSPF) in dem Universititsnetz ersetzen soll.
Der Forscher will das Protokoll nun von seinem Rechner
aus in dem echten Netzwerk ausprobieren, ohne den regu-
laren Netzwerkbetrieb zu beeintrichtigen. Dazu installiert
er im OpenFlow Controller des Netzwerkes das ,, X-OSPF*“-
Protokoll und hinterlegt die Regel, alle Pakete die von der
MAC Adresse seines Rechners stammen zunichst an den
SDN Controller weiterzuleiten. Erreicht nun das erste Paket
von seinem Rechner einen OpenFlow-Switch, wird das Paket
an den Controller weitergeleitet. Der Controller verarbeitet
das Paket und sendet die entsprechenden Regeln fiir das
Routing in den Flow-Tables der Switche, die sich auf dem
Pfad des Paketes befinden. Dadurch wird das ,,X-OSPF*-
Protokoll nun nur auf die Pakete angewendet, die vom Rech-
ner des Forschers stammen. Dieser Setup ermdoglicht nun das
Testen des ,,X-OSPF“-Protokolls im realen Netzwerk ohne
den Produktivbetrieb zu beeintréchtigen. [16, S. 72]

Das Netzwerk der Stanford Universitét ist inzwischen kom-
plett auf OpenFlow umgestellt, um Experimente dieser Art
zu ermoglichen. Dabei kommt, der fiir solche Zwecke spe-
ziell entwickelte, ,,FlowVisor zum Einsatz. Der FlowVisor
ist ein spezieller OpenFlow Controller, der als Proxy zwi-
schen den OpenFlow Switches und Controller fungiert und
die Verteilung auf verschiedene Controller ermoglicht. Da-
durch wird das Netzwerk in sogenannte ,Slices* unterteilt.
Ein Slice ist das Produktivnetzwerk und die anderen Sli-
ces sind voneinander unabhéngige und abgeschirmte Expe-
rimente. Jeder Slice hat seinen eignen OpenFlow Controller.
Dadurch werden die einzelnen Experimente isoliert und es
wird sichergestellt, dass die einzelnen Experimente das Pro-
duktivnetzwerk nicht stéren kénnen. [19, S. 129]

Beispiel fiir eines dieser ,Slices* an der Stanford Universi-
tat ist das ,OpenPipes“-Experiment: Dabei werden Frames
von Video-Streams im Netzwerk automatisch erkannt und
mit einem bestimmten Filter versehen. Ein weiterer Versuch
triagt den Namen ,,OpenRoads“: Man versucht eine nahtlose
Ubergabe (Hand Over) zwischen den WLAN und WIMAX
Endpunkten der Universitit zu ermdglichen. Dabei erkennt
das Netzwerk schon im Voraus, wann es zu einer Ubergabe
kommen kann und leitet die bestehenden Verbindungen an
den neuen Endpunkt um. [19, S. 130]

3.3.2 Load Balancing

Load Balancer haben die Aufgabe, den ankommenden Da-
tenverkehr moglichst effektiv zu verteilen und dabei mogli-
cherweise ausgefallene Server zu beriicksichtigen. Normaler-
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weise werden dazu in regelméfligen Absténden Anfragen an
die einzelnen Server gesendet um deren Status zu priifen. Die
momentane Auslastung des Netzwerkes an sich wird dabei
meistens nicht beriicksichtigt.

Ein auf OpenFlow basierter und, ebenfalls an der Stanford
Universitét entwickelt und eingesetzter, Load-Balancer mit
dem Namen ,,Plug-n-Serve“ hat das Ziel die Antwortzeit von
HTTP Anfragen zu minimieren und neue Webserver dyna-
misch hinzuzufiigen. Die Web Server sind verteilt im ,,Gates
Computer Science* Gebiaude der Stanford Universitdt und es
kommen verschiedene OpenFlow-Enabled Switche von Cis-
co, HP und NEC zum Einsatz.

Abbildung 4 zeigt die Architektur des , Plug-n-Serve“ Sys-
tems.

3.3.3  Virtualisierung und Clouds

Cloud Computing und die Virtualisierung von IT Ressour-
cen ist inzwischen Standard und wird sicher auch die Zu-
kunft weiter priagen. Dabei muss auch die darunterliegende
Netzwerk Infrastruktur an die neuen Gegebenheiten ange-
passt werden. Um den Anforderungen des Cloud Compu-
tings gerecht zu werden, bietet sich eine Virtualisierung der
Netzwerk Infrastruktur an:

Groflere Datencenter umfassen iiber 100.000 Server, die je
nach Hardware und Anforderungen in bis zu 20-30 virtuelle
Hosts eingeteilt werden konnen. Dies resultiert in 2-3 Mil-
lionen MAC und IP-Adressen, dessen Verwaltung eine grofie
Herausforderung ist. [15, S.672] Fiir die Netzwerk Infrastruk-
turen ist es wichtig, das Geschéftsmodell , Infrastructure as
a Service* (IaaS) umzusetzen: Das Netzwerk muss in Echt-
zeit umkonfigurierbar sein und skalieren kénnen; virtuelle
Hosts miissen zwischen physischen Hosts ohne Verwaltungs-

Flow Manager: Das Modul innerhalb des OpenFlow-Controllersgufwand migriert werden kénnen; Das virtualisierte Netz-

das dafiir sorgt, dass alle Pakete des gleichen Flows auf
den gleichen Webserver umgeleitet werden. Dadurch
bleiben Sessions bestehen.

Net Manager: Dieses Modul iiberwacht den Status des
Netzwerkes. Dazu werden die OpenFlow Switche re-
gelmiBig nach aktueller verfiigbarer Bandbreite und
Latenz befragt.

Host Manager: Der Host Manager iiberwacht die Auslas-
tung der einzelnen Webserver. Auflerdem werden neue
Webserver automatisch erkannt und zum System hin-

zugefiigt.
OpenFlow Flow Manager
controller
_ Host Manager [
A
Network
State CPU
= Feedback
Content Network of

OpenFlow switches

\\’@ Requests

Abbildung 4: Plug-n-Serve Architektur [14, S.2]

Alle Webserver nutzen den gleichen IP-Alias. Wird vom Open-
Flow Controller nun ein neuer Flow von einem Client an die-
se IP erkannt, wird ein passender Webserver aus dem Pool
ausgewihlt. Dabei werden alle im Controller verfiigbaren
Daten wie Latenz, verfiigbarer Bandbreite, durchschnittli-
che Antwortzeit und Auslastung der einzelnen Webserver
beriicksichtigt. Der ausgewéihlte Webserver wird nun in den
Flow-Tables der Switche hinterlegt und alle Pakete des Flows
erreichen nun direkt den Webserver. [14]
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werk muss in abgetrennte Subnetze fiir die einzelnen Nutzer
unterteilbar sein. [15, S.672]

Auf der ,JEEE CloudCom 2011, einer internationalen Kon-
ferenz rund um Cloud Computing, wurde ein auf OpenFlow
basierendes Konzept vorgestellt, dass diesen Aufgaben ge-
recht werden soll:

Eine Moglichkeit der Unterteilung bzw. Virtualisierung von
Netzwerken sind VLANSs (Virtual Local Area Networks). Je-
des Paket wird mit einem spezifischen VLAN-Tag gekenn-
zeichnet, um die Pakete dem virtuellen Teilnetzwerk zuzu-
ordnen. Diese Methode hat zum einen den Nachteil, dass die
Komplexitit durch die Verwaltung des VLANs weiter erhcht
wird und zum anderen wird durch das Mitsenden der VLAN
Tags zusétzlicher Overhead erzeugt.

Die von dem Konzept bevorzugte Unterteilung in Teilnetz-
werke erfolgt iiber die MAC Adressen auf Layer 2: Die MAC
Adressen kénnen nach dem IEEE 802.3 Standard lokal zuge-
wiesen und verwaltet werden. Das ermoglicht es, die 48 Bits
einer MAC Adresse in einen Host Anteil zur Identifizierung
und einer Netz ID zur Einteilung in Subnetze (dhnlich dem
VLAN Tag) zu unterteilen. [15, S.674]

Die MAC Adresse von virtuellen Maschinen wird normaler-
weise zufiillig generiert (z.B. bei VMWare, Xen oder Virtual-
Box) und lésst sich beliebig dndern. Dies erméglicht es VMs
ohne groBen Aufwand durch das Andern des Netz Anteils
der MAC Adresse in andere Teilnetzwerke zu verschieben.
Da die 48 Bit MAC Adresse nach dem Ethernet Standard in
jedem Fall iibertragen wird, entsteht kein weiterer Overhead
und auch die Verwaltung bleibt iibersichtlich und einfach.
[15, S.675]

OpenFlow unterstiitzt ab Version 1.1 auf MAC-Préfixen ba-
sierende Regeln. Dadurch kann der OpenFlow Controller an-
hand des MAC-Prifixes (der Netz ID) sicherstellen, dass der
Netzwerkverkehr der einzelnen Teilnetzwerke isoliert wird.
So werden z.B. Pakete an die MAC Broadcast Adresse nur
an die virtuellen Maschinen mit der gleichen MAC-Préfix
zugestellt. Auflerdem ist es denkbar, fiir jedes Teilnetzwerk
einen eigenen OpenFlow Controller mit eigenen Regeln ein-
zurichten. [15, S.676]
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3.3.4 Transparente Schaltung von Diensten

Wedge Networks, eine Sicherheitsfirma aus den USA, hat
sich mit der transparenten Einschiebung von zusétzlichen
Diensten im Netzwerk mittels OpenFlow befasst. Konkret
sollte ein Virenscanner, Anti-Spam System und ein Web Fil-
ter in ein Netzwerk integriert werden. Dabei sollten diese
unabhingig von der Konfiguration der Clients und Server
funktionieren.

Zur Umsetzung wurde ein OpenFlow Switch, ein OpenFlow
Controller und ein Sicherheitsserver fiir den Virenscanner
und die Filter verwendet. Im OpenFlow Controller wurden
Regeln hinterlegt, die den Datenverkehr auf den Ports fiir
HTTP, HTTPS, IMAP, POP3 und SMTP an den Sicher-
heitsserver umgeleitet haben. Zusétzlich wurden Regeln auf-
gesetzt, die die gepriiften und gefilterten Datenstréme an-
schliefend wieder an das urspriingliche Ziel weiterleiten.

Das Experiment funktioniere anschlieBend verldsslich und
ohne nennenswerte Einbufien bei der Performance. Das Netz-
werk wurde dadurch unabhéngig von Server und Client-
Konfiguration vor Viren geschiitzt. Ahnliche Anwendungs-
zwecke zur Filterung, Monitoring und Absicherung des Da-

tenverkehrs bieten sich beispielsweise in groflen Campus Netz-

werken. [8]

3.3.5 Big Data Centers

Das beste Beispiel fiir den Einsatz von OpenFlow bei rie-
sigen Datenzentren ist Google. Dienste wie die Google Su-
che, Gmail, Google Maps oder YouTube tauschen téglich
Unmengen von Daten zwischen den verschiedenen Google
Datenzentren aus.

Googles Netzwerk ist in das Internet-Backbone, das den
Traffic zu den Nutzern transportiert, und dem internen Back-
bone, das fiir den Traffic zwischen den Datenzentren verant-
wortlich ist, unterteilt.

Abbildung 5: Googles internes Backbone [3]

Die Anforderungen fiir das interne Backbone von Google
wurden mit steigendem Traffic immer grofler: Der Datenver-
kehr muss zwischen den einzelnen Links intelligent verteilt
werden, neue Dienste miissen schnell und einfach realisier-
bar sein und das Netzwerk muss auf ausfallende Links schnell
reagieren [3].

Als Google deswegen im Jahr 2010 anfing, das interne Da-
tencenter auf OpenFlow umzustellen, waren auf dem Markt
kaum Gerite verfiigbar, die den Anforderungen von Google
gerecht wurden. Deswegen hat Google zunéchst eigne Swit-

Seminar Fl & ITM WS2012/2013,
Network Architectures and Services, February 2013

71

che und Controller gebaut, die bis heute im Einsatz sind.
Um eine hohe Fehlertoleranz zu gewéhrleisten, werden meh-
rere OpenFlow Controller eingesetzt. Zusétzlich nutzt Goo-
gle einen zentralisierten , Traffic Engineering” (TE) Dienst.
Dieser sammelt die Daten von den OpenFlow Controllern
und erhélt so eine Gesamtsicht iiber das Netzwerk, um dyna-
misch Bandbreiten fiir die einzelnen Dienste zuteilen zu kon-
nen. Inzwischen ist 95% des Google Netzwerkes auf Open-
Flow umgestellt und trotz des groflen Datenaufkommens
kommt es sehr selten zu Engpéssen oder gar Ausféllen. [5]

»,Das Software Defined Networking ist ein prag-
matischer Denkansatz um die Komplexitéit und
den Verwaltungsaufwand von Netzwerken zu re-
duzieren. Obwohl es immer noch zu friih ist um
den abschlieenden Erfolg zu verkiinden, zeigen
Googles Erfahrungen mit SDN und OpenFlow im
Netzwerk, dass es bereit ist fiir den Einsatz in der
realen Welt.“

(Urs Holzle, Vizeprisident der technischen Infrastruktur von
Google, Ubersetzt aus dem Englischen [5])

3.4 Programmierung in SDN-Architekturen mit

der Programmiersprache Frenetic
Die meisten OpenFlow Controller basieren auf dem Betriebs-
system NOX, das fiir die Verteilung der verschiedenen Re-
geln an die einzelnen Switches verantwortlich ist. [11, S.1]
Die Programmierung des OpenFlow Controllers ist aus ver-
schiedenen Griinden eine Herausforderung:

e Der Controller enthilt nur die Pakete bzw. Flows, fiir
die noch keine Regel im Switch hinterlegt ist. Regeln
miissen daher mit Bedacht installiert und gegebenen-
falls auch wieder geléscht werden.

e Die Regeln konnen sich, beispielsweise durch Wild-
cards, gegenseitig beeinflussen beziehungsweise iiber-
schreiben: Fiir die einzelnen Regeln miissen Prioritdten
in den Flow Tables hinterlegt werden.

e Verschiedene Module, wie Routing oder Monitoring,
miissen aufeinander abgestimmt sein, wenn sie auf die
gleichen Flows zugreifen.

Ein Ansatz um die Programmierung von OpenFlow Con-
trollern zu vereinfachen ist Frenetic. Frenetic verwendet ei-
ne Abstraktion, die eine paketbasierte Programmierung er-
laubt. Bei Frenetic handelt es sich um eine héhere Program-
miersprache, die auf den Ideen der funktionalen Program-
mierung basiert. Die verschiedenen Regeln werden dann von
Frenetic zur Laufzeit erzeugt und auf den Switches und Con-
troller verteilt. Technisch handelt es sich bei Frenetic um
eine Sammlung von Python Bibliotheken. [11, S.1]

frenetic >
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Die Funktionsweise von Frenetic wird im Folgenden an eini-
gen Beispielen demonstriert.

Der Frenetic Programmcode in Listing 1 implementiert die
einfache Funktion eines Switches, alle Pakete die den Switch
an einem Port erreichen an den anderen Port weiterzuleiten.

Listing 1: Einfacher Repater
def switch_join (switch):

# Repeat Port 1 to Port 2

pl = {in_port:1}

al = [forward (2)]

install (switch, pl, DEFAULT, al)
# Repeat Port 2 to Port 1

p2 = {in_port:2}

a2 = [forward (1)]

install (switch, p2, DEFAULT, a2)

Wenn ein neuer Switch an das Netzwerk angeschlossen wird,
wird die Funktion switch_join aufgerufen und zwei Regeln
installiert: Die Variablen p1 und p2 beschreiben die Muster
(Patterns), wann die einzelnen Regeln angewendet werden
sollen. In diesem Fall das Eintreffen von Paketen an Port 1
bzw. 2. al und a2 stehen fiir die darauf folgenden Aktionen
(Actions) zum Weiterleiten der Pakete an den jeweils ande-
ren Port. Mit install werden die Regeln in der Flow Table
das Switches hinterlegt. Der dritte Parameter, in diesem Fall
DEFAULT, beschreibt die Prioritét der Regel. [11, S.2] [18, S.5]

Eine erweitertes Programm in Listing 2 soll den kompletten
Traffic auf Port 80 beobachten.

Listing 2: Uberwachung von Port 80
def switch_join (switch)):
# Web traffic from Internet
p = {inport:2,tp_src:80}
install (switch, p, DEFAULT,
query_stats (switch, p)
stats_in (switch, p, bytes):
print bytes
sleep (30)
query_stats (switch, p)

()
def

Zunichst wird eine Regel installiert, die bei eingehenden
Traffic an Port 2 des Switches und TCP Port 80 ausgefiihrt
wird. Die Funktion query_stats zdhlt den Traffic in Bytes
und die Funktion stats_in gibt die iibertragene Datenmen-
ge alle 30 Sekunden aus [11, S.2] [18, S.6].

3.5 Kiritische Betrachtung und Ausblick
OpenFlow und SDN wird oft als die Zukunft der Routing
Protokolle angepriesen. Klassische Routing Protokolle stim-
men sich nicht aufeinander ab, sie beriicksichtigen nicht die
Auslastung des Netzwerkes, sie sind statisch und kénnen
nicht in Echtzeit verdndert und kontrolliert werden. All die-
se Nachteile konnen durch ein OpenFlow basiertes Netzwerk
ausgerdumt werden. Trotzdem sollte man nicht unberiick-
sichtigt lassen, dass sich die klassischen Routing Protokolle
in den letzten 20 Jahren bewédhrt haben: sie sind verlésslich,
gepriift, selbst-heilend, autonom und skalierbar. [17, S.8]
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Bei OpenFlow handelt es sich trotz allem um Software, wel-
che Fehler enthalten kann, anfillig ist oder fehlerhaft pro-
grammiert werden kann. Man sollte daher sehr sorgfiltig ab-
wégen, ob OpenFlow im spezifischen Anwendungsfall wirk-
lich sinnvoll ist und auch einen Mehrwert bietet. Obwohl
es viele erfolgreiche experimentelle und durchaus marktreife
Projekte mit OpenFlow gibt, hért man recht wenig von der
praktischen Nutzung von OpenFlow Netzwerken in der frei-
en Wirtschaft. Zum einem ist die Skepsis grof3, Teile der kri-
tischen Netzwerkinfrastruktur Software anzuvertrauen. Zum
Anderem lassen sich viele Probleme bereits durch bewihrte
Techniken wie beispielsweise VLANs oder QoS 16sen. Wirk-
lich bewahrt hat sich OpenFlow bisher nur bei riesigen Hos-
tern und Universitdten mit speziellen Anwendungszwecken
- oder eben bei Google.

Nicht unbedeutend fiir die Zukunft von SDN und OpenFlow
ist die Unterstiitzung und die Integration von den Hardware
Herstellern. Diese 1duft relativ schleppend, obwohl die meis-
ten Hersteller inzwischen OpenFlow unterstiitzen. Oft wird
nur die alte OpenFlow Version 1.0 unterstiitzt. Dies liegt
daran, dass die Hersteller wie Cisco nur ungern Software auf
ihren Geréten erlauben, die die eigene Software verdringen
konnte. Es besteht die berechtigte Sorge, dass die bisher teu-
er verkauften Produkte durch giinstige OpenFlow Switches
mit Open Source Software ersetzt werden. Cisco entwickelt
zudem ihre eigenen SDN Lésungen (,,Cisco One“), bei denen
sie an den Lizenzen verdienen mochten [13]. Diese Blockade-
haltung gegeniiber OpenFlow aber durch den Konkurrenz-
druck zwangslaufig weiter aufweichen.

Auf langere Sicht wird sich die Virtualisierung von Netz-
werken und damit das Software Defined Networking sicher
weiter durchsetzen. Doch &hnlich wie bei der Virtualisierung
von Server Infrastrukturen wird dieser ein langjdhriger Pro-
zess sein und sehr langsam voranschreiten. Im Gartner Hype
Cycle 2012 fiir Netzwerk und Kommunikation wird SDN und
OpenFlow noch im Bereich ,, Technology Trigger“ kurz vor
dem Ubergang zum Gipfel der iiberzogenen Erwartungen (
,Peak of Inflated Expectations®) angesiedelt und mit einer
Marktreife in 5 bis 10 Jahren eingeordnet. [10]
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ABSTRACT

Sensor networks perform and are used in many different
kinds of fields, but are especially given tasks, which are dif-
ficult and almost impossible for a human to do. Besides
monitoring the environment and collecting necessary infor-
mation, sensor networks have to manage and supply them-
selves with essential resources to perform the tasks that were
allocated to the whole network.

This paper focuses on resource management and the devel-
opment of effective resource management tools, which has
to face many challenges due to resource limitations, such as
energy consumption and scalability. Peloton and Tiny Net-
work Manager cover up most of these challenges with dif-
ferent approaches. While Peloton uses a ticket abstraction
to distribute allocations and perform optimization on the
whole sensor network process, the Tiny Network Manager
has an implemented “request-reply-mechanism” to manage
its assignments and resources.

Keywords
Wireless sensor network, resource constraints, resource man-
agement tools, Peloton, Tiny Network Manager

1. INTRODUCTION

Sensor networks have been developed from innovations in
wireless communication within the past few years and are
one of the most important technologies in the 21st century.
Nowadays sensor networks are used in military for communi-
cation and targeting, in health systems for monitoring and
assisting (disabled) patients, and other application fields,
such as managing inventory in business, and monitoring in-
accessable and disaster areas.[1]

Figure 1 shows an example of a sensor node structure with
its units and their connection to each other: The basis of the
sensor node is its power unit, which keeps the sensor node
and its units alive. The overall task of a sensor network is
to monitor physical or environmental conditions through the
sensing unit, which monitors the environment and converts
the analog signals to digital ones, and finally passes it on
to the processing unit. After performing quick local data
processing, all the collected data will be passed through the
network and routed back to the sink with a multi-hop archi-
tecture.[1]

Since sensor nodes are often deployed in inaccessable or dis-
aster areas, it is common that they have to move their po-
sition from time to time due to unconventional events and
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Figure 1: Sensor node structure [1]

situations. Therefore a location finding system and a mobi-
lizer are often implemented as additional units.[1][2]

Wireless sensor networks are intended to perform for ”long
periods of time, over relatively large physical spaces, and in
places that are difficult for people to reach.”[2] Since sen-
sor nodes in wireless sensor networks lack in terms of e.g.
energy, operating systems and tools were developed to man-
age exhausting resources and constraints of the sensor nodes.
Those tools are called resource management tool and help
managing and distributing the resources to all the sensor
nodes in a network.[1][3]

In the following section definitions are given on resource
management and resource management tools and the chal-
lenges during the development of resource management tools
in general, as well as the chosen resource management tools
Peloton and Tiny Network Manager are described after-
wards. In comparison of those resource management tools
in section 3, their different and common features are char-
acterized. Lastly a conclusion is given and a future outlook
for sensor networks and resource management tools in tech-
nology is presented.

2. CHALLENGES DURING THE DEVELOP-
MENT OF RESOURCE MANAGEMENT
TOOLS

2.1 Resource management functions

According to Tenrox, resource management is defined as an
“efficient and effective deployment and allocation of an or-
ganization’s resources when and where they are needed.”[11]
In terms of sensor networks it is about how to save the nec-
essary resources and optimize their consumption for longer
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availability. Moreover resource management is not only about
lowering the resource consumption, but also to optimize the

communication between each node in the sensor node to dis-

tribute tasks and thereby the resource allocations effectively.

The result of an efficient management process would be op-

timized and distributed allocation of resources, so that each

single node is not overloaded with assignments, but is still

kept busy. It is an efficient employment of sensor nodes to

effectively perform and succeed their assigned tasks.[11]

2.2 Challenges and difficulties

Sensor networks, on the one hand, usually have stable sen-
sor nodes that can withstand the harsh and uncertain en-
vironment and avoid physical damage, but lack in essential
resources on the other hand. Moreover their disadvantage
is that each sensor node can only collect and process data,
but not communicate and share the collected information
and also information on their node state with other nodes.
Therefore resource management tools are used to compen-
sate this and optimize all processes in the whole sensor net-
work.[3]

The challenges in developing a resource management tool
therefore is to implement efficient processes and algorithms
to manage scarce resources of the sensor nodes, such as the
minimal life-span, limited memory and stack space and lim-

ited radio bandwidth[1][2][5]:

e Minimal life-span

Power consumptions of each sensing node have to be
kept low, since energy is the scarcest resource of a
sensor node. The resource management tools there-
fore aim for the optimization of power usage and with
that also the maximization of a node’s lifetime, so that
sensor nodes are able to work for a long time and
are prevented from a failure or breakdown in an early
state.[2][9]

e Limited memory and stack space

The memory and stack space of a sensor is limited
and as a consequence the amount of data collection
and processing as well as the amount of data transfers
are also limited. If too much data is processed and
transferred it will result in a stack overflow, causing the
process or the node to crash at the worst. Therefore
the management tool has to define and rank the data
in terms of importance and consider which data to
process first or which data to drop.[3]

e Limited radio bandwidth
Besides having limited stack space, the bandwidth of
wireless sensor networks is also limited and much lower
than that of a wired sensor network. In this case the
resource management tool has also to decide which
data to transfer or which data to keep in the queue.[2]

Besides managing sensor node resources, the implemented
processes have also to meet the quality standards through
ensuring fault tolerance, the scalability of the whole system
as well as real-time performances and the reliability of the
collected and processed data, which also have a strong im-
pact on the whole sensor network process[1][2][5]:
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e Fault tolerance

The term fault tolerance refers to the reliability of sen-
sor nodes. In case of failure or a breakdown of single
nodes due to lack of power, interruption or damage,
the resource management tool has to ensure that the
task of the broken sensor node and the overall task
and functionality of the whole network are not be af-
fected.[1]

e Scalability

Sensor networks are composed of a huge amount of
sensor nodes. Depending on the usage its scale can
reach up to thousands or millions of sensor nodes.
Since sensor nodes are not able to think and work
autonomously, the resource management tool has to
coordinate the communication and interaction of sen-
sor nodes and other hardware components to perform
tasks faster and more effective, and maintain a man-
ageable structure of the sensor node.[1]

e Real-time performance

Many sensor network applications have to stick to a
certain time schedule to interact with other sensor
nodes and hardware components. Moreover the as-
signed tasks have to be completed until a certain dead-
line. The resource management tool has to ensure
real-time behavior through efficient management of the
tasks and sensor nodes also in regard of the available
resources of each sensor node. Constructing and imple-
menting an algorithm to ensure real-time performance
would be quite a challenge because of the dynamic en-
vironment.[3]

e Reliability

The term reliability in this case refers to the collected
information. Since the sensor networks are used to
collect important data and information, the resource
management tool has to make sure that the processing
of collecting necessary information is always reliable
and transferred to the correct places. Losing important
information would lengthen the whole sensor network
process duration or in the worst falsify the statistics
like incorrect information.[1]

If we want to increase the functional performance of a wire-
less sensor network, we have to intelligently manage not only
the limited resources, but also the interaction between each
sensor node in the system.[5]

Until now a couple of resource management tools, such as
TinyOS, Pixie, SOS and Eon, have been developed: They
only focus on managing resources for individual nodes, al-
though the coordination of resource management decisions
across the whole network would be more efficient and accu-
rate.[4]

This approach is not advisable, because the nodes in a net-
work always have to interact with other nodes and hardware
components. The sole management of a sensor network as a
collection of independent sensor nodes would not solve the
problems of limited resources and network constraints. On
the contrary: It is necessary that nodes share information
on their local state and communicate and collaborate with
other nodes to assign tasks to achieve the most efficient use
of resources and task processing.[2](5]
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As a result, the final tool should be able to support and
enable “low latency, energy-efficient operation, built-in au-
tonomy and survivability, and low probability of detection
of operation”[3].

3. RESOURCE MANAGEMENT TOOLS
3.1 Peloton

One of those resource management tools is called Peloton
and was developed in 2009 as a “new distributed sensor
0S”.[4] Peloton builds up on Pixie, a node-level operating
system for sensor nodes to manage and control over resource
availability: Pixie works with resource tickets, which are sent
by and to the operating system. A ticket represents a time-
bounded right to consume a certain amount of a resource
and is a “flexible currency for resource management within
the node”.[4] In this way, Pixie can respond to the resource
ticket allocations and distribute available resources.

Peloton has borrowed the Pixie’s idea of using resource tick-
ets and extended it to a new ticket abstraction, which has
implemented resource management mechanism called vector
tickets, distributed ticket agents and state sharing. But un-
like Pixie and also other operating systems, such as TinyOS
and EON, which manage the resources on individual nodes
only, Peloton is not focusing on individual nodes but the
cooperation of all sensor nodes for resource management.[4]

3.1.1 Ticket Abstraction

It has been already mentioned that Peloton has implemented
its own ticket abstraction through extending Pixie’s resource
ticket mechanism. It consists of the vector tickets, dis-
tributed ticket agents and a state sharing system:

Vector Ticket is a programming abstraction, which rep-
resents the right of a sensor node to consume resources for
performing operation. A vector ticket V consists of resource
tickets Ti. Each vector ticket is displayed as a tuple (n, R, ¢,
te) that represents the “time-bounded right to consume up
to ¢ units of resource R until expiry time t. at node n”[4].
Moreover it can capture the complete resource allocation of
an operation of several nodes and is also used for tracking
and controlling this allocation in the network. Therefore
vector tickets record the consumed resources of the sensor
nodes and provide feedback to the application in terms of
resource availability and usage. One strength of the vector
tickets it that they can be decoupled if the allocation is not
necessary anymore and give resources free for other needy
nodes.[4]

The distributed ticket agent mechanism permits resource
management decisions all across nodes, clusters and the net-
work as a whole. They manage vector tickets, track resource
availability of single nodes as well as of a set of nodes and dis-
tribute resource allocations and also perform resource man-
agement policies across all the nodes. Because of distributed
ticket agents and their functions, resource allocations can be
performed individually by nodes, collectively by a group of
nodes, or globally by a base station. In the resource alloca-
tion process a node must either acquire a vector ticket from
the node’s local ticket agent or from a third-party agent,
such as the base station or another node in the network, to
get a resource allocation. But even if a ticket is acquired,
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it is possible that it may be revoked before its expiry time,
because of changing conditions.[4]

The state sharing mechanism is in charge of sharing node
states on local resource availability so that efficient coordina-
tion among all the sensor nodes is possible. For this efficient
coordination among all the sensor nodes in the network,
Peloton has build-in mechanisms for node sharing within
the neighborhoods, clusters and across the whole network.
Peloton’s API makes it possible for nodes to share informa-
tion on local resource availability into a shared tuple state.
This information on the other hand can be called up from
the shared tuple space to make it readable for each other
node. Those data are refreshed frequently, but only between
nodes, that are direct neighbors. Information from distance
nodes is refreshed less often, but it is always possible to re-
quest a direct update from another node to obtain its latest
state. Those state sharing operations consume energy and
bandwidth and thus, also requite resource tickets.[4]

Node 2
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tuple space
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Figure 2: Peloton network with five nodes[4]

Figure 2 shows a Peloton network with five sensor nodes.
Each node has the same structure: They are build up on
the Pixie operation system and extended with an application
logic and the ticket agent and state sharing mechanism, that
enable the nodes to make resource requests and send all
their vector tickets to other sensor nodes. Moreover all of
the nodes are linked to the shared tuple space through state
sharing and can provide and access information on the local
node state of each node in the network.[4]

3.1.2 Resource Management

Besides the ticket abstraction, which supports the distri-
bution of resource allocations in the sensor network and
optimizes the overall sensor network process, Peloton has
implemented adaptive cluster-based routing, duty cycling
and reliable data collection as further resource management
mechanism[4]:

Adaptive cluster-based routing is a frequently used method

for energy-efficient routing in sensor networks: One routing
and communication protocol for wireless sensor networks is
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called “LEACH” and stands for “Low Energy Adaptive Clus-
tering Hierarchy”.[6]

LEACH works with cluster architecture and its main idea is
to collect data from distributed sensors and transmit it to
a base station. In LEACH some nodes can elect themselves
as clusterheads. As clusterheads they are responsible for re-
ceiving data and data packets from other clusterheads and
forwarding it to members of its cluster or to the base station.
Since the data transmission to the base station requires and
consumes too much energy the clusterheads “rotate”, which
means that the clusterheads take turns in being the clus-
terhead. Through this rotation huge energy consumption
can be avoided and a longer lifetime of the sensor node can
be ensured. Moreover the clusterhead selection can be done
on local information, which does not need a communication
with the base station and other entities outside the network
and therefore reduces the energy consumption as well.[6]
Peloton has an implemented variant of LEACH, in which
a sensor node can elect itself as a clusterhead based on the
energy consumption profile of neighboring nodes. Each clus-
terhead temporarily becomes the ticket agent for the cluster
members. In this position it can assign vector tickets to
manage the overall communication and resource consump-
tion of the cluster members.[4]

Duty cycling the one of the most common forms of resource
management.[4] The idea of duty cycling is based on the as-
sumption that nodes are not used for communication and
transmission issues all of the time. With this assumption,
Peloton has build in mechanism that allows sensor nodes to
change their active state into an idle one and vice versa to
save up energy consumption. Therefore the sensor nodes are
only used when it is necessary. It is often difficult to deter-
mine an appropriate duty-cycling schedule statically as the
implementation and usage of duty cycling can affect data
fidelity, network connectivity and also sensor coverage. But
with a precise knowledge about the network topology and
transmission structure, it is possible to coordinate and deter-
mine the sensor node schedules over the whole network.[4][7]

Another resource management function that is enabled in
Peloton is the reliable data collection of high data-rate
signals. [4]

Reliable transfer requires substantial bandwidth and suffi-
cient energy resources. Sensor networks lack in both band-
width and power in the attempt to acquire high data-rate
and high-fidelity signals throughout the whole network. As
a result only the most “interesting” or most “prominent” sig-
nals will be acquired, while the rather “uninteresting” signals
are left out. Therefore the optimization of high data-rate
signal collections would benefit the resource management in
sensor networks.[4][8]

One approach to do so is to enable clusterheads in the net-
work in a similar way as in LEACH: Clusterheads can man-
age the stored data of neighboring nodes and perform local
optimization to rank the importance of the signals. The sig-
nals with the highest ranking or priority should be provided
with energy and bandwidth resources. With the coordina-
tion of the clusterheads, the transfer of the high data-rate
signals can be managed and scheduled to the other nodes or
to the base station. This approach of reliable data collection
therefore allows a reliable transfer of high data-rate signals
without consuming much energy and causing a communi-
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cation overhead. The maximization of reliability of sensors
maximizes the reliability of the completion of the assigned
tasks, and thus leads to an overall solid performance.[4]

With all those resource management mechanism, Peloton is
able to efficiently distribute resources within the network.
The combination of Peloton’s reliable data collection with
the node energy schedule through duty cycling is not perfect
yet, but make a good basis for the development of collabo-
rative applications, which handle changing node states.[4]

3.2 Tiny Network Manager

Another approach for optimizing resource consumption and
high performance is called Tiny Network Manager. Tiny
Network Manager, short TNM, is a resource management
tool that is developed in 2010, based on devisable manage-
ment, which is a kind of “autonomous management, where
different network managers detect network events and do
the necessary tasks based on network resources, predefined
policies, intuition and intelligence”.[5]

Two different kinds of Tiny Network Manager applications
exist:

If Tiny Network Manager is used in large-scale sensor net-
works, i.e. a sensor network with a huge amount of sensor
nodes, the software will reside and control the resources from
the clusterhead nodes by collecting and analyzing informa-
tion from the cluster members, whereas the Tiny Network
Managers of the inner cluster members communicate each
other to handle uncertain events.

If Tiny Network Manager, on the contrary, is used in a flat
wireless sensor network architecture, the software will man-
age the resources from a base station through the Internet
to handle uncertain events(5].

4 TINY NETWORK MANAGER (TNM) N
/ Management Agents N Rules & Policies )
Fault
Detection & Configuration Policy Policy
Localization Agent Evaluation Repository
Agent J )
. Policy Policy
S:c ::tty Pe%mnw Decision Point Enforcement
9 (PDP) Point (PEP)
NS S
[nforeseen Event Managemem 4 Extensibility & Execution I
Module Management Module
Y
Clearing = { D d
AAA Agent house o
Repository Agent Checking
Communication Policy Heterogeneity
e Ueit Agent Translation Transparency
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Figure 3: Tiny Network Manager modules[5]

In Figure 3 the Tiny Network Manager structure is dis-
played, which is composed of the four modules Management
Agents, Rules and Policies, Unforeseen Event Management
and Extendibility and Implementers, whereas each of them
has its own additional components as well:
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Management Agents are in charge of detecting changes
in the node collection and have specific management tasks
such as configuration management, fault management and
performance management.

The module Rules and Policies and its sub-modules pro-
vide policy based management, which makes autonomous
management possible.

Unforeseen Event Management modules are trying to
look for a solution if specific network state changes come up,
which are impossible to handle with the existing rules and
policies.

The Extendibility Module manages all management poli-
cies, agents and functions and can include, remove and mod-
ify them if it applies.

3.2.1 Entities
In the resource management process, Tiny Network Manager
does not work on its on but with the collaboration of the
following entities:

e Network Manager
e Clearing House

e Resource Manager

The Network Manager

is an entity that works at the WSN gateway and is composed
of the TNM and the Resource Management Module.[5] The
TNM performs its usual tasks, which are already described
and explained in the previous chapter. The Resource Man-
agement Module carries out three main tasks - monitoring,
managing and resolving — that are supported by their re-
spective modules and sub-modules, which can be seen in
Figure 4:

Network Manager (GW)

Resource Management
Manag

Monitor- Resolv

- The managing module consists of its main mainte-
nance entity Resource Controller and the database Re-
source Inventory, which stores all the collected resource
information.

- The resolving module is in charge of finding new re-
sources or alternative ones through Resource Discov-
ery and implements it through the Resource Provision
sub-module.

With the AAA Agent in the TNM module, the Network
Manager can maintain secure sessions to the Clearing House
and the Resource Manager.[5]
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Figure 5: Network Manager[5]

The Clearing House (CH) works in the sensor network and
consists of a Resource Management Module, the Federated
Clearing House and Management Functions. It manages all
the information about resources and can provide the loca-
tion and connection mechanism of registered resources if it is
requested.[5] Figure 5 shows the structure of the CH: Same
as the Network Manager it has a module to store and main-
tain all resource information in a database. The Discovery
module is the main entity of the CH and handles all the
resource requests, whereas the module Management Func-
tions is used for internal management and assistance. The
Federated Clearing House is responsible for maintaining all
Clearing Houses and providing authorization for communi-
cations between CH-CH, CH-RM, and CH-Gateway (Net-
work Manager).[5]

Resource Data
L Collector

Data Analyzer

Resource
Inventory

Resource Resource
Controller Discovery
Resource
Provision

Management

Tiny Network Manager

Unforeseen 2
Management Rules & Policy Event Extendibility &
Agents Implementers
Management

Figure 4: Network Manager[5]

- The monitoring module is composed of the Data Col-
lector module, which collects resource information from
the sensor node, and the Data Analyzer, which mea-
sures and evaluates the resource information.
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The Resource Manager (Figure 6) is the last entity, which
collaborates in the TNM process, and is in charge of resource
management in the sensor network.[5]

It has two main modules, Manage and Resolve, and its sub-
modules, which perform the management process that will
be described in the further paper. Moreover it provides the
same Management Functions module as the CH and a Secu-
rity Enabler, which enables the interaction between CH-RM,
and CH-Gateway.[5]

3.2.2 Resource Management

The Resource Manager performs the resource management
process in collaboration with TNM, the Network Manager
and the Clearing House: The Resource Management mod-
ule as well as the Data Collector and the Analyzer mon-
itor the resources. If a resource’s performance is decreas-
ing, the Resource Controller has to look for an alternative
resource. If no solution can be found, then the Request-
Reply-Mechanism will be initiated, which works in the fol-
lowing way|[5]:

2. Resource lockup

7- Qu,
Y Rosonry
_— 0
Registration 3. Re,
Clearing House sﬂmax, R’
a
. / O\Op

5. Resource Reply

Resource |®
Manager

Figure 7: Request-Reply-Mechanism|5]

1. The Resource Discovery module establishes a connec-
tion to the Clearing House and sends a resource request

2. At the Clearing House, the Authorization module hosts
this request establishes a new session

3. After the session is established successfully, the Au-
thorization module sends the request to the Resource
Broker, which looks up the required resource in the
database

4. If the required resource is found in the resource database,

the resource information is transferred to the gateway

5. After the resource information is collected at the gate-
way, another request is sent to the Resource Controller
of the Resource Manager

6. Resource Discovery and Resource Scheduler take care
of this request by looking in up and performing the
scheduler if several requests are made at the same time
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7. The Resource Discovery and Scheduler take care of this
request and perform the scheduler, if several requests
arrive in the same period of time

8. The Extensibility module is in charge of implement-
ing the resource in the network after its arrival at the
gateways

3.3 Comparison

Peloton and Tiny Network Manager both provide sensor
networks a collection of functionalities to optimize the con-
sumption of scarce resources and manage task assignments
throughout the whole network. The comparison of Pelo-
ton and TNM in terms of energy, fault tolerance, reliabil-
ity, scalability, real-time behavior, memory and autonomy,
which can be seen in Table 1, show that both tools cover up
most of the network constraints. The provided functions,
however, vary in effectiveness and efficiency.

| Peloton | TNM
Energy Cluster-Based Rout- | Cluster-Architecture
ing, Duty Cycling
Fault State Sharing, De- | Unforeseen Events,
Tolerance | coupling allocations | Management Agents
Reliability | Reliable Data Col- | Rules and Policies,
lection Modules
Scalability | Ticket Abstraction, | Modules (NW, CH,
Duty Cycling RM, TNM)
Real-Time | Ticket Abstraction Resource Scheduler
Behavior
Memory Reliable Data, Clus- | -
ter Routing
Autonomy | - Devisable Manage-
ment

Table 1: Comparison of Peloton and TNM

Energy:

Both management tools work with a cluster-architecture to
gain low energy consumption and optimize the workflow be-
tween each sensor node. Peloton might be more effective
since its cluster-architecture also enables cluster-based rout-
ing, in which cluster-heads can rotate and take turns to sub-
mit high-energy tasks. Moreover it has also implemented
the Duty Cycling mechanism, which enables sensor node to
switch their active state into an idle one.

Fault tolerance:

In terms of fault tolerance, Peloton provides the State Shar-
ing mechanism, which shares all the information on a node’s
current information that allows other sensor nodes to react
to a breakdown or failure of a sensor node. Moreover re-
source allocations can be decoupled in Peloton’s ticket ab-
straction, which means that allocations to a broken sensor
node can be revoked and transferred to another sensor node.
Tiny Network Manager reacts and handles a node’s break-
down in a more efficient way: The Management Agent is in
charge of configuration, fault and performance management,
on basis of the defined Rules and Policies, and supports the
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maintenance of the network, also in case of a node’s break-
down. When there is no rule defined for a certain situation,
the module Unforeseen Event Management is responsible for
handling it.

Scalability:

Besides the cluster-architecture, which divides all the sensor
nodes into cluster-groups and therefore supports the scala-
bility of a large wireless sensor network, TNM and Peloton
have further functions to make a sensor network scalable:
The TNM abstraction contains many modules for resource
management of sensor networks. Those modules have cer-
tain assigned tasks to monitor and manage sensor nodes,
and providing resources and their information to all hard-
ware components. This approach is supporting the scalabil-
ity of a large-scale sensor network.[5]

Peloton has an implemented ticket abstraction, which im-
plies that every single action in the sensor network requires
a vector ticket and is managed by a ticket agent. This ticket
abstraction enables tracking sensor nodes and resource allo-
cations, and is therefore very useful to make a network more
scalable. Moreover Peloton’s Duty Cycling mechanism also
supports a sensor network’s scalability, since only tasking
sensor nodes are active.

Reliabilty:

The Reliable Data Collection from Peloton makes sure that
the whole collection process is done correctly and that im-
portant data is prioritized and highly ranked for transmis-
sion.

TNM is supported by Rules and Policies that are in charge
of the accurate tasks assignments and workflow. The re-
liability and correctness of the functions and assignments
are supported by TNM’s modularized system: Certain data
and functions are only available in certain modules, which
provide a distributed system and simple architecture that
prevents confusion and data lost.

Real-Time Behavior:

It is difficult to decide on the better tool in terms of real-
time performance. Peloton’s vector ticket limits the resource
consumption to an expiry time te, which is managed by the
distributed ticket agent in addition. TNM’s Resource Sched-
uler, on the other hand, decides on the time schedule of all
resource requests and allocations.

Memory:

Sensor nodes have limited memory space, that means that
only a limited amount of information can be stored or pro-
cessed in a node, else a stack overflow will be caused. Peloton
possesses the resource management function Reliable Data
Collection, which optimizes high data-rate signal collections.
This process has the result that not only energy and band-
width consumptions will be reduced, but also the amount
of information that has to be stored in a node. Moreover
the sensor nodes can also take turns in collecting the infor-
mation through the rotation of the cluster-members enabled
through the Cluster-Routing.

Autonomy:

TNM provides the architecture and design for autonomous
resource management, since its development was based on
devisable management. Therefore TNM is able to work au-
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tonomously and do the necessary tasks based on network re-
sources, predefined policies, intuition and intelligence. Pelo-
ton on the contrary doesn’t provide intelligent autonomy.

4. CONCLUSION AND FUTURE OUTLOOK
Overall it is difficult to decide on the better tool out of those
two. It depends on the purpose of its usage:

Peloton should be used in sensor networks, which want to en-
able low energy consumption, reliable data collection, scala-
bility, real-time performance and low memory consumption.
TNM on the other hand should be used in sensor networks,
which require high fault tolerance, reliable data collection,
real-time performance and autonomy.

The future development of resource management tools does
not only depend on optimization algorithm and functions,
but also on the development of the sensor networks in gen-
eral. Throughout the past few years, the technology of sen-
sor network has achieved enormous progress, as it has be-
come more important day by day.

| 19807 - 1990’s | 2000 - 2003 | 2010
Manufacturer| Custom con- | Commercial: Dust, Inc.
tractors, e.g. | Crossbow and others to
for TRSS Technology be formed
Inc., Sensoria
Corp., Ember
Corp.
Size Large shoe box | Pack of cards | Dust particle
and up to small shoe
box
Weight Kilograms Grams Negligible
Node Separate sens- | Integrated Integrated
architecture | ing, processing | sensing, pro- | sensing, pro-
and communi- | cessing and | cessing and
cation communica- communica-
tion tion
Topology Point-to-point, | Client server, | Peer to peer
star peer to peer
Power Large batter- | AA batteries; | Solar,
supply ies; hours, days | days to weeks | months
lifetime and longer to years
Deployment | Vehicle-placed, | Hand- Embedded,
airdrop single | emplaced ”sprinkled”
sensors left-behind
Table 2: Comparison of Peloton and TINM

The functionalities of the resource management have to adapt
to the changes of the sensor network and its capabilities.
Table 2 shows that sensor networks became smaller in its
evolution and have already reached a ridiculous size of dust
particles.[2]

In terms of optimizing resource constraints, Peloton and
Tiny Network Manager have shown us first approaches on
how to manage them. Even though these approaches can
provide efficient resource management, none of them can
completely address and handle with uncertainty, which is
inevitable in dynamic networks.

All network constraints cannot be resolved, no matter how
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much resourceful a sensor network gets, since unforeseen
events cannot be predicted and measured.For this reason,
it is always important to keep in mind, which functionali-
ties this resource management tool has to enable and which
not.[5][10]

Peloton’s and TNM’s approaches carefully implemented on
a case-by-case basis in sensor network and turned out to be
constraint satisfying and utility based. Therefore they are
definitely suited as a basis for future resource management
systems and software.

It is very likely that future network management tools will
keep focusing on developing and improving autonomous and
distributed resource management for dynamic wireless sen-
sor networks.[10] Therefore they should have a framework
that can enable “a large set of applications with autonomous
adaptation and minimum communication overhead”, which
is already implemented in another management tool called
Collective Intelligence and aims for a higher system wide
utility.[10]

With the combination of Peloton and Tiny Network Man-
ager methods and structures and Collective Intelligence’s
theory, an even more efficient management tool can be cre-
ated in the near future.
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ABSTRACT

In this paper we discuss the SPKI standard as an alternative
to the current X.509 and OpenPGP standards. The paper
starts with a short history of PKI, and assesses the cur-
rent state and the various flaws in the X.509 and OpenPGP
standards. Then the main part of this paper explains the
concepts of SPKI, and discusses how SPKI supports vari-
ous notions of trust. Finally the paper concludes with an
attempt to determine why SPKI lacks widespread imple-
mentation and deployment despite its advantages over con-
ventional PKI.

Keywords
OpenPGP, PKI, SPKI, Trust, X.509

1. A SHORT HISTORY OF PKI

In their famous 1976 paper “New Directions in Cryptog-
raphy” [10] Whitfield Diffie and Martin Hellman not only
invented public key cryptography, they also envisioned the
first PKI: “The enciphering key E can be made public by
placing it in a public directory along with the user's name
and address” [10, page 648].

Two years later the term “certificate” was introduced to de-
scribe cryptographically signed bindings from public keys to
names that were to be used independently of the public file
suggested by Diffie and Hellman [19].

By 1988 these ideas had developed into the X.509 standard,
part of the X.500 family of standards. Following the idea
of Diffie and Hellman these standards envision a “global,
distributed directory of named entities” |14} page 6]. X.509
certificates consequently bind public keys to global names.
These certificates are issued by certificate authorities.

In 1991 Phil Zimmerman published PGP (standardized as
OpenPGP [5]), an alternative certificate infrastructure with-
out certificate authorities. Instead OpenPGP allows entities
and individuals to issue their own certificates. By mutual
signing of certificates among different entitities, OpenPGP
forms a “web of trust” |2} 8] in which people assert the valid-
ity of each others certificates. The idea behind this system
is that given enough signatures all signatures of a certificate
can jointly assert the validity of the certificates, even though
some individual signatures might potentially be fraudulent.

In 1998, SPKI [13] |14] joined the family of public-key cryp-
tography standards, following ideas of Ron Rivest [27] and
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Carl M. Ellison [12]. On the surface it can be considered as a
combination of the hierarchical X.509 infrastructure and the
flat PGP web. However, in fact SPKI abandons some basic
assumptions of X.509 and PGP: The need of global names
for identification, and the need of identification itself. SPKI
uses local names that live within name spaces, and it in-
troduces authorization certificates to allow for authorization
without the need of a confirmed identity.

Today X.509 is used standards such as S/MIME [24] and
SSL/TLS [9], making it the dominant certification infras-
tructure for secure HTTP communication and confidential
mail communication. However, of late several serious inci-
dents concerning certification authorities have raised con-
cerns about the security of the current CA infrastructure.
For instance, in 2011 over 200 fraudulent certificates were
issued and supposedly used in MITM attacks after a breach
into the Dutch DigiNotar CA |3} 15} |21} 22| resulting in the
removal of DigiNotar from the root stores of major browsers
and the subsequent bankruptcy of DigiNotar.

OpenPGP is widely used to ensure authentication and in-
tegrity of the infrastructure of free software pro jectsﬂ mostly
because certificates can be issued and used without fees or
additional costs, since no certification authorities are in-
volved in the issuing of certificates and all necessary tools
are provided free of Chargeﬂ However, OpenPGP has not
been widely adopted among individuals, and thus there is
no large web of trust as originally indented.

SPKI, however, has not been adopted at all. The purpose
of this paper is to introduce SPKI, to assess in how far it is
an improvement over X.509 and PGP, and to discuss why it
was not adopted by software vendors and the internet com-
munity. The paper starts with a short introduction into the
current PKI situations, its problems and its flaws. The fol-
lowing main section introduces SPKI, explaining the core
concepts of name spaces and certificates. The next sec-
tion determines how a notion of trust can be represented in
SPKI, and compares this to the trust notion in OpenPGP
and X.509. The paper concludes with a discussion of SPKI's
success (or the lack thereof).

! For instance, the Debian project uses PGP to sign the pack-
ages in its software repository in order to guarantee their
authenticity and integrity.

2For instance, the Free Software Foundation provides a fully
featured PGP suite with its GNU Privacy Guard (GnuPG or
PGP) project under a free software license with no charge.
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2. PKI—THE CURRENT STATE

Nowadays X.509 and OpenPGP are the dominating stan-
dards for public-key cryptography. On the surface, both
standards appear to be vastly different, in fact even anti-
thetical, however it turns out that these standards share
some very basic assumptions on what a PKI is supposed to
provide and how it should work.

2.1 The problem of global names

The most basic assumption of OpenPGP and X.509 is that
names are global. This assumption is inherited from X.500
vision of a single global directory tree of named entities. In
this directory tree, each entity is represented by a specific
node, and this node is address by a globally unique dis-
tinguished name. Originally X.509 certificates were merely
access tokens, granting a keyholder the permission to modify
the corresponding node in the directory tree. Certificate au-
thorities were not independent entities, but associated with
nodes in the directory tree, issuing access certificates for
subordinate nodes [14].

Only after it became clear that X.500 would never be de-
ployed, X.509 certificates were extracted from the X.500
family and and—following the business needs—used as iden-
tity certificates. With the lack of a single directory tree,
there was also no single certificate hierarchy any longer. In-
stead many independent and competing CAs continued to
issue certificates for arbitrary global names. By and large
the X.509 as used today thus ignores and even contradicts
most of its original design concepts. Peter Gutmann gives
and intriguing overview of the current X.509 flaws in [16].

OpenPGP [5] is not different in this aspect. Though it does
not rely on CAs to issue certificates, the names—called user
ID—in OpenPGP certificates are still global in the whole
OpenPGP network.

However, global names contradict the human use of names.
While there are global names—mostly world-wide brands
and trademarks like Coca Cola, Apple or Amazon—the ez-
act meaning of names that we use depends on our local
domain.

For instance, to some people the name Coca Cola might refer
to the Coca Cola company as a whole, to others it might only
refer to the soft drink that goes by this name, and to others
again it might stand as a name for all soft drinks of this
kind (e.g. Pepsi Cola). Sometimes the meaning of name
even depends on the context of its use.

The problem of the meaning of a name is increased by the
fact that many names that we use are not actually unique.
According to the U.S. Social Security Administration the
name “Emily” was given to not less than 223,488 female
children born in the U.S. between 2000 to 2009 [4]. Thus
the name “Emily Smith” is not unique within U.S., prob-
ably not even within a larger city. In his popular book
“Beyond fear” the renowned cryptographer and security ex-
pert Bruce Schneier tells the anecdote that another Bruce
Schneier from Illinois is tired of getting Bruce Schneier's e-
mail by mistake [28, page 184]. We obviously even fail to
correctly identify a person who is present in the public by
his books, talks and interviews.
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To issue an identity certificate for Emily Smith, the ambigu-
ous local name “Emily Smith” has to be turned into a unique
global name artificially. This effectively turns the problem
of distributing a public key into the problem of distributing
the public name one goes by |16].

The impact of the problem can be observed in OpenPGP.
Here keys are identified by user IDs which is typically the e-
mail address. However, an e-mail address does not provide
information about its owner, and hence cannot identified
the person behind the address. Moreover due to its dis-
tributed nature OpenPGP cannot enforce unique user IDs:
Two different keys may be bound to the same mail address.
Thus a mail address cannot sufficiently identify a key. To
address this problem, OpenPGP users typically distribute
the IDs of their keys. A Key ID is a short and unique rep-
resentation of the public key itself. Thus the problem of
securely distributing one's public key is not at all solved by
OpenPGP. It is merely turned into the problem of securely
distributing the key ID.

2.2 Authentication and Authorization

With the trust in global names comes the believe that au-
thenticating a key-holder by its certificate is sufficient to
authorize her. The consequence is that authorization with-
out authentication is impossible in OpenPGP and X.509.
Neither of these standards provides means for anonymous
authorization.

Thus any security system built on these standards is forced
to identify and authenticate its clients in order to autho-
rize actions, even if the identity of the client is not actually
relevant for authorization. However, as explained in the pre-
vious section secure identification and authentication are no
solved problems which obviously has an adverse impact on
the design of any security system that could in theory work
securely without any authentication at all.

3. SPKI—THE FUTURE?

Following these insights SPKI (Simple Public Key Infras-
tructure |13|) considers global names a fundamental con-
ceptual flaw both in PGP and X.509 [14]. Instead, SPKI
uses the keys themselves as global identifiers [14].These are
naturally globally unique and hence serve well as a reliable
global identifier.

Consequently, keys are the principal items in SPKI, contrary
to X.509 and OpenPGP which use names as principals. This
neatly avoids all the problems with names discussed above.
Most notably it allows for anonymous authorization: Not
names, but keys are the subject of authorization.

3.1 Local names

However, keys are hardly tractable by humans. Thus SPKI
allows for local naming of keys within a name space. Each
public key has an associated name space. In this name
space, keys or names can be assigned with identifiers by
basic names:

Definition 3.1. A basic name consists of a public key K
and an identifier (being a word over a chosen alphabet) |7}
14).
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Example 3.1. A basic name might be K Fred. K is a
key defining the name space, Fred an arbitrary identifier
that may refer to another key or another basic or compound
name.

A basic name is unique within a name space. However, a
basic name may refer to multiple other keys or names to
express group memberships.

A basic name is only meaningful within its name space.
There is no immediate relation between names from different
name spaces.

Example 3.2. K, Fred and K, Fred are different and un-
related local names that may map to different keys, even
though both names happen to use the same identifier.

There are no rules restricting the identifiers of local names.
Each name space may choose its own, arbitrary set of identi-
fiers. A name space concerned with DNS (e.g. a list of known
SSH hosts) may use DNS names as identifiers, another name
space used for e-mail encryption may use e-mail addresses,
and again another name space created from a local address
book may use person names as identifiers.

Example 3.3. The following are valid, but again unrelated
local names:

o K, Fred
o K, fred@example.com
e K;example.com

There is no top level name space, and not even any kind of
hierarchy between name spaces. A priori each name space
is unrelated to other name spaces.

3.2 Linkage of local namespaces
However, name spaces can be linked by combining local
names to form compound names |7, |14):

Definition 3.2. A compound name is a local name consist-
ing of two or more identifiers.

Example 3.4. K FredSister is a compound name. K is
a key defining the name space again. Within this name
space, Fred identifies another arbitrary but fixed K . In the
name space of K the identifier Sister maps to yet another
arbitrary but fixed key Kg eventually. Hence the name
spaces K and K are linked with this compound name so
that Sister from K can be referred to from K.

By chaining basic names into compound names one can refer
to names from other names spaces. However, compound
names too are not meaningful outside of their name space.

Example 3.5. K Fred Sister and K, Fred Sister are differ-
ent and unrelated compound names that may map to differ-
ent keys.

When no distinction between these two kinds of names is
required one may speak of a local name or just a name to
refer to either a basic name or a compound name.
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3.3 SPKI certificates

To define a name within the name space of a key SPKI
provides name certificates. Furthermore SPKI provides au-
thorization certificates to delegate authorization to a key or
a name. In the SPKI language the term “certificate” is often
abbreviated as “cert” [7]. This abbreviation will be used in
the following.

3.3.1 Name space definitions with name certificates
Name certs define a basic name within the name space of

the signing key. A name cert for the local name K A is a
signe(ﬂ tuple of four elements S (K, A, S, V) |7, 14].

Issuer K The key K which issued the certificate.

Identifier A The identifier of the basic name that is de-
fined by this cert. Note that name certs only define
basic names. Compound names are created by the
composition of several names, but never defined di-
rectly.

Subject S The “meaning” of the basic name K A, typi-
cally the key K’ to which the new basic name shall
map.

Validity V The validity specification. Typically this is a
pair (t;,t5) meaning that the cert is valid only within
the interval [t,,t,]. However, SPKI also allows for
online validity checks. Section 5 of [14] discusses the
various validity conditions that may be imposed upon
SPKI certificates.

Example 3.6. The name cert S (K, Fred, K, ()) defines
the name K Fred as Fred's key K (see example [3.1). The
cert has unlimited validity.

As said basic names are not required to be unique. Hence
one may issue multiple certs for the same basic name:

Example 3.7. The name certs (K, Friends, K Fred, ()) and
(K, Friends, K Alice, ()) define the name K Friends both as
K Fred and as K Alice respectively. Essentially this defines
a group K Friends with the members K Fred and K Alice.
Separate name certs are required to define the names K Fred
and K Alice.

While name certs may only define local names the subject
of a name certificate may also be a compound name:

Example 3.8. The cert (K, Friends, K Fred Sister, ()) de-
fines K Friends as the compound name K Fred Sister (see
example|3.4]). To fully define this compound name both the
owner of K and K Fred need to issue further name certs,
for instance:

e (K,Fred, Ky, ()) to define K Fred as key K, that is
as the name space of K.

3More precisely it is signed with the private key correspond-
ing to the public key K. For the sake of brevity I say “signed
by a key K” instead of “signed by the private key corre-
sponding to the public key K.
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o (K, Sister, K Alice,()) to define K Sister as the
name K Alice. Transitively K Fred Sister is now also
defined as K Alice.

o (K, Alice, K 4,()) to eventually define K Alice as
Alice' key K 4.

These bindings effectively make K Alice a member of the
group K Friends. Note however that the owner of K has
no authority over names outside of her own name space.
Hence the meaning of the name K Fred Sister depends on
certificates issued by the owner of K and K Fred.

3.3.2  Authorization certificates

Names as defined by name certs provide a convenient level
of abstraction from keys. However security decisions are
typically not made based on who someone is (identity) but
rather on what she is allowed to do (authorization).

SPKI strictly separates identity established by name certs
from authorization which is conveyed by authorization cer-
tificates or “auth certs”. An auth cert is a signed tuple of
five elements S (K, S,d, T, V) (7, 14].

Issuer K Like with name certs, K is the key that issued
this cert. The owner of this K is granting the autho-
rization conveyed by this cert.

Subject S A local name or a key that receives the autho-
rizatio

Delegation bit d If set the subject may delegate this au-
thorization or a subset thereof. Delegation is per-
formed by issuing a new auth cert to another subject,
signed with a key that corresponds to the subject S,
either directly if S is a key or—if S is a name—indi-
rectly with a key that is defined for S by a name cert.
Section [3.3.3| explains the interpretation of this flag in
more detail.

Authorization tag T° The authorization that is granted
by this cert. The interpretation and meaning of the
authorization depends on the application. The verifier
has to implement the appropriate logic to interpret
the authorization. SPKI however provides a standard
semantic for authorization tags.

Validity specification V The validity of the cert, just like
for name certs (see section [3.3.1]).

Example 3.9. The auth cert
(K, Kp,0,read ftp:/ /example.com/, ())

grants K, the undelegatable and unlimited authorization
to read from the URL ftp://example.com/. The owner of
K can include this authorization certificate in her FTP
request to the server and then sign the request with K.
This proves the FTP server that the request is legitimate
and authorized.

4SPKI also has threshold subjects to reflect the requirement
of having K out of N key holders agree on an authorization
to be granted. The discussion of these subjects is beyond
the scope of this paper. See section 6.3.3 of |[14] and section
10 of [7] for information about threshold subjects.
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3.3.3  Chains of certificates

Auth certs are not required to grant authorization directly to
a specific key. They may also grant authorization to names:

Example 3.10. The auth cert
(K, K Fred,0,read ftp://example.com/, ())

grants the authorization from example but not to a key
K, but to the name K Fred.

Granting authorization to names has some advantages over
granting to keys directly:

e It abstracts from the key, making the authorization re-
silient in face of key changes. If F'red needs to change
her key the auth cert does not the to be re-issued.

e [t allows for authorization to be delegated to groups
as in example

e [t provides a user-friendly way to refer to the entity
that is the subject of a cert, i.e. speaking of F'red is
just easier than speaking of a public key K.

This imposes a difficulty to K Fred: Since the auth cert
does not contain a key to sign the FTP request, he needs
a another name cert that provides a key K for the name
K Fred. She then needs to include the auth cert and the
name cert into her FTP request to prove her authorization.
In short he needs to provide the server a certificate chain
from the signing key to an auth cert accepted by the server.

The discovery of such chains is an interesting computational
problem discussed in [7]. This paper introduces the concept
of rewrite rules of the form L — R which rewrite names in
certificates.

Definition 3.3. Name and auth certs can be represented
as rewrite rules:

e A name cert C = (K, A,S,V) is represented as rule
KA—S.
e An auth cert C = (K,S,d,T,V) is represented as

rule K%Swithz= lif disset and z =0
otherwise. The boxed suffixes (tickets) control the del-
egation of authorization during re-writing, and ensure
that undelegatable auth certs are not rewritten any
further.

Based on rewrite rules the composition of certs is defined:

Definition 3.4. Given two certs C; and C, with the corre-
sponding rewrite rules L; — R, and L, — R, respectively
and Ry = L, X (L, is a prefix of R,) then C3 = C,C, =
L, - R, X. X may be empty.

Composing certs allows to combine multiple certs into a sin-
gle, “virtual” certs that captures the “meaning” of all these
certs:

Example 3.11. Two name certs

C, = (K, Friends, K Fred Sister, V)
C, = (K, Fred, K, V)
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together define K Friends as K Sister. With the rewrite
rules corresponding to C; and C,

C, = K Friends — K Fred Sister
C, = KFred - Ky

we can now compute the virtual certificate that captures this
definition:

C; =C, o C, = K Friends — K Sister =
= (K, Friends, K . Sister, V)

Now the interpretation of the delegation bit becomes clear.
If the delegation bit is set, the right hand side of the rule
has a “live” ticket . This right hand side can be rewritten
further with other auth certs, reflecting the delegation of
authority to another subject.

Example 3.12. The auth certs

C,=(K,Kp,1,A, V)= K[1] = K,[1]
Co=(Kp, K4,0,A,V) = Kp[1] - K,[0]

can be composed to

C3:C1002:K%KA@:

= (K7 KA,O,A,V)-

The certificate C; proves the authorization of the owner of
K 4 to the owner of K. Thus using the chain C,, C, the
authorization A is effectively delegated to the owner of K 4.

If the delegation bit is unset however, the right hand side
of a rule has a “dead” ticket IEI Since the left hand side
of an auth cert rule always has a live ticket, the left hand
side of an auth cert rule cannot be a prefix of a term with
a dead ticket. Thus a right hand side with a dead ticket
cannot be rewritten by another auth cert, but only by name
certs. Hence the authorization cannot be delegated to other
subjects.

Example 3.13. The authorization conveyed by the auth
cert

C, = (K, K Friends, 0, A, V) = K — KFriends@

cannot be delegated any further, because there is no auth
cert can be a prefix of the right hand side of this rule. Thus
there is no valid chain that can include another auth cert
after this cert.

However this cert can still be rewritten with name certs.
Consider the name cert
C, = (K, Friends, K, V) = K Friends — K.
This cert can be composed with C'; to yield
Cy=C,0Cy = K[1] = K [0]=
=(K,Kp,0,A,V).

Hence using the chain C';, C, the owner of K can prove her
authorization to the owner of K. Effectively K. is granted
the authorization A for being a member of the Friends

group.
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The composition of certs is transitive, hence there is a tran-
sitive closure C™ for a set of certificates C. The name reduc-
tion closure C*# is a subset of C* created by only including
compositions that strictly reduce the right hand side of the
composition.

In order to find a chain that proves authentication A for the
key K one now takes the set C of all valid auth certs for A
and all valid name certs and computes the name reduction
closure C#. From this closure which contains all intermedi-
ate compositions from the auth certs to the key K (if there
are any) one can create a graph with a vertex for each key
and an edge for each auth cert in C#.

A certificate chain that proves authorization A for the key
K can now be created by a simple breadth-first search over
this graph. If no chain is found, no such chain exists in
the set C' meaning that the owner of K actually lacks the
authorization A [7].

3.4 S-expressions

SPKI uses S-expressions—as known from the LISP family
of languageﬂto encode names, authentications and even
certﬁ These expressions are a human-readable and well-
understood syntax to encode data structures which makes
SPKI certificates pleasingly simple to read and comprehend
if compared to the complexity of the ASN.1-encoded X.509
certificates.

3.4.1 Names as S-expressions
S-expressions starting with the tag name encode local names:

Example 3.14. Within a cert issued by the key K the S-
expression (name Fred) encodes the basic name K Fred (see
example [3.1). Outside of a cert fully qualified names [14]
such as (name (hash shal H(K)) Fred) must be used to
explicitly specify the name space. H(K) must be substi-
tuted with the SHA1 hash of the key KE

Example 3.15. Within a cert issued by the key K the
S-expression (name Fred Sister) encodes the compound
name K Fred Sister (see example . Outside of a cert a
fully qualified name must be used, just like in the previous
example.

3.4.2 Authentication as S-expressions

The encoding of names as S-expressions is merely convenient
but in the encoding of authentication S-expressions become
truly powerful. Authorization is encoded as a (nested) list
of strings [14] starting with tag:

Example 3.16. The authorization tag

(tag (ftp ftp.example.com /foo/bar))

might allow FTP access to the directory /foo/bar on the
host ftp.example.com.

5See Rivest's S-expressions page [26] and guide [25] for more
information about S-expressions.

6The encoding of certs as S-expressions is beyond the scope
of this paper. [11] has examples of certs as S-expressions.
This S-expression encoding of certs is not mandatory. Sec-
tion 6.5 of RFC 2693 |14] defines translation rules from
X.509 and PGP certificates to SPKI certs.

7Of course, other hash algorithms may be used just as well.
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SPKI leaves the definition of the meaning of authorization
to the application that verifies the authorization, allowing
for arbitrarily complex authorizations to be conveyed. How-
ever SPKI specifies a simple and entirely optional semantic
to interpret and intersect authorizations to provide devel-
opers with a standardized, yet flexible interpretation of au-
thorization |14]:

In this semantics each item in an authorization further re-
stricts the granted authorization:

Example 3.17. The two authorization tags

(tag (ftp ftp.example.com))
(tag (ftp ftp.example.com /foo/bar))

intersect to

(tag (ftp ftp.example.com /foo/bar))

Furthermore some wild card constructs are supported, most
notably (*), which matches everything, and (* set), (*
prefix) and (* range) which match against a set of values,
a string prefix and a range of values respectively [14].

Example 3.18. The two authorization tagss

(tag (ftp ftp.example.com

(* set read write)))
(tag (ftp ftp.example.com

(x set read delete)))

intersect to

(tag (ftp ftp.example.com (* set read)))

Example 3.19. The two authorization tagss

(tag (ftp ftp.example.com

(x prefix /foo/)))
(tag (ftp ftp.example.com

(x prefix /foo/bar/)))

intersect to

(tag (ftp ftp.example.com
(x prefix /foo/bar/)))

By relying on this standard semantics developers can easily
implement authorization checks in applications. One just
needs to construct the complete S-expression that authorizes
access to a desired resource and intersect this expression
with the expression contained in the authorization certificate
that desires access. Access will be granted if the expressions
intersect.

4. TRUST

SPKI provides a distributed certificate infrastructure. In
such an infrastructure participating entities are likely to
have only an indirect relation between each other. For in-
stance, in PGP one may receive a key not directly from the
key owner, but instead from a 3rd party like a public key
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server. This key may be signed by other keys whose owners
by not be known at all. In SPKI, one may have to verify an
authorization delegated to an unknown entity.

Naturally the question arises in how far such signatures or
such delegated authorizations can be trusted in various as-
pects. In PGP one might want to know if a signer really
verified the key owner's identity before signing the key. In
SPKI one might want to know whether the delegator of an
authorization really ensured that the subject of the delega-
tion will use the authorization appropriately.

4.1 The problem of transitive trust

These questions can be generalized to the question in how
far statements of entities are trusted. If the entity making a
statement is directly known one can directly assess trust into
this entity. One can gather enough information and execute
sufficient checks to ensure that this entity will behave as
expected.

If the entity is not directly known, this is not longer possi-
ble. Instead one has to rely on somebody else's statement
about the trust into this entity. Of course this statement
is affected by the trust one has into the entity making this
statement. Trust becomes a transitive relation which arises
the requirement to adequately communicate trust and to
make automated decisions about trust.

4.2 Trustin X.509

As explained in section there are different competing
CAs that issue certificates. Hence every X.509 application
has a root store containing certificates of implicitly trusted
CAs.

However, there is no standardized formal process for the
inclusion of CAs in root stores. Every application and every
organization has its own processes and guidelines regarding
the inclusion of CAs in root stores or their removal thereof.
These processes and guidelines greatly vary in quality, and
consequently many applications include a lot of CAs in their
root stores.

All of these root CAs have equal signing authority and may
issue certificates for arbitrary names. They may even create
subordinate CAs by issuing intermediate certificates which
are normally permitted to issue arbitrary certificates them-
selves.

Thus one effectively trusts a lot of CAs with equal signing
authority, many of which are not even known to the user.
The security of the whole infrastructure is thus lowered to
the weakest CAs reachable via the root store. The trust
model of X.509 is simply unlimited and ultimate transitive
trust.

4.3 Trustin GPG

OpenPGP provides a far less transitive, but still simple trust
model. A OpenPGP user may assign an Owner trust level to
a key in her key ring. This trust level should reflect in how
far the owner of that key is trusted to introduce keys, i.e.
in how far the owner's signature on another key is trusted.
PGP knows three trust levels not trusted, marginally trusted
and completely trusted [2, |8} |18].
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To OpenPGP these levels assess the quality of a signature
of this key. PGP calculates the authenticity of a key as a
weighed sum of the number of marginally trusted and com-
pletely trusted signatures on that key, based on the user's
preferences on how many marginally or completely trusted
signatures make a key trusted.

While these trust levels define the trust given to introduced
keys, the trust levels themselves are private and not com-
municated to the outside. They are not transitive.

4.4 Trust in SPKI—By example

Contrary to X.509 and OpenPGP SPKI does not specify
any kind of trust management model. Trust management in
SPKI is left to the application which may implement arbi-
trary trust semantics and algebras.

One such algebra is presented in [18]. It assesses trust based
on a framework called Subjective Logic which is essentially
a calculus for opinions [18]:

Definition 4.1. An opinion is a triple w = {b, d, u} where
b+d+wu=1and {b,d,u} €[0,1]>. The components are
the belief b, the disbelief d and the uncertainty w. pr =
{ba, dit, uzt} is the opinion of an agent A about a statement
D.

The belief and disbelief components describe the probabil-
ity of whether a statement is true or not. The uncertainty
component compensates for the absence of knowledge about
a statement.

Such opinions provide the base for a logic calculus of con-
Jjunction, recommendation and consensus |18]ﬂ:

Definition 4.2. The conjunction wﬁAq = w;‘ A wg‘ of the
opinions wﬁ and wj;‘ about two discrete binary statements
p and q represents A's opinion about p and g being true.

Definition 4.3. The recommendation wﬁB =whi® wf is

A's opinion about the statement p as a result of a recom-
mendation from B. w? is A's opinion about B's recom-
mendations. wf is B's opinion about the statement p as
recommended to AE[

In order two assess trust in an SPKI certificate two special
opinions are of importance [18|:

Definition 4.4. The opinion WQA(K,) is the opinion of the
recipient R of a certificate about the authenticity of the key

K; of the certificate's issuer I, that is, whether the key
really belongs to the issuer.

Definition 4.5. The opinion ng(I) is the opinion about
the recipient R of a certificate about the recommendation
trustworthiness of the certificate's issuer I, that is, how
much R trusts I to issue certificates correctly@

8The exact mathematical definition of these operators are
not reproduced here, as these are not relevant for the dis-
cussion of this algebra within the scope of this paper. Refer
to section 3 of [18] for details.

9This is not necessarily identical to B'S real opinion about

p.
10This is essentially equivalent to the Owner trust of PGP,
however at a much finer level.
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Together these two opinions form R's opinion about a cer-
tificate issued by I, expressed as the conjunctive recommen-
dation term wPf = wﬁA(KI) A ngU) [18]. The trust in a
certificate subject S is consequently expressed as a recom-
mendation wk = wf ®w§<A<KS) where K g is the public key
of S. By chaining such expressions one can now compute the
relative trust of a certificate chain in which each certificate's
subject has an opinion about the subsequent certificate.

This can naturally be applied to SPKI. As discussed in
sectionthe verifier of an authorization needs a complete
chain of certificates as proof of authorization. To express the
trust in such a chain, each certificate C; in this chain has
to include an opinion about the authenticity of its subject.

The only obstacle are names used as certificate subjects.
Obviously one cannot assess the key authenticity of names
and hence not calculate their trust opinion. However, in
a valid certificate chain a name subject must eventually be
bound to a key by a name cert. Hence the opinion of trust
into a name is equivalent to the opinion about trust in all
name certs needed to obtain a key for the name.

The verifier of an authorization can calculate the trust of
the chain for use as parameter in its decision about a re-
quest to a protected resource, and for instance only accept
request that provide chains whose trust belief exceed a cer-
tain threshold. Combined with SPKI's authorization delega-
tion this provides a flexible way of delegating and verifying
authorization that can model a wide range of organizational
structures.

5. FAILURE AND SUCCESS OF SPKI

This paper has introduced SPKI and discussed the definition
and semantics of its certificates, and revealed the flexibility,
elegance and expressiveness of naming and authorization.
It has furthermore analyzed how trust can be measured and
assessed in certificate chain.

It has however not given an practical use of SPKI, simply
because there is none. There has been research about using
SPKI with various technologies and protocols, for instance
DNS [17], HTTP [6] or sensor network [23], but to this days
SPKI has not seen wide-spread adoption in real applications.
Especially it has not replaced X.509 in application though
that was an original intent of SPKI.

One may speculate about the reasons for this lack of de-
ployment. Probably SPKI just came too late. By the time
it was standardized and sufficiently researched, X.509 was
already widely employed and had become the cryptographic
backbone of the internet. With a cryptographic infrastruc-
ture at hand, there was little motivation to implement yet
another one. Moreover SPKI did not offer a business model
for companies, thus there was little interest to invest into
the deployment of this standard.

A decade after the standardization of SPKI it seems unlikely
that SPKI will ever happen to replace X.509 in important
application. However, it may serve well in special domains
and niche applications that have need of a simple and easy
to implement public key standard. This paper may help
developers of such applications to look beyond X.509 and
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possibly discard its complexity in favour of a really simple
public key infrastructure.
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KURZFASSUNG

Der Schutz der Privatsphire gewinnt durch die steigende
Vernetzung und Nutzung des Internets an Bedeutung. In
dieser Arbeit werden deshalb die rechtlichen Grundlagen in
Deutschland und in der EU beziiglich personenbezogener
Daten aufgearbeitet. Dabei stellt sich in der Praxis heraus,
dass die Auslegung dieser Definitionen oftmals schwammig
ist und zu kontroversen Gerichtsentscheidungen fiihrt. In der
Vergangenheit wurde in Forschungsprojekten gezeigt, dass
es neben Cookies noch weitere Moglichkeiten gibt, einen
Web-Browser iiber eine Art Fingerabdruck wiederzuerken-
nen. Dadurch ist es moglich, Bewegungsprofile einzelner Nut-
zer zu erstellen, was eine Bedrohung der Privatsphéire dar-
stellt. Der Autor beschrénkt sich hierbei auf den Informa-
tionsgehalt, der iiber den HTTP-Header des Web-Browsers
gewonnen werden kann. Um dieser Bedrohung entgegenzu-
wirken, werden in dieser Arbeit verschiedene Mafinahmen
und Modelle vorgestellt, die dem Schutz der Privatsphire
dienen. Dabei zeigt sich, dass es der Internetnutzer selbst in
der Hand hat, dieses wichtige Gut zu bewahren.

Schliisselworte
personenbezogene Daten, Datenschutz, Anonymitdt im In-
ternet, HT'TP-Header, k-anonymitiy, l-diversity, t-closeness

1. EINLEITUNG

Nicht nur durch die steigende Nutzung des Internets, son-
dern auch die Entwicklung hin zum Web 2.0 stellen eine
Bedrohung der Privatsphéire im Internet dar. Dabei agiert
der Benutzer im Internet nicht mehr nur als Konsument
von Texten, Bildern und Videos, sondern wird dazu ermu-
tigt, selbst eigene Inhalte zu verdffentlichen. Wéhrend diese
Gefahr noch selbst reguliert und beispielsweise durch die
Reduzierung der freiwilligen Preisgabe von personlichen In-
halten gemindert werde kann, stellt die steigende Nutzung
des Internets weiterhin ein Problem dar. Wie in einem For-
schungsprojekt der Electronic Frontier Foundation demons-
triert wurde, konnen Web-Browser nicht nur durch Cookies,
sondern auch durch eine Reihe anderer Informationen iden-
tifiziert werden [9]. Die Auswertung dieses Projekts zeigt,
dass die Kombination des zugrundeliegenden Betriebssys-
tems, systemseitige Einstellungen wie Bildschirmauflésung
und Spracheinstellungen, sowie die Wahl des Browsers und
die darin installierten Plugins oftmals eine einzigartige Si-
gnatur ergeben, wodurch der Benutzer verfolgbar wird [8].

Mit diesem Hintergedanken werden in dieser Arbeit weni-
ger die technischen Aspekte zur Erstellung eines Browser-
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Fingerabdrucks beleuchtet, sondern vielmehr die zugrunde-
liegenden gesetzlichen Regelungen zur Speicherung und zum
Schutz von personenbezogenen Daten erldutert. In Kapi-
tel 3 werden, basierend auf den gesetzlichen Bestimmungen,
die Daten eines HT'TP-Headers sowie die Log-Moglichkeiten
eines Webservers néher betrachtet und bewertet. Verschie-
dene Modelle zum Schutz der Privatsphédre werden in Ab-
schnitt 4 vorgestellt. Dabei werden mogliche Schutzmafinah-
men nicht nur aus der Perspektive des Benutzers vorgestellt,
sondern auch auf die Rollen des Software-Entwicklers und
des Webseiten-Betreibers eingegangen. Auf verwandte Ar-
beiten wird in Kapitel 5 verwiesen und Kapitel 6 enthilt
abschlieend neben einer Zusammenfassung einen Ausblick
zum Thema.

2. RECHTLICHE GRUNDLAGEN

Die nationalen und internationalen Beschliisse und Gesetze
rund um das Thema Datenschutz und Privatsphére stellen
die Grundlage dieser Arbeit dar. Darauf basierend kénnen,
die im Internet anfallenden Daten, beispielsweise die Inhal-
te eines HTTP-Header aus einem Webserver-Log, beziig-
lich ihrer rechtlichen Bedeutung, klassifiziert werden. Daraus
wiederum resultieren die Vorschriften und die zu treffenden
Mafinahmen fiir die Speicherung und den Schutz dieser Da-
ten.

Einer der ersten Ansitze zum Schutz der Privatsphére wur-
de im Jahre 1948 in der Generalversammlung der Vereinten
Nationen beschlossen. Dabei kann das Recht auf Privatsphé-
re im weitesten Sinne als ein Bestandteil der international
geltenden Allgemeinen Erkldrung der Menschenrechte ange-
sehen werden. Der Artikel 12 wurde dabei wie folgt definiert:

“Niemand darf willkiirlichen Eingriffen in sein Pri-
vatleben, seine Familie, seine Wohnung und sei-
nen Schriftverkehr oder Beeintrichtigungen sei-
ner Ehre und seines Rufes ausgesetzt werden. Je-
der hat Anspruch auf rechtlichen Schutz gegen
solche Eingriffe oder Beeintrichtigungen.” [23]

Einen expliziten Schutz der Privatsphére im Internet wurde
dabei zwar nicht definiert - zumal das Internet damals noch
gar nicht existierte - dennoch kann dies als erster globaler
Grundstein zum Schutze des Privatlebens angesehen werden.

Aufbauend auf dieser Basis wurden sowohl in der Européi-
schen Union, als auch auf nationaler Ebene mit dem Bundes-
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datenschutzgesetz weitere Regelungen zum Schutz der Pri-
vatsphére und folglich auch zum Schutz von personenbezo-
genen Daten im Internet definiert. Innerhalb der Européi-
schen Union ist dies in der Richtlinie 95/46/EG geregelt,
die zum Schutz natiirlicher Personen bei der Verarbeitung
von personenbezogenen Daten und zur freien Datenverkehr
dient [10].

Derzeit wird iiber eine Erneuerung der Datenschutzrichtli-
nie 95/46/EG verhandelt. Die ersten Reformvorschlige wur-
den bereits im Frithjahr 2012 prisentiert. Die Reform zielt
im Besonderen darauf ab, ein einheitliches und hohes Da-
tenschutzniveau in der EU sicherzustellen. Das Hauptau-
genmerk liegt dabei vor allem auf den neuen technologi-
schen Weiterentwicklungen wie beispielsweise mobiles Inter-
net, Suchmaschinen und soziale Netzwerke. Das Ziel dabei
ist die Sicherstellung der Transparenz in der Datenverar-
beitung, die Gewéhrleistung der Betroffenenrechte sowie die
Verpflichtung der Unternehmen, ihre Produkte von vornher-
ein mit datenschutzfreundlichen Technologien auszustatten
[11].

Die Umsetzung der Datenschutzrichtlinie 95/46/EG wird in
Deutschland durch das Bundesdatenschutzgesetzt (BDSG)
geregelt [1].

2.1 Was sind personenbezogene Daten?

Die zentrale Frage dieser Arbeit behandelt die Definition von
personenbezogenen Daten, welche hier anhand der gesetzli-
chen Regelung in Deutschland als auch anhand der Richtli-
nie der Européischen Union beantwortet werden soll. Inner-
halb der EU Richtlinie steht der Ausdruck personenbezogene
Daten fiir “[...] alle Informationen iiber eine bestimmte oder
bestimmbare natiirliche Person” (vgl. Artikel 2a Richtlinie
95/46/EG, [10]). Weiterhin wird eine Person als bestimm-
bar bezeichnet, wenn diese “direkt oder indirekt identifiziert
werden kann, insbesondere durch Zuordnung zu einer Ken-
nummer oder zu einem oder mehreren spezifischen Elemen-
ten, die Ausdruck ihrer physischen, physiologischen, psychi-
schen, wirtschaftlichen, kulturellen oder sozialen Identitéit
sind” (vgl. Artikel 2a Richtlinie 95/46/EG, [10]).

An diese Richtlinie angelehnt wird in Deutschland folgende
Begriffsbestimmung verwendet:

“Personenbezogene Daten sind Einzelangaben iiber
personliche oder sachliche Verhiltnisse einer be-
stimmten oder bestimmbaren natiirlichen Person
(Betroffener).” (vgl. § 3 Absatz 1 BDSG [1])

Einfache Beispiele personenbezogener Daten sind der voll-
stéandige Name oder die Anschrift einer Person. Mittels die-
ser Daten kann offensichtlich direkt eine bestimmte Per-
son ausgemacht werden. Bei Informationen wie Familien-
stand, Alter oder Kontonummer handelt es sich zunéchst
um Einzelangaben {iber personliche Verhéltnisse. Auch der
Besitz eines bestimmten Gegenstandes, beispielsweise eines
Autos, ist als Einzelangabe sachlicher Verhéltnisse einzuord-
nen. Diese Einzelangaben werden erst dann zu personenbe-
zogenen Daten, wenn daraus eine bestimmte oder bestimm-
bare natiirliche Person ableitbar ist. Dies ist immer dann der
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Fall, wenn diese Einzelangaben in einer Art Liste zusammen
mit dem Namen gespeichert werden.

Deutlich schwieriger allerdings wird die Einstufung der Da-
ten, wenn nicht direkt von einem einzelnen Datum auf eine
Person geschlossen werden kann, aber aus einer Kombinati-
on verschiedener Einzelangaben. Bei einer Liste, die lediglich
das Geschlecht und das Geburtsdatum verschiedener Perso-
nen enthélt, kann sicherlich noch nicht von personenbezoge-
nen Daten gesprochen werden. Was ist aber, wenn diese Lis-
te neben dem Geschlecht und dem Geburtsdatum zusétzlich
noch eine Postleitzahl enthélt? Zunéchst kdnnte angenom-
men werden, dass es sich selbst dann noch um eine anony-
me Liste handelt. Die Informatikerin Latanya Sweeney hat
jedoch gezeigt, dass allein durch diese Informationen 53%
der Bevolkerung in den USA einzigartig und sogar 83% der
US-Amerikaner mit grofler Wahrscheinlichkeit identifiziert
werden kénnen [20].

Weiterhin spezifiziert das BDSG besondere Arten von perso-
nenbezogenen Daten. Dabei handelt es sich um die Angaben
iiber religivse oder philosophische Uberzeugungen, die rassi-
sche und ethnische Herkunft, politische Meinungen, Gewerk-
schaftszugehorigkeit, Gesundheit oder Sexualleben (vgl. § 3
Absatz 9 BDSG [1]).

Neben den allgemeinen Bestimmungen im BDSG, die in §
1 bis § 11 definiert sind, wird zusétzlich zwischen der Da-
tenverarbeitung seitens offentlicher Stellen (§§ 12-26) und
nicht-6ffentlicher Stellen (§§ 27-38a) unterschieden. Unter
nicht-6ffentlichen Stellen sind (private) Unternehmen jegli-
cher Rechtsform aber auch 6ffentlich-rechtliche Wettbewerbs-
unternehmen zu verstehen. Abhéngig vom Anwendungsbe-
reich werden dabei die allgemeinen Bestimmungen aus § 1
bis § 11 beziiglich der Speicherung, Verarbeitung und Nut-
zung personenbezogener Daten im Einzelnen genauer defi-
niert.

2.2 Verarbeitung und Schutz von personen-

bezogenen Daten

Bei der Zuléssigkeit der Datenerhebung, -verarbeitung und
-nutzung stimmen die Regelungen der EU sowie die Bestim-
mungen im BDSG grofitenteils tiberein. Um personenbezo-
gene Daten zu schiitzen, wird dabei eine Erhebung, Verar-
beitung und Nutzung dieser Daten zunéichst generell verbo-
ten. Ausnahmen werden nur dann erlaubt, wenn eine Ein-
willigung der betroffenen Person vorliegt oder eine andere
Rechtsvorschrift dieses Gesetztes dies erlaubt (vgl. § 4 BDSG
[1] und Artikel 7 Richtlinie 95/46/EG [10]). Zusétzlich muss
nach § 28 des BDSG der Zweck der Datenverarbeitung oder
-nutzung konkret festgelegt werden, wenn diese dem eigenen
Geschiftszweck dient [1].

Weiterhin besagt § 3a des BDSG, dass die Systeme zur Erhe-
bung, Verarbeitung und Nutzung personenbezogener Daten
mit dem Ziel der Datenvermeidung und Datensparsamkeit
auszurichten sind. Zudem miissen personenbezogene Daten
anonymisiert oder pseudonymisiert werden, sofern dies nach
dem Verwendungszweck moglich ist und nicht einen unver-
héltnisméBigen hohen Aufwand erfordert [1]. Eine solche Re-
gelung ist in der Datenschutzrichtlinie 95/46/EG nicht ent-
halten.
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2.3 Regelung zur Speicherung von personen-

bezogenen Daten

Fiir elektronische Informations- und Kommunikationsdiens-
te besagt das Telemediengesetz (TMG) nach § 13 Abs. 4 Nr.
2, dass anfallende personenbezogene Daten nach Ablauf der
Nutzung unmittelbar geléscht werden miissen. Die Verwen-
dung von Nutzungsdaten iiber das Ende der Nutzungsdauer
hinaus ist nach § 15 Abs. 4 TMG nur dann zuléssig, wenn sie
fiir die Zwecke der Abrechnung mit dem Nutzer erforderlich
sind [2]. Dariiber hinaus besagt § 9 des BDSG, dass bei der
Verarbeitung und Speicherung von personenbezogene Da-
ten ein Mindestmafl an Sicherheitsvorkehrungen getroffen
werden muss. In der Anlage zu § 9 werden dabei konkrete
Mafinahmen definiert. Dazu soll Unbefugten der Zutritt so-
wie der Zugriff auf die Datenverarbeitungssysteme verwehrt
werden. Weiterhin muss bei der Ubertragung von personen-
bezogenen Daten ein Verschliisselungsverfahren verwendet
werden, welchem dem Stand der Technik entspricht [1].

3. ANALYSE VON HTTP-HEADERN UND

WEBSERVER-LOGS

Der HTTP-Header ist ein Bestandteil des Hypertext Trans-
fer Protocol (HTTP), der wichtige Informationen bei der
Kommunikation zwischen Browser und Webserver iibermit-
telt. Hierbei soll sichergestellt werden, dass Nachrichten auf
beiden Seiten korrekt interpretiert werden. Dartiber hinaus
wird die Méglichkeit geschaffen, mit Hilfe des HT' TP-Headers
die Webseite an die Gegebenheiten des Clients anzupassen.
Dies betrifft beispielsweise die Anpassung der Sprache an
die Voreinstellungen des Benutzers, oder auch die Optimie-
rung der Webseite fiir mobile Geréte. Dabei wird unterschie-
den zwischen den Anfrage-Headerfeldern, welche vom Brow-
ser an den Webserver gesendet werden, und den Antwort-
Headerfeldern, die der Webserver bei der Antwort an den
Browser verwendet.

Dass der HT'TP-Header nicht nur zur korrekten Interpreta-
tion der Daten sowie zur Optimierung der Webseite an den
Client genutzt werden kann, hat das Forschungsprojekt der
Electronic Frontier Foundation (EFF) gezeigt [9]. Dabei ist
es gelungen, aus den erhaltenen Daten des HTTP-Headers
sowie durch weitere Abfragen mittels Java, JavaScript und
Flash einen Fingerabdruck des Browsers herzustellen. In die-
ser Arbeit jedoch liegt der Fokus ausschliellich auf dem
HTTP-Header. Dabei ist in diesem Fall eine weitere Ein-
schrinkung auf die Anfrage-Headerfeldern moglich, da nur
diese eine potenzielle Gefahr fiir den Benutzer darstellen.
Die Header-Felder werden mittels Request for Comments
(RFCs) von der Internet Engineering Task Force (IETF)
spezifiziert. Zusétzlich dazu kénnen Hersteller eigene Erwei-
terungen implementieren, die dann allerdings nicht von je-
dem Webserver bzw. Browser verstanden werden. Die ak-
tuell giiltige Spezifikation des Hypertext Transfer Protocol
ist in RFC 2616 dokumentiert, welcher spéater durch weitere
RFCs erweitert wurde [12].

3.1 Inhalt des HTTP-Headers

Mit Hilfe der gesetzlichen Bestimmungen aus dem vorheri-
gen Kapitel ist eine Basis geschaffen, um die Inhalte eines
HTTP-Headers beziiglich ihrer rechtlichen Relevanz einzu-
ordnen. Zunichst soll Tabelle 1 einen Uberblick der in einem
HTTP-Header enthaltenen Felder bieten. Dabei handelt es
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sich lediglich um einen Auszug der Anfrage-Felder, die im
Rahmen dieser Arbeit sinnvoll erscheinen.

Tabelle 1: Auszug der HTTP-Header Anfrage-Felder

Feld Beschreibung

Accept Vom Browser akzeptierte Dateitypen

Accept- Vom Browser unterstiitzte Zeichensét-

Charset ze

Accept- Gibt die unterstiitzten komprimierten

Encoding Formate an

Accept- Unterstiitzte Spracheinstellungen

Language

Authorization | Enthélt Authentifizierungsdaten

Expect Besschreibt das Verhalten, das der Cli-
ent vom Server erwartet

From Beinhaltet die E-Mail Adresse des Nut-
zers; allerdings muss der Nutzer aus-
driicklich zustimmen, wenn diese gesen-
det wird

Host Domain-Name des Webservers

Referer Enthélt die URI der Webseite von der
aus auf die aktuelle Webseite iiber ein
Link verwiesen wurde

User-Agent Beinhaltet Informationen iiber den Cli-
ent, wie zum Beispiel Betriebssystem
und Webbrowser

Ein weiteres fiir diese Arbeit relevantes Anfrage-Headerfeld
wurde in RFC 4229 hinzugefiigt. Dabei handelt es sich um
das sogenannte Cookie, das von dem Webbrowser gespei-
chert wird und dazu dient, einen Browser beim erneuten
Besuchen einer Webseite wiederzuerkennen [18].

3.2 Rechtliche Einstufung der Daten

Die in Tabelle 1 aufgelisteten Anfrage-Headerfelder sind ein-
zeln fiir sich betrachtet aus gesetzlichen Gesichtspunkten
eher unkritisch, da es sich weder um sensible Informatio-
nen noch um Schliisselattribute handelt, mit Hilfe derer eine
Person direkt identifiziert werden kann. Einzige Ausnahme
stellt das From Header-Feld dar, welches die E-Mail Adresse
des Benutzers enthilt. Allerdings wurde in RFC 2616 be-
schrieben, dass diese Information nicht ohne die Einwilli-
gung des Nutzers gesendet werden sollte, da dies mit den
Datenschutzinteressen des Nutzers in Konflikt stehen kénn-
te. Des Weiteren sollte der Benutzer die Moglichkeit haben,
das Feld zu deaktivieren bzw. den Inhalt des Feldes vor dem
Absenden der Anfrage zu modifizieren [12]. Auch wenn die
E-Mail-Adresse definitiv als personenbezogenes Datum ein-
zustufen ist, ist das From Header-Feld dennoch konform mit
den gesetzlichen Regelungen, da eine ausdriickliche Einwil-
ligung des Nutzers vorhergehen muss (vgl. § 4 BDSG [1]
und Artikel 7 Richtlinie 95/46/EG [10]). Eine mogliche Pro-
blematik diesbeziiglich besteht auch deswegen nicht, da die
Verwendung dieses Header-Feldes heutzutage kaum Verwen-
dung findet. Offen allerdings bleibt die Frage, ob die Kom-
bination sdmtlicher Headerfelder so aussagekriftig ist, um
eine Person eindeutig zu identifizieren. Auf diese Frage wird
im folgenden Kapitel ndher eingegangen.

Neben diesen HT'TP-Header-Feldern kann ein Webserver wei-

tere Informationen aus einem TCP/IP Datenpakt extrahie-
ren. Hierbei ist vor allem die IP-Adresse zu nennen. Inwie-
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fern die IP-Adresse als personenbezogenes Datum angesehen
wird, ist aktuell noch umstritten. Datenschiitzer argumen-
tieren, dass bei einer statisch vergebenen IP-Adresse ein di-
rekter und andauernder Bezug zum Anschlussinhaber mog-
lich ist. Doch auch selbst bei einer dynamischen zugewie-
senen [P-Adresse in Kombination mit dem Zeitstempel des
Zugriffs wird argumentiert, dass in vielen Féllen mit Hilfe
Dritter ein Bezug zu einer bestimmbaren Person hergeleitet
werden kann. Diese Auffassung wurde in verschiedenen Ge-
richtsentscheidungen [14][4], in einem 6ffentlichen Schreiben
des Bundesjustizministerium [7] sowie vom Bundesamt fiir
Sicherheit in der Informationstechnik (BSI) [6] geteilt. Aller-
dings liegen auch Gerichtsbeschliisse vor, bei denen die IP-
Adresse nicht als personenbezogenes Datum aufgefasst wur-
de [3]. Ein eindeutiger und gesetzlich haltbarer Beschluss
fehlt damit weiterhin. Durch den Vorschlag des Européi-
schen Parlaments zur Reform der 95/46/EG ist allerdings
die Tendenz erkennbar, wonach zukiinftig IP-Adressen als
personenbezogenes Datum eingestuft werden sollen [11].

3.3 Bewertung des Informationsgehalts

Um die verschiedenen Variablen beziiglich ihres Informa-
tionsgehaltes vergleichen zu koénnen, wird die Entropie als
Maf} der Informationsdichte verwendet. Dabei entspricht die
Entropie, die in Bits gemessen wird, dem mittleren Informa-
tionsgehalt einer Messvariable. Der Informationsgehalt wie-
derum héngt von der Auftrittswahrscheinlichkeit der Mess-
variable ab. Generell gilt, je geringer die Auftrittswahrschein-
lichkeit einer Variable ist, desto hoher ist der Informations-
gehalt und andersherum. Wichtig in diesem Zusammenhang
ist zu erwédhnen, dass die Entropie verschiedener Variablen
nur dann miteinander addiert werden kann, sofern keine sta-
tistische Abhéngigkeit zwischen den Messvariablen besteht
[8].

Die folgenden Informationen beziehen sich auf die Auswer-
tung des Forschungsprojekts Panopticlick der EFF. Die Ana-
lyse der Daten basiert auf einem Datensatz von insgesamt
iiber einer Million Klicks auf ihrer Test-Webseite, wovon
durch eine Reduktion von redundanten Daten immer noch
470.161 Datensétze iibrig geblieben sind.

Tabelle 2: Durchschnittliche Entropie der HTTP-
Felder [8, S. 5-17]

Header-Feld Entropie Quelle
User-Agent 10,0 HTTP-Header
Accept-Headers 6,09 HTTP-Header
Cookies erlaubt? 0,353 HTTP-Header
Schriftarten 13,9 Flash / Java Applet
Browser Plugins 15,4 JavaScript / AJAX
Bildschirm-Auflésung 4,83 JavaScript / AJAX
Zeitzone 3,04 JavaScript / AJAX
Supercookie Test 2,12 JavaScript / AJAX

Fiir den User-Agent bedeutet dies beispielsweise, dass wenn
aus der Gesamtmenge der Datensétze ein Browser zufillig
ausgewahlt wird, nur jeder 21%-te (=1024) Browser genau die
gleiche User-Agent Charakteristik aufweist [8]. Der User-
Agent ist somit ein relativ aussagekriftiges Kriterium bei
der Identifikation von Browsern. Neben den gewonnen In-
formationen iiber den HTTP-Header sind in dieser Tabelle
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noch weitere Kriterien aufgelistet, die iiber Java, Javascript
(bzw. AJAX) und Flash gewonnen werden, damit die Werte
besser eingeordnet werden koénnen.

Leider enthilt die statistische Auswertung von Eckersley
keine Aufschliisselung der einzelnen Accept-Header-Feldern.
Stattdessen sind die vier in Tabelle 1 beschriebenen Accept-
Header zusammengefasst worden, weshalb eine Aussage zu
den einzelnen Feldern nicht mdoglich ist. Dennoch lédsst sich
ablesen, dass die Accept-Felder zwar einen nicht zu vernach-
lassigbaren Anteil zur Identifikation der Browser ausmachen,
aber in der Gesamtsumme eher untergehen. Kaum Bedeu-
tung hingegen ist der Abfrage, ob Cookies erlaubt sind oder
nicht, zuzumessen. Hierbei ist anzumerken, dass die einzel-
nen Header-Felder statistische Abhéngigkeiten besitzen. Die
Abfrage, ob Cookies erlaubt sind oder nicht, ist beispielswei-
se von den Grundeinstellungen des Web-Browser und somit
vom User-Agent abhéngig, weshalb die Entropie-Bits nicht
miteinander addiert werden diirfen.

Des Weiteren ist aus der Tabelle abzulesen, dass generell die
Aussagekraft, die iiber den HTTP-Header gewonnen wer-
den kann, eher gering ist im Vergleich zu den Moglichkeiten,
die JavaScript bzw. AJAX bietet. Allerdings muss an dieser
Stelle relativiert werden, dass der HTTP-Header tatséchlich
bei jeder Anfrage iibertragen wird und nur schwer zu blo-
cken ist. JavaScript hingegen kann in den géngigen Brow-
sern entweder direkt, oder durch diverse Plugins deaktiviert
werden. Es ist allerdings auch schon fiir die Browser Fire-
fox [17] und Chrome [13] ein Plugin vorhanden, welches die
Modifikation des HTTP-Anfrage-Headers ermoglicht. Laut
Beschreibung sind diese Plugins allerdings primér an Web-
Entwickler gerichtet, um die Funktionalitéit einer Webseite
zu testen, wenngleich auch das Thema Schutz der Privat-
sphére erwahnt wird.

Welcher Informationsgehalt der IP-Adresse in diesem Zu-
sammenhang beizumessen ist, geht aus der Arbeit von Eckers-
ley nicht hervor. Dennoch ist festzuhalten, dass es sich bei
der IP-Adresse um eine Variable handelt, die sich im Regel-
fall taglich verdndert. Bei den bereits besprochenen Mess-
variablen sind die Werte hingegen iiber einen lédngeren Zeit-
raum relativ stabil. Diese Eigenschaft ist auch bei der Erstel-
lung eines Browser-Fingerabdrucks erforderlich. Durch die
Verwendung von Network Address Translation (NAT) unter
IPv4 wird die Zuordnung der IP-Adresse zu einem Browser
weiter erschwert. Eine fundierte Aussage iiber den Informati-
onsgehalt der IP-Adresse ist daher nur schwer moglich. Eine
statische und fest zugewiesene IP-Adresse wiirde hingegen,
in Verbindung mit den anderen Messvariablen, die Wieder-
erkennung der Gerite aus diesem Internetanschluss deutlich
vereinfachen.

4. MABNAHMEN UND MODELLE ZUM
SCHUTZ DER PRIVATSPHARE

Um ein Mindestmafl an Schutz der Privatsphire eines In-
ternetnutzers zu gewéhrleisten, existieren verschiedene An-
sétze. Dabei hingen die Beweggriinde als auch die Mog-
lichkeiten stark von der jeweiligen Rolle ab. Im Folgenden
werden dazu die Perspektiven des Benutzers, des Software-
Entwicklers als auch die eines Webseiten-Betreibers néher
betrachtet.
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4.1 Aus Sicht eines Internetnutzers

Wem der Schutz der eigenen Privatsphére wichtig ist, kann
selbst dazu beitragen, dass dieser Schutz gewé&hrleistet ist.
Dazu bieten alle gidngigen Web-Browser verschiedenste Ein-
stellmoglichkeiten an. So kann beispielsweise konfiguriert wer-
den, ob Cookies iiberhaupt erlaubt und wenn ja, nach wel-
chem Zeitpunkt wieder geloscht werden sollen. Ebenso kann
JavaScript komplett deaktiviert werden. Deutlich komfor-
tabler und flexibler kénnen diese Einstellungen auch iiber
verschiedene Plugins vorgenommen werden, welche bei den
meisten Browsern nachinstalliert werden koénnen. Um zu-
sétzlich noch die eigene IP-Adresse zu verschleiern, kann die
Verbindung iiber einen ausléndischen Proxy geleitet wer-
den. Noch weitreichender sind die Moglichkeiten, die ein
Anonymisierungs-Tool wie beispielsweise Tor bietet [5]. Bei
der groflen Vielzahl an Plugins gilt es allerdings zu beachten,
dass einige Schutzmafinahmen auch einen kontraprodukti-
ven Einfluss auf die Identifizierbarkeit des Browser haben
konnen. Dies ist vor allem dann der Fall, wenn ein Plugin
installiert wurde, das nur von einer geringen Anzahl an Nut-
zern verwendet wird, wodurch sich der Fingerabdruck des
Browsers auf einen kleinen Nutzerkreis eingrenzen lisst [8].

Der Kompromiss, den man mit solchen Schutzmafinahmen
eingeht, ist meist ein Verlust an Komfort. Im Regelfall wird
durch die genannten Maflnahmen das Surf-Erlebnis redu-
ziert, da einzelne Webseiten nicht korrekt dargestellt werden
konnen, oder die Latenz der Verbindung erhoht wird.

An dieser Stelle ebenso zu nennen, ist ein verantwortungs-
voller Umgang mit den eigenen Daten, die man selbst verof-
fentlicht. Denn auch die besten Anonymisierungs-Tools und
Plugins sind nutzlos, wenn im Internet freiwillig intime Da-
ten preisgegeben werden, wie beispielsweise in Sozialen Me-
dien.

4.2 MaBnahmen fiir Software-Entwickler

Aus der Perspektive eines Software-Herstellers, egal ob es
sich dabei um die Software eines Browsers oder die einer
Browser-Komponente handelt, mag es zunéichst wenig Be-
weggriinde geben, sich um den Schutz der Privatsphére zu
kiimmern; schliefSlich resultiert daraus kein direkter Nutzen.
In diesem Zusammenhang ist vor allem die Ubertragung
von detaillierten Versionsnummern in den HTTP-Header-
Feldern gemeint, die dann laut Eckersley bei der Erstellung
eines Device-Fingerprints zu Lasten der Privatsphire ge-
nutzt werden konnen [8]. Die Software-Entwickler selbst hin-
gegen konnen von der Angabe dieser Mikroversionen profi-
tieren, beispielsweise bei der Analyse von Fehlverhalten ein-
zelner Versionen oder auch bei der Erstellung einer Statistik
beziiglich der Nutzungsverteilung der einzelnen Versionen
der Software.

Dennoch gibt es auch Griinde fiir einen Software-Hersteller,
bei der Entwicklung der Produkte auf Datenschutzvorkeh-
rungen zu achten. Wenn beispielsweise durch verschiedenste
Mafinahmen die Privatsphére der Benutzer besonders ge-
schiitzt wird, konnte dies das Vertrauen der Benutzer in die
Produkte stiarken, wodurch die Reputation des Unterneh-
mens steigt, was wiederum zu steigenden Nutzungszahlen
fithren kann. Ebenso ist es denkbar, dass Software-Entwickler
gesetzlich aufgefordert werden, die Privatsphéire der Nut-
zer von vornherein zu schiitzen. Dieses Szenario kénnte so-
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gar schon bald durch eine mogliche Reform der Richtlinie
95/46/EG Realitit werden [11].

4.3 Modelle zur Datenspeicherung seitens des

Webseiten-Betreibers

Wenn einem Webseiten-Betreiber die Privatsphére der Nut-
zer am Herzen liegt, dann gibt es eine simple Methode dies
zu realisieren: Indem gar keine Daten gespeichert werden.
Dies beinhaltet den Verzicht der Nutzung von Cookies, Log-
ging und im Idealfall auch eine Vermeidung von JavaScript.
Derzeit ldsst sich solch einen Zusammenschluss mehrerer
Webseiten finden, die dem Benutzer versprechen, keine per-
sonenbezogene Daten zu speichern. Ebenso diirfen auch kei-
ne externen Dienste wie Statistiken oder Werbung eingebun-
den werden, die diese Regeln missachten. Jeder Webseiten-
Betreiber, der an dieser Aktion teilnehmen will und die Be-
dingungen erfiillt, darf schlussendlich ein Giitesiegel auf der
eigenen Webseite einbinden [24].

Dennoch lisst es sich in manchen Situationen nicht vermei-
den, auch personenbezogene Daten zu speichern. Dies ist
beispielsweise dann der Fall, wenn die Daten - im Einklang
mit den gesetzlichen Bestimmungen - zu Zwecken der Ab-
rechnung iiber die Nutzungsdauer hinaus gespeichert werden
miissen. Weiterhin fordert das Gesetz eine Anonymisierung
oder Pseudonymisierung der Daten, sofern dies nicht mit
einem unverhéltnisméfig hohen Aufwand verbunden ist.

Zur Veranschaulichung werden an dem Beispiel einer medizi-
nischen Tabelle verschiedene Modelle zur Datenspeicherung
vorgestellt.

Tabelle 3: Medizinische Krankheitstabelle
Name Geburts- Ge- PLZ | Krankheit
datum schlecht
Hans Maier | 05.03.82 M 81247| Diabetes
Max Miiller | 13.08.82 M 81252| Diabetes
Ida Schmitt | 01.08.81 \% 81246 Tumor
Anna Meier | 12.01.82 A% 81247 HIV

Das sensitive Attribut in dieser Tabelle ist die Krankheit.
So wie die Tabelle hier vorliegt, steht die Erkrankung in
einem direkten Bezug zu einer Person. Aber auch eine An-
onymisierung, bei der lediglich die Namen aus dieser Tabelle
gestrichen werden, ist nicht ausreichend. Denn auch die At-
tribute Geburtsdatum, Geschlecht und PLZ sind in diesem
Beispiel ausreichend, um eine Personen eindeutig identifi-
zieren zu konnen. Eine solche Kombination von Attributen
wird auch als quasi-identifier bezeichnet [21]. Der Name hin-
gegen ist ein Schliisselattribut, da iiber diesen eine Person
direkt identifiziert werden kann.

4.3.1 k-anonymity

Um eine solche indirekte Identifikation mittels quasi-identifier
zu verhindern, kann das Modell k-anonymity eingesetzt wer-
den. Dieses Modell besagt, dass fiir jeden Datensatz und fiir
jede beliebige Kombination aus quasi-identifiern mindestens
k-1 andere ununterscheidbare Datensétze existieren miissen
[15].

Mit dem Wissen iiber Geburtsdatum, Geschlecht und PLZ
einer einzelnen Person ist es mit den Informationen aus Ta-
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Tabelle 4: Anonymisierte Tabelle mit k=2

Geburts- Ge- PLZ | Krankheit
datum schlecht

ok Rk Q2 M 812**| Diabetes
ok Rk Q9 M 812**| Diabetes
Hok ok QK W 8124* Tumor

Hok ok Q% W 8124* HIV

belle 4 generell nicht mehr moglich, auf die Krankheit einer
Person zu schlielen, da mindestens zwei Personen in Frage
kommen. Je hoher der Wert von k ist, desto besser ist die An-
onymisierung eines Individuums. Mathematisch ausgedriickt
bedeutet dies, dass durch die Kenntnis eines quasi-identifier
eine ausgewdhlte Person nur mit einer Wahrscheinlichkeit
von % bestimmt werden kann. Allerdings existieren verschie-
den Angriffsmoglichkeiten gegen dieses Modell. Beispielswei-
se kann mit dem Wissen, dass die Person Hans Maier in
dieser Tabelle gelistet ist und Geburtsdatum, PLZ und Ge-
schlecht bekannt sind, aus Tabelle 4 abgelesen werden, dass
Hans Maier an Diabetes leidet, da dies fiir beide in Frage
kommenden Personen gilt [15].

4.3.2  t-diversity

Um genau die beschriebene Schwachstelle von k-anonymity
anzugehen, wurde das Modell ¢-diversity eingefiihrt, das einen
besseren Schutz bietet. Dabei wird zunéchst zwischen sensi-
tiven und nicht-sensitiven Attributen unterschieden. Weiter-
hin muss neben den Bedingungen von k-anonymity zusétz-
lich noch gelten, dass fiir jede mogliche Kombination min-
destens f-verschiedene sensitive Attribute vorhanden sind.
Wenn Hans Maier beispielsweise statt Diabetes eine ande-
re Krankheit hitte, dann wiirde Tabelle 4 die Eigenschaften
von {-diversity (mit £=2) erfiillen. Allerdings st68t auch die-
ses Modell an seine Grenzen, wenn die sensitiven Attribute
in den Datensétzen unausgeglichen sind oder auch wenn ein
sensitives Attribut lediglich mit Ja/Nein beantwortet wer-
den kann. Unter diesen Umstédnden kann der Datensatz im
besten Fall lediglich die Bedingungen fiir /=2 erfiillen [16].

4.3.3 t-closeness

Das Konzept t-closeness ist ein weiteres Modell zur Anony-
misierung von Daten, das auf £-diversity aufbaut. Zunéchst
bezeichnen wir eine Menge an Tupeln, die sich durch einen
quasi-identifier nicht unterscheiden lassen, als ¢*-Block. Da-
bei wird versucht, den Gewinn an Wissen durch die anony-
misierten Daten moglichst gering zu halten. Dies wird in die-
sem Modell dadurch sichergestellt, indem die Wahrschein-
lichkeitsverteilung der sensitiven Attribute jedes q*-Blocks
nur eine maximale Distanz ¢ zu der Verteilung der sensiti-
ven Attribute in der gesamten Tabelle enthélt. Die Distanz
zweier Wahrscheinlichkeitsverteilungen kann wiederum ma-
thematisch berechnet werden, beispielsweise mit Hilfe der
Kullback-Leibler-Divergenz. Ziel dieses Modells ist es, den
Wert von t moglichst gering zu halten. Die gesamte Tabel-
le besitzt genau dann die Eigenschaft t-closeness, wenn fiir
jeden g¢*-Block die Eigenschaft t-closeness erfiillt ist [15].
Konkret bedeutet dies also, dass der Wert von t genau dann
klein ist, wenn die prozentuale Verteilung der sensitiven At-
tribute fiir jeden ¢*-Block moglichst identisch ist.
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Wenn die Verteilung der sensitiven Attribute innerhalb der
q*-Bldcke hingegen sehr verschieden ist, konnte wie folgt
ein Angriff durchgefiihrt werden. Angenommen eine Tabelle
enthéilt ein sensitives Attribut, das die Information beinhal-
tet, ob eine Person an HIV erkrankt ist oder nicht. Dabei
seien 99% der Personen gesund und 1% habe die Krank-
heit HIV. In einem der ¢*-Blicke allerdings ist die Vertei-
lung der gesunden und erkrankten Personen ausgeglichen,
also im Verhéltnis von 50:50. Wenn die quasi-identifier einer
gesuchten Person auf diesen ¢*-Block zutreffen, dann kann
daraus geschlossen werden, dass die gesuchte Person mit ei-
ner Wahrscheinlichkeit von 50% HIV hat. Damit erhélt ein
potenzieller Angreifer einen nicht vernachlissigbaren Infor-
mationsgewinn iiber eine einzelne Personen gegeniiber der
Allgemeinheit. Wiirde die Tabelle hingegen die Eigenschaft
t-closeness mit einem kleinen Wert fiir t erfiillen, wére ein
solcher Angriff nicht moglich beziehungsweise der Wissens-
gewinn wére deutlich geringer, da ein solch abweichender
q*-Block gar nicht vorkommen diirfte.

5. VERWANDTE ARBEITEN

Wiéhrend in dieser Arbeit der Fokus auf den rechtlichen Be-
stimmungen zum Thema Datenschutz liegt, wurden in der
Seminararbeit von Thomas Pieronczyk die technischen Hin-
tergriinde zur Erstellung der Browser-Fingerabdriicke ndher
erldutert [19]. Diese Arbeit basierte ebenfalls auf den statis-
tischen Auswertungen von Eckersley [8], in der eine ausfiihr-
liche Beschreibung der Datensammlung sowie eine Deutung
der Ergebnisse enthalten ist.

Aus aktuellem Anlass ebenfalls sehr interessant ist in die-
sem Zusammenhang das Projekt von Henning Tillmann, der
im Rahmen seiner Diplomarbeit selbst Untersuchungen zur
Identifizierbarkeit von Web-Browsern durchfiihrt. Die Aus-
wertung des Projekts lag bei der Entstehung dieser Arbeit
allerdings noch nicht vor, soll aber im Frithjahr 2013 verof-
fentlicht werden [22].

Eine ausfiihrliche Erlduterung, der in dieser Arbeit vorge-
stellten Modelle zur Anonymisierung der Daten, wird in dem
Artikel von Latanya Sweeney [21] sowie in Referenz [15] sehr
gut beschrieben und mit zahlreichen Beispielen veranschau-
licht. Dabei werden auch die mathematischen Hintergriinde
ausgiebig erklart.

6. ZUSAMMENFASSUNG UND AUSBLICK

Trotz der expliziten Definition von personenbezogenen Da-
ten in den Gesetzesbiichern bestehen nach wie vor kontro-
verse Meinungen beziiglich der Auslegung dieser Definition.
Die groiten Differenzen beziehen sich auf die Fragestellung,
inwiefern aus den iibertragenen Daten eine bestimmte oder
bestimmbare Person ableitbar ist.

Die Analyse der in dem HTTP-Header enthaltenen Feldern
hat gezeigt, dass diese vielmehr niitzlich als schidlich und
in der Praxis alleine kaum ausreichend sind, um ein effek-
tives Device-Fingerprinting zu ermoglichen. Deutlich kriti-
scher und umfangreicher ist der Informationsgehalt der mit-
tels Java, Flash und JavaScript gewonnen werden kann, wie
Eckersley gezeigt hat [8]. Ebenfalls als bedenklich ist die IP-
Adresse einzustufen. Denn mit Hilfe dieser ist prinzipiell die
Moglichkeit gegeben, eine Verbindung zwischen den Daten
und einer bestimmbaren Person herzustellen.
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Die verschiedenen Mafinahmen zum Schutz der Privatsphére
haben verdeutlicht, dass auf Seiten des Benutzers am meis-
ten Potenzial vorhanden ist, um die eigene Privatsphére zu
schiitzen — auch wenn dies meist mit einem Verlust an Kom-
fort verbunden ist. Allerdings gilt zu beachten, dass eini-
ge Mafinahmen auch einen kontraproduktiven Effekt haben
kénnen. Ebenfalls interessant sind die vorgestellten Model-
le, die einem Web-Hoster zur Verfiigung stehen, um bei der
Speicherung von personenbezogenen Daten eine bestmdogli-
che Anonymisierung zu erméglichen.

Mit Spannung zu erwarten ist die Entwicklung der gesetzli-
chen Beschliisse, denn nur wenn dieser Grundstein gelegt ist,
kann darauf aufbauend ein erhéhtes Mafl an Privatsphére im
Internet sichergestellt werden. Dazu miissen aber zunéchst
die Menschen beziiglich der Bedeutung der Privatsphére sen-
sibilisiert werden. Denn nur wenn der Wunsch und die For-
derung seitens der Biirger zu mehr Datenschutz besteht, ist
eine Reaktion der Legislative denkbar.
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